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Internet of Things (IoT) devices are more and more used in our today’s life. However, as
the amount of connected devices increases, the communications between them are more
and more difficult to scale. The MQTT communication protocol has come to solve this
issue. The MQTT protocol is a communication protocol between IoT devices that aims to
centralise the communications inside one broker. However, a typical MQTT
communication involves hundreds of messages per minute. This is then hard to analyse
an MQTT communication with packet sniffer tools like Wireshark. The goal of this
master thesis is to provide an appropriate and publicly available tool to visualise and
analyse MQTT communications for debugging purposes. This report reviews the goals
of this project: create several MQTT broker environments on the same system, display
the set of published messages, the state of a broker, filter the published messages, and
display telemetry on the number of published messages. This thesis report then goes
through the MQTT protocol and its various types of packets. The high-level architecture
is discussed with the first decisions for the role of each component that will be
developed: a broker to record the MQTT data and a viewer to visualise it. We then
decide on the type of database to store the recorded data persistently, the kind of data to
record which is interesting to display to the user, and how this data should be stored.
The architecture of the broker is reviewed as well as the technique used to manage the
several independent MQTT broker environments. With this, we discuss how to save the
events that happen in an MQTT broker and the techniques used to scale the project with
a big amount of MQTT messages. To conclude the discussion about the architecture, we
discuss the plugin system that allows extending the viewer, how the MQTT data should
be stored and represented in the viewer, and how the user should have access to the
required features. We then review how complex filters can be built into the viewer. We
then discuss the development methodology of this project. The implementation details
are then reviewed with the different technologies used in this project. We will talk about
the difficulties encountered during the deployment and explanations on how to deploy
this project easily. The results of this project are finally reviewed with the latencies
encountered when the broker faces a lot of traffic and some screenshots of the viewer. A
discussion is made about the further possible improvements on this project. Additional
documents and documentation are provided at the end of this report.


