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Abstract

In a world where the cyber threat has never been higher[1, 2], getting to know the ad-
versary is more important than ever. While traditional computer security technologies
strive to keep insiders outside the perimeter they defend, honeypots try at all cost to be
the primary targets of cyber attacks. They attempt not only to detect these last but
also to collect useful information about the black hat community. This thesis aims at
defining strong frameworks to create and monitor e�ciently the limitless technology that
honeypots represent. Through two practical implementations, these frameworks will be
used to create two di�erent type of these devices. A first low interaction honeypot will
simulate Microsoft’s remote desktop protocol for both detection and research. The second
is a medium interaction research one feigning an Elastic stack deployment. Relying on the
elaborated powerful monitoring framework, e�cient strategies will be elaborated using in-
dustry IT toolkit to ensure the proper monitoring of these security tools, thus drastically
reducing the risk which is too often unfairly associated with them. The data accumulated
by these two deployments will show that in a short amount of time, a significant quantity
of valuable information, not only for the research community but also for the corporate
world, can already be collected by these devices, pointing to their promising future.
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IDS Intrusion Detection System
IP Internet Protocol
IQR Interquartile Range
ISP Internet Service Provider
ITU-T ITU Telecommunication Standardization Sector
ITU International Telecommunication Union
IT Information Technology
IaaS Infrastructure as a Service
IoT Internet of Things
L&M Logging and Monitoring
MFA Multi-Factor Authentication
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NIB National Internet Backbone
NIST National Institute of Standards and Technology
OS Operating System
PDF Portable Document Format
PNG Portable Network Graphics
RDP Remote Desktop Protocol
REST Representational State Transfer
SME Small and Medium-Sized Enterprise
SMS Short Message Service
SMTP Simple Mail Transfer Protocol
SSH Secure Shell
SSL Secure Sockets Layer
TPDU Transport Protocol Data Units
TPKT Transport Packet
URL Uniform Resource Locator
VM Virtual Machine
VPN Virtual Private Network
XDR Extended Detection and Response



Introduction

During the afternoon of March 16, 2022, a Webex alert notified an illegitimate connec-
tion attempt to a host inside the infrastructure used in this Master’s thesis. A foreign
service with an IP address located in Russia found the first deployed device described in
this writing and initiated a 48-minutes long connection with it, using Microsoft’s remote
desktop protocol (RDP). This was one of the most exciting news of this work, the security
system was working perfectly.

This paradoxical reaction while detecting an insider precisely illustrates the key con-
cept behind honeypots. While most security devices like firewalls, intrusion detection
systems (IDS) or antivirus (AV) softwares try to keep threats out, honeypots make every
e�ort to get them in.[3] By simulating legitimate systems, services or tokens, these security
devices help to detect (for the production family) or to study (for the research family)
behaviors and new trends within the black hat community. In its 2021 cybersecurity re-
search report, Proximus reported that over a sample of 144 Dutch and Belgian companies
of all sizes, only 34% of them declared to be absolutely certain that no security incident
had occurred in their organization during that year. When crossing the Atlantic ocean,
according to the Internet Crime Complaint Center (IC3) annual report, a record num-
ber of 847,376 cybercrime complaints addressing Internet scams having a�ected victims
across the globe was filed the same year.[2] In a world where most companies should no
longer ask themselves if they will be a victim of cybercrime, but rather when they will
be, detecting and understanding the adversary seems more relevant than ever.

Honeypots are not only useful, but one of their strengths is also their cost e�ective-
ness. In 2021, small and medium-sized enterprises (SMEs) represented 99% of all the
European businesses for which budget is crucial. Actually, most of them identified the
implementation cost of cyber security solutions as a major challenge.[4] As the reader will
be able to discover in this thesis, with some hardware resources, some setups and a bit of
creativity, honeypots can be completely configured and help secure an infrastructure at a
lower cost.[5, 6]

Everything from the most complex network to the smaller piece of digital data can
be transformed into a honeypot, as long as the right creation strategy is used. The
variety of these security devices is only limited by the imagination of the one who creates
them. Therefore, these systems are completely configurable to meet any kind of needs.
This characteristic quality makes honeypots unique in the sense that they represent a
very flexible technology used to fulfill di�erent roles and not just a simple tool solving a
specific problem.[3]
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Part I of this thesis will introduce a theoretical framework guiding the honeypot cre-
ation process. In this part, the honeypot taxonomy as well as the strong concepts behind
this technology will be defined. Chapter 2 from this part also presents good monitor-
ing practices to adopt when working with honeypots, namely through the definition of a
powerful framework. It will also present Cisco SecureX, the monitoring toolkit used in
this thesis, and motivate the choice of this application. In today’s industry, honeypots
are too often associated with a high security risk. Nonetheless, as the reader will be
able to discover through this chapter, if honeypots are created and monitored properly,
they will not represent a higher risk than any other asset present in the infrastructure
where they will be deployed. Indeed, honeypots are exceedingly monitored devices which
ensure complete visibility on the events taking place within themselves. One can wonder
whether, in the era of the bring your own device (BYOD) advent, the same can be said
for each host in an infrastructure.[7, 8]

If the reader is still not convinced of the interest of using honeypots, part II doubtless
persuade her or him of it thanks to the two practical deployments it explains. Serving
di�erent interests, these more or less complex implementations demonstrate the simplicity
and benefits of honeypots for the community and the corporate sector. Through this part,
the reader will be able to familiarize herself or himself with the mindset adopted during
the creation of honeypots, relying heavily on the theory defined earlier.

As mentioned supra, the main goal of honeypots is to study insiders’ behaviors in
order to better mitigate threats. The honeypots developed in the practical part II are no
exception and were also able to collect metrics about device corruption attempts thanks to
both their honey design and the elaborated monitoring strategies. Part III of this writing
will present and discuss these collected data and show that, even in a relatively short
amount of time, such security machines can already yield a lot of valuable information.

Similarly to every research, this thesis has some limitations. These will be presented
in the last part of this thesis, alongside with the general conclusions drawn from the
implemented approach adopted in this writing. The methodology was first to define
a strong theoretical framework to guide the creation of honeypots and then prove its
robustness by using it for real life applications, where information about the black hat
community can be extracted. In part IV, the reader will therefore be able to discover if
the bet has been held.
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State of the Art

The honeypot technology, which first apparition is attributed to Cli� Stoll’s book The
cuckoo’s egg: Tracking a spy through the maze of computer espionage released in 1989, is
still an active research field nowadays. While this technology was first considered more
as a tool for computer security researches, recent contributions show an interest in using
this technology as an active security defense.[5, 10–17] In this sense, researches are also
oriented nowadays towards the use of honeypots in the Internet of Things (IoT) world to
help securing these systems deployed in the industry but also in everyone’s homes.[18–20]

In fact, some companies have even started to o�er honeypot creation services (a.k.a.
Honeypot as a Services or HaaS), proposing the design of this type of devices to specially
meet the demands of their customers (e.g. application security testing, particular network
intrusion detection, etc.).[21, 22]

Even if monitoring is very often mentioned as a key element to ensure usefulness and
safety while using honeypots, almost no monitoring framework has been defined ensuring
the proper surveillance of such security devices. Actually, relatively recent researches show
that implementing e�cient system logging and monitoring (L&M) strategies remains a
challenge in the industry.[23–26] Some attempts have been made to share good practices
related to L&M[3, 5, 26, 27], however most of them are based on concrete examples and do
not completely generalize the concepts behind these advices.

The theoretical concepts around honeypots have been stabilized for a few years now.
These devices are therefore well-defined and classified, leading to the creation of tools
allowing to detect them. One last identified actual trend among recent researches about
these devices tackles various anti-honeypot techniques, using well known patterns of
these security tools to detect them, thereby breaking the deployed e�orts to lure the
adversary.[28–31]

By providing guidelines facilitating honeypot creation and by presenting a honeypot
deployed to help a company, this Master’s thesis proposes a framework to create and use
these devices as active security defense mechanisms. Furthermore, it introduces a moni-
toring framework, defining strong guidelines regarding honeypot logging and monitoring.
These guidelines have been kept general on purpose in order to be easily transposed to
any other system to be monitored. This writing however does not focus on anti-honeypot
contributions, neither on IoT specific study cases for the benefits of presenting an acces-
sible framework helping to build powerful and secure honeypots while not making them
complex and completely unrecognizable security devices designed for a specific purpose.

Page 3



Part I
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Honeypots Basics

This chapter aims to provide the reader with the knowledge base on honeypots. At
first, the honeypots taxonomy is defined, describing the theoretical basis on which this
thesis is shouldered. Finally, honeypots’ interactivity level, one of the key metrics used
while defining honeypots will also be addressed. Figure 1.1 summarizes graphically the
classification of honeypots defined in the following sections.

Honeypots

Honey systems Honey services Honey tokens

Usage

Research Production

Interactivity

Low Medium High

FIGURE 1.1

Classification overview of honeypots introduced in this Master’s thesis.[3, 5, 32, 33]

1.1 Definitions
In 2011, R. Joshi and A. Sardana defined honeypots as

A program taking the appearance of an attractive service, set of services, an en-
tire operating system or even an entire network, but is in reality a tightly sealed
compartment built to lure and contain an attacker.[32]

L. Spitzner opted in 2002 for a shorter definition

A honeypot is a security resource whose value lies in being probed, attacked, or
compromised[3, 34]

Finally, N. Kambow and L. K. Passi, inspired by L. Spitzner, came with a third definition
of honeypots in 2014 being
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Honeypot is a unique security resource which is a part of security mechanism
deployed in an organization. These are the resources you want the black hat guys
to interact with.[33]

These definitions, although being very similar, each bring slight di�erences. In this
thesis, each of them will be regarded as valid and one could therefore consider the fol-
lowing general definition: A honeypot is a security resource deployed in an or-
ganization, taking the appearance of an attractive service or set of services
designed to be detected, attacked or compromised in order to detect and an-
alyze security threats.

From this definition, one can directly extract the mains characteristics of honeypots.
They are security resource within an organization, meaning that they are part of a security
plan aiming to reduce the security risk. Honeypots should be attractive, a person having
access to it should therefore find interesting material inside this service e.g., an application
easy to compromise, files appearing as sensitive (see Chapter 3), etc. Honeypots should
also be detectable, their placement inside the organization can therefore be a key factor of
their e�ectiveness. Finally, these devices are made to be attacked or compromised which
reflects the fact that the expected interactions with these resources should be perpetrated
by attackers.

1.2 Classification
From the definition made in section 1.1, one can understand the fact that the term

resource is broad which is completely intentional since honeypots can come in many forms.
In Intrusion Detection Honeypots: Detection Through Deception[5], C. Sanders defines
three primary types of honeypots which are the honey systems, services and tokens.[36, 37]

• A honey system mimics the interaction of an operating system (OS) and all the
services it provides. These are complete computing environments o�ering all func-
tionalities embedded with the OS they run (Windows 10, Ubuntu 20.04, Debian
11, etc.).

• A honey service impersonates the interaction of a specific software or protocol. Of
course, several honey services can be used to simulate an entire system. These
include basic hypertext transfer protocol (HTTP) honeypots like bap - HTTP
Basic Authentication honeypot[38], specially configured Windows Remote Desktop
application, etc.

• A honey token imitates a legitimate piece of data. This type of honeypot is explored
in more details in Chapter 3.

Now that the term resource has been refined, it is time to define the two main families,
more widely adopted in the literature. These are two in numbers being production and
research honeypot families.[3, 5, 32, 33]

1.2.1 Research Honeypots
In the scientific community, when a novelty is discovered, its characteristics are often

studied using controlled tests. As an example, consider the discovery of a new type of
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virus.[5] A virus will be studied on cell samples in a very controlled way. During all these
experiments, researchers will be able to analyze how the virus is spreading, how quickly,
on which cell part it will have the most impact, etc. Based on these studies, scientists
make assumptions about the correct treatment for this virus.

Research honeypots aim to do the same for the computer security research commu-
nity. They represent controlled digital test environments allowing to study new types of
cyber attacks. As for all experiments, these environments of course try to mimic real
life conditions of execution in order to draw the most useful conclusions possible. These
honeypots are used to better understand a cyber threat and most importantly, to de-
fine how to improve defenses against it. Traditionally, research honeypots are deployed
by universities, security research companies, military or government agencies in order to
help secure resources indirectly.[3, 33]

Since the goal of these honeypots is to study the black hat community, they need to be
easily accessible. Figure 1.2.1 shows a typical research honeypot deployment where the
honeypot is placed before all internal security devices of a network and directly connected
to the Internet.

Internet Research Honeypot

Internal Network

FIGURE 1.2.1

Typical deployment for research honeypot, adapted from [5]. The honeypot is directly connected to the
Internet and therefore placed outside any internal network.
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1.2.2 Production Honeypots
To prevent threatening situations, nowadays society is equipped with a treasure trove

of detection systems. Think about the car industry for instance. When one buys a
new vehicle, it is equipped with an alarm system which will activate in the event of an
attempted theft. For the newest cars, an anti carjacking system has even been added as a
security measure. All of these tools help make the user feel safer and help catch burglars
even if their existence is well known.

Production honeypots (a.k.a. detection honeypots) also meet this security need for
organizations deploying them. These devices help detect malicious behavior inside the
internal network of an organization (cf. Figure 1.2.2). These honeypots appear as
legitimate parts of an infrastructure, but will be highly monitored in order to detect any
interaction with them. Indeed, if such a machine is deployed inside a network, its only
purpose should be to detect an attempted interaction from an insider. The easiest way
to avoid false positive detection case (think about a car alarm triggered by the passage
of a snow plow) is therefore to not use this device for other purposes. Consequently, any
activity recorded in this machine will undoubtedly be the one of an unauthorized user.
This will be discussed in more details in Chapter 2.

Compared to research honeypots, production honeypots are usually easier to deploy
since they require less functionalities. They also generally represent a lower risk even
though being generally placed in the internal network of an organization. This is namely
due to the fact that they are more di�cult to use to harm other systems (again thanks
to the limited features).[3]

Internet

Detection Honeypot

Internal Network

FIGURE 1.2.2

Typical deployment for detection honeypot, adapted from [5]. Note that the internal network can be
arranged in several ways, namely by using a DMZ. In that case the honeypot can be placed either
alongside the workstations of the internal network or in the DMZ, as illustrated in [3, 32, 36]

1.3 Interactivity
So far, a wide variety of honeypots has been defined and it should now be clear that

this security element can come in many forms. Choosing among these the type that suits
the best depends on the expected results for the deployment of a honeypot. One of the
key metrics helping distinguish honeypots is the interactivity[5], or level of interaction[3].
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In computer science, the interactivity is defined in Oxford dictionaries as

(Computing) The fact of allowing information to be passed continuously and in
both directions between a computer or other device and the person who uses it.

Regarding honeypots, the interactivity will therefore be their capacity to interact with
their users which are members of the black hat community as defined above.

This definition simply translates the fact that a honeypot should be able to ensure the
basic functionality of the legitimate system that it imitates. For instance if the honeypot
responds to a port scan on 22, then it should responds to an SSH SSH_MSG_KEXINIT
message coming to this port.

C. Sanders categorizes in his book[5] honeypot level’s of interaction based on the
amount of intelligence and e�ort needed to make it appear as a legitimate service. The
relation between intelligence and e�ort according to interactivity is illustrated in Figure
1.3.1. In this graph, it can be observed that the more interactivity is needed, the less
intelligent the honeypot will have to be to mimic all desired features. However, the higher
the level of interaction, the more e�ort needs to be deployed to maintain and secure the
honeypot. This is perfectly logical since if one covers more scenarios likely to attract at-
tacks, more functionalities will increment the service appealing them, each of them being
potentially usable in a malicious way.

Interactivity

In
te

lli
ge

nc
e/

E�
or

t

Intelligence
E�ort

FIGURE 1.3.1

Relationship between intelligence and e�ort level needed to achieve an amount of interactivity through a
honeypot.[5]

From the interactivity definition, one can therefore categorize honeypots based on
this metric along a spectrum ranging from low to high. One of the important things
to understand is that this range is rather continuous than discrete. The classification
of honeypots based on interaction level is therefore subjective but is a good indicator of
resources needed to maintain the device.
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1.3.1 Low Interaction Honeypots
Low interaction honeypots emulate one or more systems, services or tokens without

o�ering full OS functionalities to the attacker. Generally, this type of honeypot mimics
specific services like HTTP, IP, etc. The level of interaction of these devices is very
limited. They therefore implement very small amount of responses to stimuli, which
limits attackers’ field of action.[3, 5]

These honeypots are generally used as detection honeypots. They are easy to design,
deploy and maintain given their simplicity. Since the interactivity is limited, the risk asso-
ciated to these devices is also the lowest. Cisco ASA honeypot[39], Honeyd[40], Specter[41]

are examples among many others of low interaction honeypots.

1.3.2 Medium Interaction Honeypots
Medium interaction honeypots are between low and high level ones and try to take

advantages of both these constructions. They provide a wider range of features than low
interactivity honeypots while still not o�ering all the functionalities of OSes. For instance,
a virtual machine (VM) configured as a honeypot can be considered as medium level
interaction.[3] While o�ering similar functionalities as the true OS to the user, virtualized
operating systems do not access the hardware directly but through the virtual machine
manager.[42]

Since medium interaction level honeypots have a greater complexity than low level
ones, the risk associated to them also increase. However, using these technologies allows to
collect more contextual information, which is not limited to transactional information (i.e.
data collected about the circumstance of the attack but not the attack itself) anymore.
Deploying such devices requires serious security considerations in order to avoid misuses
of the interactivity added. Some examples of medium level interaction honeypots are
Cowrie[43], Miniprint[44] or Sticky elephant[45].

1.3.3 High Interaction Honeypots
High interaction honeypots o�ers all functionalities provided by the operating systems.

They are complete machines left in attacker’s hands deployed inside the infrastructure
providing the same level of interactivity as a legitimate hardware asset in the organization.
To avoid their harmful usage toward other devices in a network, they are most often placed
in a isolated environment such as behind firewalls.[3]

This type of honeypots o�er a more significant potential to capture and understand
security threats which makes them ideal candidates for research honeypots. However,
they require more skills and resources to deploy, configure and maintain. Regarding the
wide range of functionalities they o�er to an attacker taking their control, they represent
a high risk in the security plan and can be used as powerful weapons. Capture HPC[46],
Sebek[47] or Argos[48] are examples of high interaction honeypots.
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1.4 Conclusion
In this chapter, the taxonomy of existing honeypot technologies has been defined as

well as the interactivity, which is a key metrics when designing such a device. Defining
the goal sought while deploying a honeypot is mandatory since, as shown in the previous
sections, this will trivially define the type of honeypot to use.
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Logging and Monitoring Honeypots

Honeypots and their various types being now defined, it is time to address one of the
biggest consideration of the building process of such a device: Logging and Monitoring
techniques. Indeed, whatever the purpose of the built honeypot, its primary goal is
to collect data about abnormal behavior appearing inside an infrastructure. The tools
used to trigger such events and inform the incident response team need to be chosen
carefully, first to be sure that the proper information is collected but also to ensure that
the right person received it properly. In this chapter, some definitions will be given to
standardize knowledge. Then a small discussion about alerting metrics will be provided.
After which, a L&M framework for honeypot will be introduced and finally, Cisco Secure
Endpoint (formally Cisco AMP for Endpoint), the tool used to monitor the honeypot
created during this Master’s thesis will be presented.

2.1 Definitions

2.1.1 Events
The National Institute of Standards and Technology (NIST) adopted in 2012 the

following definition of an information technology (IT) event

An event is any observable occurrence in a system or network.[49]

A multitude of event examples should therefore come to the reader’s mind such as user
login, email being received or sent, new DHCP configuration done for an end host,...

2.1.2 Incidents
A di�erentiation should be done between simple events and incident inside an IT

infrastructure. Still coming from the NIST, one can adopt the following definition

An incident is a violation or imminent threat of violation of security policies,
acceptable use policies, or standard security practices.[49]

An incident is therefore always an event while an event is not necessarily an incident. One
can consider incidents as events having a negative impact on an infrastructure. Examples
of incidents among others are unauthorized access to a system or a software, huge amount
of network tra�c directed through a device preventing it from working properly (Denial-
of-Service, a.k.a. DoS, attack), exposition of a confidential file to the public Internet,...
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2.1.3 Logs
In a computing context, a log is defined as

The automatically produced and time-stamped documentation of a hardware or
software event initiated by a person or a running process relevant to a particular
system.

Every operating system keeps logs in log files containing records of the events having
occurred on a particular machine. The logs format may vary depending of the logging
system generating them.

For instance, Code 2.1 shows the log generated by macOS Monterey operating system
for an authentication failure on a device (for which UUID has been anonymized). These
logs can be read either from macOS’ Console application or by using the log utilities from
the terminal. One can see from this example a real life log following the general structure
made of a timestamp, some contextual information (e.g. network basic information,
parameters of the device initiating the log, ...) and a small message summarizing the
event.

1 2022 -01 -27 17:00:23.819305+0100 localhost opendirectoryd [133]: (

PlistFile ) [com. apple . opendirectoryd :auth] Authentication failed for

<private > (XXXXXXXX -XXXX -XXXX -XXXX - XXXXXXXXXXXX ):

ODErrorCredentialsInvalid

2 2022 -01 -27 17:00:27.083917+0100 localhost opendirectoryd [133]: (

PlistFile ) [com. apple . opendirectoryd :auth] Authentication failed for

<private > (XXXXXXXX -XXXX -XXXX -XXXX - XXXXXXXXXXXX ):

ODErrorCredentialsInvalid

CODE 2.1

Apple’s authentication attempt failure log. The UUIDs used in these logs have been anonimized.

2.1.4 Alerts
Alerts are defined in this thesis as

A machine-to-person communication acknowledging that a particular event occurs.

Every alert is in fact a log while the contrary is not true.[5] Indeed, when logs meet a
certain condition, one may decide that the team responsible for this event should be
informed in an active manner, meaning that a notification will be directly sent to this
department. Typically, an alert is sent using the communication application preferred by
the organization running the asset that will initiate the notification (e.g., Webex, Slack,
emails, ...).

As an example, consider a company using a few dozen virtual machines to host an
application running databases. The disk utilization of one of these VM reaches 90%. It is
a safe bet that no operation team member will verify each machine memory state every
day to ensure that none of these are full. To avoid bad surprises regarding memory usage,
it could be a good idea for this company to deploy a monitoring and alerting toolkit
that will trigger on a certain level of memory usage and alert the operation team. For
instance, if the OS ran by each of these VMs allows it, the company can choose to use the
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Prometheus[50] toolkit in conjunction with Slack as a communication application. Figure
2.1.1 shows a typical alert generated by Prometheus as a Slack message.

FIGURE 2.1.1

Example of an alert mentioning a high disk volume usage initiated by the Prometheus toolkit and using
Slack as communication application.

Notice that alerts come in various forms like pop-ups, emails, text messages, ... The
key point is that an alert is a communication from a machine to a human for an event
raising a particular condition.

2.2 Honeypots Alerting Metrics
Now that the key terms used in this chapter have been defined, it is time to discuss

the e�ciency of an alerting mechanism of a honeypot. In general, the e�ciency of such a
system can be easily evaluated using two quantities

1. False positive: the amount of mislabeled security alerts i.e., the number of
security alerts received while no security incident occurred.

2. False negative: the amount of uncaught security threats i.e., the number of
security alerts not triggered while a security incident occurred.

When designed properly, a honeypot should be characterized with both low false
positive and false negative alert rate. Indeed, anything happening inside a honeypot
results in an incident1 since honeypots are not supposed to be used for legitimate tasks
inside an infrastructure (i.e., to have production activity) and not to be accessed by
anyone except the administrator of this device. This consideration means that any activity
generated by a honeypot must normally be malicious as long as the monitoring system
has been correctly configured.[5, 6, 27, 32, 33, 51]

Since information collected in a honeypot generate no (or a few in worst cases) false-
positive/negative, the noise ratio in these is very low making them high value data.
This means that any material collected by a honeypot should always be investigated.
Furthermore, the low occurrence of false-positive leads to rapid detection of legitimate
threats. Also, since any interaction with a honeypot should be considered as a legitimate
threat, unknown attacks will be found just as quickly as known ones.[27, 32]

2.3 Monitoring Framework
All those who have worked with software will agree on the fact that properly monitor-

ing an application behavior is not an easy thing. The data provided by application logs
1This obviously excludes the noisy legitimate activity of the machine (e.g. automatic update, moni-

toring scans, Address Resolution Protocol (ARP) tra�c, ...).
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are essential to both development and IT operations teams to detect and diagnose unde-
sired behavior. However, even if many technologies facilitating the logging of assets exist,
monitoring complex systems and getting valuable data from the generated logs remains
challenging.[23]

In his book Honeypots for Windows, R. A. Grimes[27] introduced the honeypot moni-
toring framework depicted in Figure 2.3.1. Although being very general, this theoretical
strategy remains a good reference in terms of monitoring system deployment for assets.
This is why it was chosen for this thesis.

Comparative Basis Setup

Monitoring Tools Deployment

Event Log

Critical Event Alerting

FIGURE 2.3.1

General service monitoring framework presented in the as part of the honeypot technology.[27] This
framework has been kept general and can therefore be easily transposed to any system monitoring im-
plementation.

In the following sections, each step of the presented framework (cf. Figure 2.3.1)
will be briefly reviewed as well as the challenges for each of them.

2.3.1 Comparative Basis Setup
To be able to monitor abnormal system activity, the very first step is to define the

normal one, i.e. the representative behavior of the uncompromised system. Indeed,
every system will have a minimal activity being made, for instance of automatic software
updates, clock synchronizations, basic network protocol tra�c,... This elemental workload
needs to be carefully measured and documented otherwise the monitoring system could
generate noisy logs and alerts, triggering these activities as being abnormal, as mentioned
in section 2.2.

The activity of a system although being very important to detect abnormal behaviors,
another information should also be documented with utmost care: the system initial
configuration. Indeed, even if a change in the configuration of an architecture should
normally create activity, finding out what has been manipulated or changed may turn out
being a tedious task. If the initial state of a device is properly documented, comparing it
with its state after an event or an incident will ease the threat analysis.

Nowadays, a lot of powerful tools help to collect information about both system ac-
tivity and configuration. Most OSes o�er integrated backup managers and softwares like
Network Monitor, Netstat,... allowing to easily capture, document and analyze a machine
state for instance. Living in Cloud’s age, snapshots of virtual devices can be e�ortlessly
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and quickly made. Depending of the deployed infrastructure, a whole panoply of tools
exist to ease the documentation of systems’ normal behaviors. The Cisco Secure portfo-
lio, regrouping all the monitoring tools used in this thesis, notably o�ers such features as
discussed in section 2.5.

2.3.2 Monitoring Tools Deployment
Once the comparative basis created, the second step in the introduction of the moni-

toring framework is to define a monitoring plan. The latter should define how the system
should be monitored.

Once again, a lot of tools exist to monitor an IT infrastructure from commercial key-
loggers (e.g. Spyrix, Kidinspector, etc.) to network analyzer (e.g. Solarwinds, NetSpot,
etc.). The chosen tools to monitor any system, including honeypots, will of course highly
depend on its purpose. For instance, it would make no sense to use a monitoring system
conceived for Windows inside an infrastructure only running Debian OS. Or to use a wire-
less networks analyzer to detect a local code excecution. Tools must be chosen carefully
and their functionalities as well as their limits must be known to ensure the proper data
collection and the safety of the deployment.

When speaking of monitoring system, two techniques of deployments can be found,
called in-band and out-of-band monitoring.[27] In-band monitoring functions inside the
monitored system and generally requires it to be fully functional in order to collect data.
Out-of-band monitoring systems operate outside the confines of the system and can cap-
ture information even if the latter is down. Some examples for the first category are
Windows event logs, keystroke logging,... while the second one can be achieved by intru-
sion detection systems, packet-capturing utilities,... Both techniques have of course their
own advantages and drawbacks. For instance, if the payload of a network packet sent to
a device is encrypted, only in-band monitoring has a chance to record it in plain text.
On the other hand, out-of-band monitoring data are less susceptible to be compromised.2
Once again, using one, the other or both technique(s) will depend of the use-case in which
the monitoring framework is applied.

C. Sanders in Intrusion Detection Honeypots: Detection Through Deception[5] inter-
estingly highlights the fact that the monitoring system should not be excluded from the
monitoring scope. Indeed, monitoring systems remain part of the infrastructure being
monitored and should therefore be watched as well.

The protection of the monitoring communications is one final consideration that should
be taken into account while defining the tools used to monitor a system. Indeed, both in-
band and out-of-band monitoring generally report their data to an external management
system. Both R. A. Grimes and C. Sanders agree that monitoring system information
should be protected by encryption in transit and access control.[5, 27] These measures
should not only prevent eavesdropping of these sensitive information but also ensure their
reliability.

2Think of an attack to a device. Most of the time, hackers erase the clues that could lead back to
them or to the discover of a security threat. If planned correctly, it can be nearly impossible for hackers
to even know their activities are being recorded through an out-of-band monitoring system and therefore
to cover his/her tracks.
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Once again, among the tools o�ered by the Cisco Secure portfolio, several are dedicated
to either in-band or out-of-band system monitoring as explained in section 2.5.

2.3.3 Event Log
Now that how monitoring is performed has been defined, the next and most di�cult

step of the framework is to define what should be monitored. Indeed, monitoring tools
will gather a lot of data but defining which of them are of real interest for the monitored
system is crucial for their proper configuration. For each event designated as having to
be monitored, an event log will be generated by the monitoring system.

Event logs normally exist to provide contextual information about events having oc-
curred regarding an asset of an infrastructure. However, the logging framework itself is
highly dependent on the developer habits[23–26] despite the fact that logs will help way
more people than developers (e.g. customers, incident response teams, operations en-
gineers, ...). There is unfortunately no magic recipe when it comes to logging in the
computer world. In 2005, R. A. Grimes already mentioned that even if logging events
seems simple, many people do it badly.[27] In a more recent article[23], J. Cândido et al.
showed that logging is still an active field of research attracting researchers but also prac-
titioners. Currently, there exists no standard logging guidelines for developers[23, 25, 26]

which often complicates the analysis of the logs produced by a monitoring system. The
key to produce logs e�ciently is to find the balance between logging enough information
to detect and define critical events while not polluting it with unnecessary data. Too
often, log files are made of bursts of useless events, used mostly for debugging, giving a
hard time to those who seek to analyze them.

Another problem one will be faced when defining the logging infrastructure is the lack
of standardization between monitoring tools. Indeed, as for the logging guidelines for the
developer, there exist no guidelines regarding how application should format a log. If
several monitoring tools have been chosen in the step presented in section 2.3.2, it is a
safe bet that the format of the produced logs will be di�erent for each of them. Therefore,
one can easily see that the more monitoring applications chosen, the more complex the log
information. Nowadays, there exists some tools allowing to perform log formatting i.e.
to extract meaningful information from general log data and standardize their formats.
Among many other such tools, one can find Logstash, Sematext Logs or Splunk.

As the reader must have realized, defining clear guidelines for event logs generation
is not an easy thing. As already mentioned, years of research in this area have still not
made it possible to standardize logging practices.[23, 25] However, several advices can come
from experience. First, to reduce the complexity of the generated log data, the number
of di�erent monitoring systems should be reduced as much as possible. Second, event
logging should only produce interesting information, which require deep understanding of
the monitored system. Finally, the format of the logs should ideally remain as standard
as possible within the monitoring system. Using an aggregation and log format tool is a
good idea when the number of assets inside the monitored infrastructure grows.

As shall be showed in section 2.5, not only do the tools from Cisco Secure o�er a lot
of monitoring capabilities but in addition all this information can be gathered inside a
single platform, SecureX. However, logging the proper information will still remain part
of the tools configuration, and therefore dependent on human free will.
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2.3.4 Critical Event Alerting
Once the previous steps of the framework are properly configured, the monitoring

system should have generated one or several log files3 representing historical reports of
the monitored system state and activity. The last step of the presented framework is to
define, among the generated logs, which ones will raise an alert.

Recall from section 2.1.4 that an alert is triggered by a particular event and transmitted
to a person. Recall also that every alert is in fact a log, therefore the same considerations
as those made in the previous section stand. As for logs, alerts are defined by humans and
will therefore depend of the level of criticality assessment of the event to which it relates.
Once again, there is consequently no standardized guidelines to define alerts. One thing to
keep in mind while configuring them is that they will involve people, it is thus important
to know which event deserves to disturb someone. One thing to absolutely avoid is a boy
who cried wolf [52] situation. This is the result of a disturbing false alert that is raised
several time and ended up being ignored after a while, although being important. Hence,
not only should the criticality of the alerted event be considered but also its impact on
the people receiving it.

Last but not least, the communication channel must also be carefully defined while
speaking of alerts. Most companies have their own internal/external communication poli-
cies, using applications designed for this purpose, e.g. emails, Short Message Service
(SMS) or others. Even if the messaging software ecosystem is broad nowadays, prefer-
ring the use of the application used as alert transmission mean sounds like a good idea.
Indeed, as for monitoring systems, adding new software to an infrastructure increases its
complexity and trying to reduce this as much as possible is a good way to ensure its proper
use. Finally, it is important to ensure that the communication channel used to transmit
an alert is reliable. Alerts inform people of important events or incidents having occurred
within the infrastructure. Furthermore, as already seen in section 2.1.4, alert messages
can also contain sensitive information relative to the context in which they occurred in-
side the infrastructure (e.g. IP addresses, protocol used, devices names, user account,
etc.). The means of communication must therefore be trusted to avoid the interception
or corruption of an alert.

2.4 Security and Honeypot Context
The presented framework in sections 2.3.1-2.3.4 has been intentionally kept general

in order to introduce a monitoring methodology. Even though monitoring is highly used
for security purpose, its application is not limited to this field. For instance, one may
also consider application monitoring often used for bug tracking or network monitoring
for failure detection. Among the huge quantity of monitored events in an infrastructure,
defining which ones fall under security is not always an easy task. However, following
the introduced guidelines to implement each necessary monitoring framework can help to
homogenize the monitoring infrastructure and greatly ease this process.

When monitoring honeypots, which are therefore subject to security considerations,
event logging and alerting becomes way simpler than for other devices. Indeed, as al-

3Recall from section 2.1.3 that logs are typically stored in log files.
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ready mentioned in chapter 1 and section 2.1.4, whatever the honeypot type used, every
event happening in such a device represents a security incident that should be analyzed.
Therefore, everything happening in a honeypot will be logged without generating noisy
information. One common misconception about honeypots is that they represent a high
security risk when deployed in an infrastructure, internally or externally. However, a hon-
eypot is highly monitored and if the monitoring system has been configured properly, an
alert will be sent soon as an interaction with it is detected, therefore reducing considerably
the risk associated to the device.[5]

2.5 Cisco Secure
Cisco Secure is the largest enterprise cybersecurity company in the world[53], o�ering

security solutions namely for extended detection and response (XDR). XDR is a new secu-
rity approach abandoning the old fashioned silo vision of security in favor of a centralized
view-point on the entirety of the security of an infrastructure. All of the solutions o�ered
by Cisco Secure can be combined together to create a powerful monitoring system for any
infrastructure. Cisco Secure’s portfolio contains a lot of tools, despite only several of them
have been used for this master thesis. In the next sections, the solutions of interest for
this writing will be presented as well as the way they interact with each other. However, it
is interesting to know that the suite of tools o�ered by Cisco Secure is not limited to these
and can cover many other features related to the security of an infrastructure. Figure
2.5.1 gives a graphical representation of the tools that will be presented below and the
way they interconnect.

FIGURE 2.5.1

Cisco Secure tools used in this master thesis and their relationships. SecureX is the platform centralizing
the access to Secure Endpoint, Orbital and Threat Response.

2.5.1 Cisco SecureX
SecureX is the central tool of Cisco Secure’s XDR approach. It is an integrated

platform centralizing security information of an infrastructure, allowing connectivity of
already existing security solutions and o�ering the possibility of automatizing security
workflows.[53] By using this platform, security operators have a global view on their in-
frastructure from all the tools they use and can use Orchestration to implement easily
organization security workflows executing on their systems.
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2.5.2 Cisco Secure Endpoint
Cisco Secure Endpoint implements the Endpoint Detection and Response (EDR) ap-

proach giving an overview of each endpoint security state. Secure Endpoint visibility is
therefore limited to the endpoint on which it runs. It o�ers threat hunting capabilities, us-
ing file analysis to detect malicious content but also some incident response functionalities
such as the device quarantine or the blacklisting of application/IP addresses. While Cisco
SecureX o�ers a global overview of the security infrastructure in place, Secure Endpoint
focus on the endpoint health only. However, the computer park made of the devices run-
ning Secure Endpoint is still manageable using a global dashboard presenting its general
metrics.

2.5.3 Cisco Orbital

Cisco Orbital is based on Osquery[54], implementing an SQL style model allowing to
query a device to get information about its state. The whole device is therefore exposed as
a relational database from which information can be retrieved by executing SQL queries.
The complete schema of the tables managed by Osquery can be found on this software
web page.[54] Even if most of them are supported in Orbital, those which are excluded are
mentioned in the documentation of Orbital.[55]

Orbital’s job is therefore to ease information collection of a machine within the limits
of the ones contained in the rational schema of Orbital. This is thus once again a device
centric tool allowing to get information about a device state.

2.5.4 Cisco Threat Response
Cisco Threat Response is a security investigation and incident response application

being part of the SecureX toolkit. This application propose a GUI to simplify threat
hunting and incident response by accelerating detection, investigation, and remediation
of threats. Through graphs and pre-sorted data, Treat Response help to visualize the
context of potential incidents having taken place in the managed infrastructure and eases
their judgment and archives.

2.6 Conclusion
In this chapter a strong framework has been defined, allowing to overcome the di�cul-

ties that may arise while implementing poor monitoring strategies. This framework has
afterwards been presented for the particular case of honeypots. Finally, the monitoring
toolkit being part of the Cisco Secure portfolio used in this thesis was introduced.
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In today’s world, even if some cyber criminals are driven by other causes, the principal
reason pushing cyber attacks remains money.[56, 57] Money can be earned from di�erent
computer attacks, for example renting infected machines such as botnets. Computer
resource renting can be a business for sure, however another more lucrative one targets
the market of data. Clive Robert Humby, a British mathematician, said in 2006: Data is
the new oil, and the black hat community as well as a lot of respectable companies clearly
understood that. This is why most companies heavily invest in security plans, attempting
to ensure confidentiality, integrity and availability of data inside their IT assets.[58]

In this chapter are presented honeytokens, which take advantage of the well known
high value of data to generate interest for an asset within the black hat community. As
usual, a formal definition will be stated for these particular resources. After what, their
properties as well as their di�erent types will be introduced.

3.1 Definitions
In this thesis, the definition of honeytoken adopted is the following.

Honeytokens are security resources mimicking valid data placed in a system
or a network under the form of complete files, entries within files, or special
records.[5, 30]

From the definition given in section 1.1, honeypots can be found in the form of any
computers resources which implies computer systems but also assets in many other forms.
This is actually one misconception when speaking of honeypot that should be clarified with
the introduction of the honeytokens concept, term proposed by A. Paes de Barros during
an email exchange with L. Spitzner[59], being actually a subset of honeypot.[5, 30, 34, 60] In
fact, in his series of honeypot papers, L. Spitzner gave the following definition for these
resources

A honeytoken is a honeypot that is not a computer.[60]

This definition highlights what has been discussed supra, however it has been judged not
precise enough in the context of this thesis.
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3.2 Properties
To ensure the interest of honeytokens, several properties have been defined by B.

Bowen et al. in 2009.[61] Due to the completeness of the definitions of each of them in
this article, they will simply be cited in this master thesis without elaborating unduly.
Therefore, to be e�cient, a honeytoken (a.k.a. decoy in [61]) should follow the following
properties.

Property 3.1. Be believable: a honeytoken should be di�cult to classify as non legit-
imate information1, it should look valid. From the definition of believability has
been introduced brilliantly the concept of perfect honeytoken, inspired by the one of
perfect secrecy proposed in the cryptography community.[62] Basically, the perfect
honeytoken is the one chosen with 50% probability as being authentic information
when presented aside a real piece of data.

Property 3.2. Be enticing: honeytokens should arouse desires, be attractive for the
any illegitimate user finding them. This will of course be highly dependent of
insider’s intents or preferences which are not easily measurable. However, some
obvious type of data having black market value such as credentials, personal or
bank information among others naturally seem to be good candidates from which
to draw inspiration while creating honeytokens.[56, 57, 63]

Property 3.3. Be conspicuous: honeytokens should be easily discovered. While en-
ticing honeytokens are chosen because of the interest it arouses, conspicuous ones
are targeted because they are easily found. For example, a completely common
document placed as an icon in the desktop environment of a computer is more
likely to be consulted than if it is hidden within a complex folder tree.

Property 3.4. Be detectable: this property ensures that the exploitation of honey-
tokens must be detected. For instance, if one creates information relative to a
fake company which is leaked over the Internet, since this corporation is totally
fictitious, one can conclude of the corruption of the whole system (or at least, one
of the systems) where the information was placed.

Property 3.5. Ensure variability: a honeytoken should not be easily identifiable due
to some common invariant or redundant pattern. This ensures that no signature
allows the black hat community to systematically detect a generated honeytoken.

Property 3.6. Ensure non-interference: while deploying honeytoken in an opera-
tional environment, not specially conceived to only contains such data, they can
potentially interfere with the system. For instance, if properly designed, not only
an insider can be lured by a honeytoken but also users. Taking as an example
a password file as honeytoken, imagine if a fooled user stored its real credentials
inside this file designed specially to be illegitimately used. The more enticing or
believable a honeytoken is, the more likely it will lead users to confuse it with a
legitimate document.

Property 3.7. Be di�erentiable: this property translate the fact that legitimate users
should be able to di�erentiate honeytokens from actual data to avoid interference,
while an insider should not.[13]

Properties 3.1-3.7 should serve as guidelines to develop proper honeytokens. However,
even if considering all of them is always a good idea to create a functional system, depend-

1Even if by definition, honeytokens are non legitimate information.
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ing on the context, some may be more important then others. For instance, if the system
that will contain the honeytoken is not used by any legitimate user, it seems trivial to
consider property 3.1 more important than 3.6. Indeed, in such a scenario, since no legit-
imate user should encounter the created honeytokens, the risk of him or her considering
them as actual data is non-existing. However, since only insiders should face these honey
data, making them completely believable is mandatory for making the lure complete.

3.3 Types of Honeytokens
As the reader should have understood with the two previous sections, honeytokens have

extensive flexibility and their diversity is only limited by their creator’s imagination.[60]

In 2020, C. Sanders[5] presented the honeytoken taxonomy by discussing several types
of these resources (honey documents, honey files, honey folders and honey credentials).
Even if working by example is great to understand general concepts easily, it does not
define a strong theoretical basis guiding the definition of honeytokens.

The honeytoken classification scheme used in this thesis has been proposed a bit ear-
lier. In 2020, S. Srinivasa et al. introduced in the article “Towards systematic honeytoken
fingerprinting” a systematic honeytoken classification based on the infrastructure level
where they operate to examine honeytoken-specific fingerprinting.[30] The following sec-
tions define the level of operation as well as the honeytoken type that can be found within
them.

3.3.1 Network Level
In an infrastructure, network wide resources are the ones shared between several net-

work instances. This straightforward vision logically follows the well-known concept of
computer networking.

Network honeytokens are therefore the ones replicating a network resource, i.e. data
appearing as legitimate for any exchange between two numeric devices. For instance, fake
Domain Name System (DNS) entries can be considered as network honeytokens. Indeed,
DNS names are resolved while searching for a service on the web, typically by querying
DNS servers. If a honeytoken under the form of a DNS entry is created inside a DNS
server, following the definition of honeypots from which honeytokens derive, it should not
be resolved for any legitimate usage. Because the DNS name resolution is active network
wide and not on a single device, such honeytokens can be classified as part of the network
level ones.

3.3.2 File Level
When limiting the scope to the file level of an infrastructure, the focus is on a single

numeric file being a collection of related information defined by its creator.[42] Generally,
files are strictly formatted following standards (e.g. Portable Document Format, Word
documents, Portable Network Graphics, ...).

File level honeytokens are therefore entire computer files that can be found in file
systems, not just pieces of data within legitimate files or devices. For example, any .docx
document respecting the properties introduced in section 3.2 containing only unreal data
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fall under this category of honeytokens.

3.3.3 System Level
The system level, probably being the most abstract level defined in this section, con-

siders resources confined within a single device while not representing a file.

Honeytokens active in the system level therefore rely on system components to simulate
one of its ressource. For instance, directories (a.k.a. folders) are part of a system while
not being files. A system level honeytoken can therefore be one simulating a whole folder
within a device, or even a folder tree.

3.3.4 Data Level
The data level refers to the smallest unit of information that can be simulated by a

honeytoken. While such type of honeytoken can be part of file, system or network level
ones, they do not need a whole context to be e�cient.

For instance, think about an email address designed to be a honeytoken. This email
address should not receive any email except if it is leaked. As if, this represents a data
level honeytoken and if some abnormal activity related to it is detected, it is due to a data
leak from the place where it was stored. Of course, such data can be easily embedded into
system level honeytoken (e.g. by setting the device owner address to this one), file level
ones (e.g. by adding this email address into an Excel file listing company employees)
or even at the network level (e.g. by setting the address to the contact one for a honey
website).

3.3.4.1 Honey Credentials
Honey credentials are a type of honeytoken falling under the data level family often ref-

erenced in the literature, which is why a paragraph mentioning them seemed appropriate.
C. Sanders define them as being fake credentials designed to lure attackers attempting
authentication to a service.[5]

Nowadays, credentials remain one of the most leaked type of data[56, 57] while also
having the longest average time of compromise identification.[63] The value of honey cre-
dentials lies in their simplicity (regarding both creation and deployment) but also in their
high e�ciency to detect credentials leak. Indeed, one may imagine how easy it is to create
a web account and monitor any access to it in today’s Internet world. As an example,
consider generating a Google mail account configured to trigger any connection to it ei-
ther via a multi-factor authentication (MFA) or using an alert to another email address.
Placing these fake credentials into a list of legitimate ones can allow to easily detect a
leakage of this list. If any connection notification of the usage of the created honey cre-
dential is generated, one can be sure that the file containing the data has in fact leaked.
This simple use case shows how powerful honeytokens can easily protect infrastructures.

3.4 Conclusion
In this chapter, honeytokens have been presented, which are a subcategory of honey-

pots mimicking legitimate infrastructure resources and not systems. Through the defi-
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nition of properties and types of honeypots, general guidelines have been introduced to
create such security resources e�ciently and correctly. The numerous examples given in
the sections supra should su�ce to convince the reader of the elegant simplicity as well
as the high e�ciency of honeytokens. If it is not the case, section 5.5.3 from part II will
provide another usage of honeytoken inside a whole deployment.
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A First Remote Desktop Protocol

Honeypot as a Proof of Concept

In this chapter, the methodology of the first honeypot deployment made in this master
thesis will be reviewed. The motivations behind it, the chosen emulated service, its
particular configuration as well as the monitoring strategy used will be elaborated in the
next sections. Finally, the loop shall be closed with the review of each characteristics of
the created honeypots as given in part I of this document.

4.1 Motivations
With this first deployment, the interest of using the Cisco SecureX tool to monitor

honeypot devices should be underlined. The idea behind this so called proof of concept
(PoC) is to simulate a well known service inside a honeypot to attract illegitimate tra�c.

Nowadays, a significant proportion of users still opt for Windows as operating system
for their personal computer[64] but also when working with web servers[65]. Clearly, when
trying to simulate a real life system behavior to design a honeypot, Windows is a good
starting point due to its broad usage. The very first technical decision is therefore to use a
Windows host to create the honeypot, which is perfectly compatible with all the SecureX
tools used during this Master’s thesis.[55, 66, 67]

Even if using a Windows device is already a strategic decision, if this device remain
completely inactive, nothing very interesting can be seen within it, resulting in a poor
design of the honeypot. The idea is therefore to enable a service in the Windows honeypot,
interesting enough to attract illegitimate tra�c. Since this first deployment is a PoC,
another requirement is to keep the emulated service as simple as possible. A good way to
attract tra�c to a device is to mimic a well know network service provided by the created
honeypot (e.g. HTTPS, SSH, FTP, SMTP,...). Nowadays, a lot of attacks are indeed
orchestrated remotely, using networks capabilities to interact with a device.[56, 57, 68] It
is therefore a safe bet that opening a network port on a device should attract tra�c,
provided of course that it is placed in the right place.

A super easy way to make a Windows device accessible from the Internet is to use
Windows remote desktop protocol (RDP). RDP allows taking control of a computer re-
motely and provides a graphical user interface (GUI) making it frequently used by system
administrators for remote troubleshooting and maintenance.[5] Once the right credentials
are given to initiate a RDP connection, the user is granted the access rights correspond-
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ing to this profile. As said before, this protocol is broadly used by system administrators
probably owning administrator rights on the machine they remotly access. By putting
on a black hat1 for a moment, the interest behind the use of such a protocol to control
a complete machine is quite straightforward. One can just have a look at the price of
renting botnets on the current market to be convinced of this.[70]

As explained in chapter 2, one of the key consideration to make while designing hon-
eypots is how they will be monitored. Once again, since this PoC (and this master thesis
in general) serves to demonstrate the interest of using the XDR concept and especially
the one implemented by SecureX, of course the tool suite o�ered by this platform is used
to monitor this first honeypot. Section 4.4 should highlight how using this technology is
indeed a good choice.

Based on all these motivations, the first honeypot demonstrating the monitoring capa-
bilities of SecureX for such a device will therefore be a Windows machine with the remote
desktop protocol enabled. With this, the three main goals considered should be achieved,
being

• Attract analyzable tra�c on the honeypot;
• Use SecureX to detect this tra�c and collect information about it;
• Keep the honeypot as simple as possible.

4.2 Remote Desktop Protocol
Remote desktop protocol is a Windows proprietary protocol providing a graphical

user interface (GUI) to remotely control a Windows device. RDP is an extension of the
T.128[71] (Multipoint application sharing) protocol standardized by the ITU Telecommu-
nication Standardization Sector (ITU-T). It also relies on two other standards of this
family being the T.122[72] and T.125[73] ones. Figure 4.2.1 shows the various standard
over which RDP runs and underlines their place in the TCP/IP model. In this figure,
TPKT, a.k.a. the ISO transport service on top of TCP[74], allows peers to exchange
transport protocol data units (TPDU). The X.224[75] standard is a connection-oriented
transport protocol providing a connection-mode transport service. It is used by RDP
during the initial connection request and response. Finally, the T.125 standard, a.k.a.
multipoint communication service protocol, allows RDP to run over multiple communi-
cation channels.

In the blog post Explain Like I’m 5: Remote Desktop Protocol (RDP), S. Reiner
gives a detailed overview of the technical capabilities of RDP, going beyond the scope
of this thesis.[76] Knowing how a simulated service inside a honeypot works is essential
in order to be able to di�erentiate the normal activity of the device from the abnormal
one and therefore to configure properly the event log step of the monitoring framework
(cf. section 2.3.3). However, this deployment is not intended to study the slightest flaw
within Windows Remote Desktop Protocol. Therefore, the knowledge regarding RDP’s
technical capabilities can be limited to what has been presented supra as well as the more
operational consideration described in section 4.3.

1In reference to the black hat[69] community.
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FIGURE 4.2.1

Remote desktop protocol stack of used well known standards. TPKT[74] allows peers to exchange trans-
port protocol data units (TPDU). The X.224[75] standard is a connection-oriented transport protocol
providing a connection-mode transport service used by RDP during the initial connection request and
response. The T.125 standard, allows RDP to run over multiple communication channels.Adapted from
[76].

4.3 Creating a RDP Honeypot
To ensure security, sometimes one can decide to implement a fake service inside a

honeypot, o�ering the functionalities of the legitimate simulated one. For instance,
OpenCanary[77] is a honeypot that can simulate di�erent HTTP login pages while ac-
tually, these connections page lead nowhere. They just record the credentials given as
input to the form in the web page and alert the honeypot administrator by mail of the
attempt of corruption.

However, in some cases, the features o�ered by legitimate services su�ce to actually
completely secure their usage inside a honeypot. That is the case with RDP and this
approach has been chosen here, still keeping in mind the fact that this proof of concept
should be as simple as possible. Indeed, once activated, RDP allows to limit the device
user accounts able to actually log in from this protocol. By using the edge case of not
allowing any user while enabling the service, security is ensured since nobody will be able
to control the machine using RDP whatever the credentials given to the service, even if
they are legitimate.

4.3.1 Enabling RDP
Enabling remote desktop on Windows is quite easy as it is an integrated feature to

this OS. Notice however that a professional, enterprise or server version is required to use
this service.2 On such machines, performing the following steps will su�ce enabling RDP

1. Open Settings from the Start menu;
2. Open System;
3. Open the Remote Desktop tab from the left sidebar;
4. Turn on Enable Remote Desktop toggle switch;
5. Click the Confirm button.

To check the proper configuration of RDP, one can check that the device actually listens

2See this website for the whole OS compatibility list.
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for connections on port 3389, which is the standard port of RDP. Code 4.1 shows how
to use the netstat utility from Windows PowerShell to check if RDP has been properly
configured.

1 PS C:\ Windows \system32 > netstat -an | Select-String "3389"

2

3 TCP 0.0.0.0:3389 0.0.0.0:0 LISTENING

4 TCP [::]:3389 [::]:0 LISTENING

5 UDP 0.0.0.0:3389 *:*

6 UDP [::]:3389 *:*

CODE 4.1

RDP configuration check using PowerShell and the netstat utility.

Once RDP properly enabled, one last configuration needs to be performed in order to
allow RDP tra�c to reach a device. Every Windows runs Windows Firewall which, by
default blocks all tra�c trying to initiate a connection with the device unless there is an
exception rule created. Allowing RDP tra�c passing trough Windows Firewall is done
by performing the following steps

1. Open Settings from the Start menu;
2. Open Update & Security;
3. Open the Windows Security tab from the left sidebar and open Firewall & network

protection from the right-hand listing;
4. Click on Allow an app through firewall;
5. In the new opened window Allowed apps, click on the Change settings button (ran

as administrator);
6. Search for Remote Desktop in the Allowed apps and features list and select all three

boxes (the application, the Private and Public accesses);
7. Click on OK to validate the Windows Firewall configuration.

Once again, the proper configuration of Windows Firewall can be checked using PowerShell
as shown by Code 4.2.

1 PS C:\ Users \vince > Get-NetFirewallRule - DisplayGroup ’Remote Desktop ’ |

Format-Table DisplayName , Enabled , Profile , Direction

2

3 DisplayName Enabled Profile Direction

4 ----------- ------- ------- ---------

5 Remote Desktop - User Mode ( TCP-In ) True Any Inbound

6 Remote Desktop - User Mode ( UDP-In ) True Any Inbound

7 Remote Desktop - Shadow ( TCP-In ) True Any Inbound

CODE 4.2

Windows Firewall allowing RDP configuration check using PowerShell and the Get-NetFirewallRule

command.

4.3.2 Deny Account Logon Using RDP
One way to significantly reduce the risk of unauthorized access to the created device

is to not grant any user account with the privilege of login using RDP. This may seem a
bit confusing since honeypots are actually designed to study abnormal activities and by
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shutting the door to these, one can think that the created honeypot will lose in terms
of data richness. However, remember that studying insider behaviors is the goal of one
family of honeypots, referred to as the research honeypot. A second one does also exists,
the production honeypots family which aims at detecting such intrusion (cf. section 1.2).
Furthermore, recall that here the main goal of the honeypot is to detect connection at-
tempts using RDP to a device, no more, no less. The designed honeypot has therefore no
intention of studying the credentials entered during the connection attempts, the proto-
col’s pitfalls used to initiate a privilege escalation or whatever. Therefore, by not allowing
any user to connect using RDP, the service still remain idle while the risk of illegitimate
device control is significantly reduced.

Denying users or groups of users to login via RDP can be easily performed using the
Deny logon through Remote Desktop Services privilege. Setting this privilege can be done
with the following steps.

1. From Windows search bar search for Gpedit.msc and open Edit group policy;
2. Navigate through Local Computer Policy æ Computer Configuration æ Windows

Settings æ Security Settings æ Local Policies æ User Rights Assignment;
3. Open the Deny logon through Remote Desktop Services policy;
4. Click on Add User or Group...;
5. Click on Advanced from the new opened window Select Users or Groups;
6. Click on Find Now;
7. Select all users and groups in the search results and click on OK ;
8. Click on OK window Select Users or Groups;
9. Click on Apply and then OK from the Deny logon through Remote Desktop Services

policy window.

After performing these actions, the created honeypot runs a RDP service while not
allowing anyone to use it successfully. Now that everything is operational, the monitoring
strategy should be put in place in order to detect connection attempts to the device.

4.4 Monitoring the Honeypot
The monitoring strategy for this honeypot will of course rely on the monitoring frame-

work introduced in section 2.3. The following sections will present the strategy adopted
to implement each step of this framework, making sure that the honeypot is properly
guarded.

4.4.1 Comparative Basis Setup
As it will be explained in section 4.5.1, the created RDP honeypot is deployed in a

virtualized environment. The hypervisor (i.e. VMWare ESXi 6.7.0) used to manage the
virtual machines running the created RDP honey services implements a snapshot func-
tionality, allowing to capture the whole device state as it is the case for most of nowadays
hypervisors. In the machine’s initial state, a snapshot of the honeypot configured by
following the steps given in section 4.3 is taken as a comparative basis.

Not only will this snapshot be useful to detect change in the device in the case where
it would be compromised but this will also allow to quickly and easily redeploy the fully
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functional created honeypot without redoing the work of configuring it. Indeed, one of
the main goals of snapshots is to allow users to restore a virtual machine state e�ciently.

4.4.2 Monitoring Tools Deployment
As already mentioned, the tool used to monitor this honeypot is SecureX. Therefore,

the very first step regarding monitoring is to install the Secure Endpoint connector on the
honeypot.3 As explained in section 2.5.2, Secure Endpoint implements the EDR concept
and will therefore monitor activities inside the devices. Most of the events occurring in
a device monitored using Secure Endpoint will be observable from the Secure Endpoint
administration console. Therefore, activities taking place inside the honeypot will be
investigable from Secure Endpoint, in particular through the use of Device trajectory but
also Threat Response for events judged as critical.

Once Secure Endpoint installed on the honeypot, for the monitoring strategy to be
fully functional, Orbital still needs to be deployed on the device as well. Once again, due
to the high connectivity implemented between SecureX tools, this can be simply done
using the Secure Endpoint administration console.4 Once Orbital installed on the device,
no more endpoint configuration is required. Note that even if Orbital is installed only at
this step of the monitoring framework, one of its functionalities can be used to increment
the comparative basis setup from section 4.4.1. Indeed, from Orbital’s query catalog,
the user can find the Forensic Snapshot ones. Theses queries allow to get information
from most of Orbital tables and therefore about the machine state for the di�erent OSes
supported by Orbital. As the reader will see in section 4.4.3, the device state in the case
of an abnormal event will be saved using this Orbital capability. Therefore, to be able
to compare collected data with initial ones, it might be a good idea to add an Orbital
forensics snapshot to the basis documented in section 4.4.1.

As the reader will have noticed, in this study case only in-band monitoring is imple-
mented. Indeed, due to the placement of the honeypot inside the infrastructure, out-of-
band monitoring does not seem to be the best way to monitor the device. In fact, as it will
be explained in section 4.5.1, the honeypots are single devices inside a cloud environment,
public or private. Therefore, it is less easy to externally monitor the devices, even if it
remains possible. Generally, out-of-band monitoring makes sense to monitor networks
and not single devices. Configuring such tools seemed overkill in regard to the project’s
scope.

4.4.3 Event Log
Now that the tools are up and running, valuable information should be defined. Ac-

tually, in this current configuration, Cisco Secure Endpoint already collect a lot of data
regarding the state of the device. All of these are visible from the Secure Endpoint console,
as shown for instance in Figure 4.4.1 for a short period of time.

In the use case presented here, it seems straightforward that what needs to be detected
is any activity using the remote desktop protocol. Furthermore, the created device will
not be used for any other purpose than collecting metrics coming from RDP connections.
Also, Windows Firewall has been configured to only accept connections of such type.

3For more information about the full Secure Endpoint connector deployment process, see this website.
4For more information about the full Orbital deployment process, see this website.
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FIGURE 4.4.1

Example of Device Trajectory view for data collected by Secure Endpoint. In blue is highlighted the
service host (svchost.exe) process, namely used for user authentication via an RDP connection.

Therefore, excepting the Windows classical activity (implying update processes, network
connectivity protocols, etc.), only illegitimate RDP activity is expected in the device.
Thus, this represents the only interesting load to monitor on the created honeypot.

Secure Endpoint is of course able to detect RDP activity as shown in Figure 4.4.1. In
this figure, the service host process, a.k.a. svchost.exe, used during a RDP authentica-
tion is highlighted in blue. However, even if Secure Endpoint detects a RDP connection, it
will not flag it as malicious since RDP is actually a legitimate Windows service. Therefore,
even if in the scope of our honeypot, any connectivity using RDP is illegitimate, Secure
Endpoint has no way of knowing it. Of course, any file can be declared as malicious from
the outbreak control tab of Secure Endpoint administration control. However, any new
detected usage of this file will trigger Secure Endpoint making the tool flagging the device
using executable as infected and maybe even isolating it. Regarding the case presented
here, it is probably not the best option.

A better approach to detect and properly react to remote desktop connection attempts
is to use SecureX workflows and Cisco Orbital. As explained in section 2.5.1, SecureX
allows to create fully customizable security workflows executed on target devices. The
workflow implemented to detect an RDP connection is depicted in Figure 4.4.2. More
details about the sub-workflows involved in this global diagram are given in Figure
4.4.3 and Figure 4.4.4. These representations are as close as possible to what their
implementation should look like in SecureX’s GUI. These workflows as well as all the
other ones presented in this writing are publicly available on the GitHub of this thesis.[78]

The monitoring workflow (cf. Figure 4.4.2) starts by getting the list of processes
running on the honeypot and using the RDP standard port. This actually represents
a workflow in itself (cf. Figure 4.4.3) first starting by generating an access token for
Orbital using Threat Response. This is actually a Cisco standard workflow that will allow
SecureX to authenticate to Orbital and perform some queries. Once the token is obtained,
the second step executed is to query the honeypot using Orbital to get the list of processes
of interest. The query executed by this action is given in Code 4.3. The very last step
of this workflow is to parse the Orbital query result, which is in JSON format.
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1 SELECT p.name , pos.protocol , pos. local_address , pos. remote_address , pos.

local_port , pos. remote_port

2 FROM process_open_sockets pos LEFT JOIN processes p ON p.pid=pos.pid

3 WHERE pos. local_port =3389 AND pos. remote_address NOT IN ("", " 0.0.0.0 ",

" 127.0.0.1 ", "::", "::1","0");

CODE 4.3

Orbital query getting the list of processes using the RDP standard network port 3389, the standard
number of the protocol used, the local and remote IP address of the hosts involved in the connection as
well as the ports they use. Of course this excludes connections coming from the host itself.

Based on the collected information, any network connection using RDP can now be
detected. If there is no result for the executed query, the workflow can end. Otherwise,
for all the connections in the result, information should be parsed and sent using Webex
to the administrator of the honeypot following the workflow given in Figure 4.4.4. In
the meantime, a forensics snapshot of the device is taken using Orbital in order to detect

Start

Getting Processes
Using RDP Port

on Honeypot

Is there a RDP
connection?No Yes

Orbital - Take a
Forensics Snap-

shot of the Device

Alerting Honey-
pot Administrator

End

FIGURE 4.4.2

Global monitoring workflow for the created remote desktop protocol honeypot. The Getting Processes
Using RDP Port on Honeypot and Alerting Honeypot Administrator are sub-workflows depicted respec-
tively in Figure 4.4.3 and Figure 4.4.4. In blue are highlighted the atomic operations calling one of
the SecureX tool.
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Start

Threat Response
- Generate Access
Token for Orbital

Orbital - Query Hon-
eypot to Get Processes
Using the RDP Port

Parse JSON Or-
bital Response to
Get Row Number

End

FIGURE 4.4.3

Typical Orbital query workflow used to query the RDP honeypot in order to get the list of process
running on RDP port (3389). In blue are highlighted the atomic operations calling one of the SecureX
tool.

any change compared to the initial state of the honeypot. Once every RDP connection
has been logged using Webex, the workflow can end successfully.

All the SecureX workflows presented in this thesis are triggered based on a time
event. This means that every x period of time, where x is configurable, the Orchestration
workflow will be launched by SecureX to execute its actions. For the RDP honeypot
presented in this chapter, each workflow has been triggered every five minutes, which has
been measured as the time for which an instantaneous connection remains in average in
Orbital’s process_open_sockets table.

At first, the isolation feature of Secure Endpoint was also used in the framework in
order to disconnect the honeypot from the Internet while experiencing a connection from
a foreign host. However, it has quickly been understood that even if this reduced the risk
associated to the deployment, it would also have drastically reduced the amount of data
collected by the honeypot. Furthermore, regarding the configuration presented in section
4.3, the risk of corruption for the device was already almost nonexistent. For these
reasons, putting the honeypot in isolation using Secure Endpoint has been abandoned
while defining the monitoring strategy.

By using this complete SecureX workflow, RDP connections can therefore be detected
easily and e�ciently without declaring any legitimate service as being malicious which
looks like a better practice.
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Start

Parse JSON Or-
bital Response to
Get Row Number

i = 0

i < Row Number?

Parse JSON Orbital
Response to Get

the Process Name
and the Remote IP
Address Involved

i++

YesYes

Webex Teams - Send
Alert to Honey-

pot Administrator

No

End

FIGURE 4.4.4

Alerting workflow using Webex to send a message to the honeypot administrator. This workflow needs a
JSON Orbital response as an input to parse the results of the Orbital query and get information about
the connection(s) to the RDP honeypot it will alert. In blue are highlighted the atomic operations calling
one of the SecureX tool.

4.4.4 Critical Event Alerting
As explained in section 2.3.4, when dealing with honeypots, every event or change

happening on such a device should be considered as critical (except for normal OS activity
as usual). Therefore, in this monitoring strategy, each connection triggers an alert sent
to the honeypot administrator using Webex. A typical alert sent using the monitoring
workflow presented in this section is given in Figure 4.4.5.
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FIGURE 4.4.5

Alert sent using the RDP monitoring workflow to the honeypot administrator.

4.5 RDP Honeypot Classification
First of all, it should seem straightforward that the honeypot defined in this section can

be seen as a honey service, impersonating the interaction of the remote desktop protocol
while not providing the whole functionalities of a computing environment.

4.5.1 Purpose
To classify the created honeypot based on its purpose, more details regarding its

placement should be introduced. Actually this device has not been placed in one, but in
two places.

The first one is the Cisco laboratory from the Diegem o�ce. A diagram of the infras-
tructure of this lab is given in Figure A.1.1 of appendix A of this thesis. Same as for
all laboratories, this environment is supposed to be aseptic and therefore no illegitimate
tra�c should be observed within this infrastructure. The honeypot created in this section
is a simple and e�cient way to ensure that no discovery attacks will take place inside the
lab. Indeed, if for instance an attacker launches a port scanning attack for all the devices
in the local area network of the lab, this will be detected using the workflow explained
in section 4.4. Therefore, inside this infrastructure, the device is definitely part of the
detection honeypot family.

The second infrastructure in which the created RDP honeypot has been deployed is
part of the University of Liège infrastructure, detailed in Figure A.2.1 also from appendix
A. This time, the area of deployment is in the public Internet, therefore the honeypot is
not part of an internal network anymore. Using a public area for such device intends to
collect metrics regarding how RDP attacks work nowadays. Therefore for this deployment,
it is clear that the device belongs to the research honeypot family.

4.5.2 Interactivity
Once again, the interactivity level expected for the created honeypot is straightforward

since it only emulates a single service being RDP. Therefore, this device can be defined
as a low interaction honeypot.

4.6 Conclusion
In this chapter a honeypot able to attract illegitimate tra�c detected using SecureX

while remaining as simple as possible has been defined. This fits perfectly with the low
interactivity honeypot definition which is indeed the family to which the created device
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belongs. From the placement of the device, the reader can see that the data collected will
not have the same purpose and thus neither the honeypot, as defined in section 1.2 of this
thesis.

The monitoring of this device could have been implemented using other tools, which
could have given the same result in terms of L&M. However, the unique XDR approach
of SecureX greatly eases the monitoring strategy implementation, which has been demon-
strated in this chapter. This is namely achieved by o�ering tools for several di�erent
surveillance purposes and interconnect them very e�ciently in a centralized application.

This chapter follows the theoretical framework defined in all chapters from part I of
this thesis. Using a practical deployment, the honeypot theory has been exemplified for
all the pieced put together and not just for some particular steps.

Chapter 6 from part III will show that even if it is simple, the honeypot created in
this chapter was able to collect valuable data in a short amount of time.
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in a Public Infrastructure

In this chapter is presented a second honeypot deployed as part of this master thesis. This
time, the honeypot intends to help a real partner company to better understand one of
the applications it uses daily, the Elastic stack. The motivations behind this deployment
will first be introduced, then Elastic’s services, the technical details of the deployment and
its monitoring strategy will be presented. Finally, the honeypot will be fully categorized
following the theoretical concepts presented in part I of this writing.

5.1 Motivations
To understand the emergence of the idea behind the deployment presented in this

chapter, it is important to explain the context surrounding it. When starting to think
about a new application for another use case, one honeypot presented in chapter 4 was
already up and running, the one placed inside Cisco’s laboratory at Diegem. With this
fully functional proof of concept showing how SecureX could help monitoring such a
device, it was time to find some real life problems to solve by using a honeypot, in order
to demonstrate the value of such security systems.

The discussion naturally started with the University of Liège and in particular with
the Service Général d’Informatique (a.k.a. SEGI) to find out a honeypot application
that could help daily. As the reader may have understood at this point, there is no limit
to what could be implemented inside a honey architecture. However, defining its goal as
well as the objectives is primordial not to waste time.

When deciding to use an application, companies usually make some risk and impact
analysis in order to make sure that the application follows the internal operational but also
security requirements. However, risks are often evaluated based on information published
by the vendor of the solution. To study this last aspect in real life environment and thus
collect real metrics about an application behavior and not marketing ones, honeypots are
perfect candidates. Following this mindset, the research was quickly oriented towards an
application used by the SEGI but for which the team did not really have control over its
implementation, neither real life metrics about its functioning. Studying such a service
using honeypots would therefore allow the SEGI to ensure its performance in terms of
security, to have an estimate of the attractiveness of the black hat community for it
and maybe even to discover its potential flaws. The first goal of this deployment would
therefore be to help the SEGI to have a better visibility on one of the application they
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use daily.

After several discussions about the university infrastructure and the tools used day
after day by the SEGI to manage it, one proposal for the creation of a honeypot was to
simulate the Elastic stack (a.k.a. ELK stack, being an acronym used to describe a stack
made of three popular projects: Elasticsearch, Logstash, and Kibana). The ELK stack
is used to aggregate, analyze and create visualizations of logs coming from a network.
The open source version of the ELK stack is deployed on-premise inside the university
of Liège’s infrastructure. Figure A.3.1 from appendix A gives a global overview of the
current deployment of the ELK stack managed by the SEGI. This tool collect every day
several thousand of gigabytes of critical data regarding the university infrastructure which
should make it attractive for any insider. Furthermore, even if the ELK stack is a well
known tool widely spread in the security community, the SEGI had no real clue about
the security limitations of this applications.

For all the points discussed supra, it has been decided to create a honeypot simu-
lating an ELK stack deployment, placed in the public internet space of the university
of Liège specially created for this master thesis (cf. Figure A.2.1). The goal of this
deployment is therefore to measure the enthusiasm of the black hat community for this
type of applications as well as to potentially discover some flaws inside its open source
implementation.

5.2 Elastic Stack
The Elastic stack, popularly known as ELK stack, is an open source software stack yet

maintained by Elastic. In 2015, around three years after the creation of the Elastic NV
company[79], the application Beats joined the stack, turning it into a four layer project.
The di�erent levels of this solution as well as their interactions are depicted in Figure
5.2.1.

Collection Processing Indexing/Storage Visualization

FIGURE 5.2.1

Global overview of the classical interaction between all the components of the ELK stack. Typically, data
are aggregated into log files, by using Beats or come directly from the network and then are processed by
Logstash. After what, they are stored into the Elasticsearch search and analytics engine. Finally, Kibana
can be used as a user friendly front-end to visualize the stored data.

As already briefly mentioned in section 2.3.3, one of the numerous ELK stack goals
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is to try to address the operational management problem coming from unusable amount
of noisy and not standardized logs. The solution proposed provides a whole suite of
applications allowing to collect, process, store and visualize easily information coming
from a whole infrastructure. The following sections shortly present each components of
the ELK stack. These sections serve only to introduce the key concepts behind Elastic’s
layers. For more detailed information about this technology, the reader is invited to
consult the article The Complete Guide to the ELK Stack wrote by D. Horovits[81] as well
as Elastic o�cial documentation.[82]

5.2.1 Elasticsearch
As already mentioned before, Elasticsearch is used to store data transiting in the

stack. Whether these last are structured, unstructured, text, numerical,... Elasticsearch
will index and store them in order to o�er fast search functionalities.

Elasticsearch is a distributed search and analytics engine built on Apache Lucene.[81]

It is the central element of the ELK Stack used primarily for search and log analysis, but
becoming today one of the most popular database systems.[80] In term of architecture, this
distributed application is categorized as a NoSQL database and obeys the representational
state transfer (REST) constraints, i.e. said RESTful.

One of Elasticsearch’s most interesting feature is its distributed nature. While the
data and query volume grows, the deployment can be adapted easily to support the
load thanks to this design. Furthermore, this application has been implemented to hide
the whole complexity usually brought about by the distributed systems. This aspect of
Elasticsearch is in fact largely transparent.[83]

5.2.2 Logstash
As explained in section 2.3.3, when it comes to log analysis, two main di�culties arose

being the lack of standardization regarding log structure as well as the among of noisy
irrelevant logs generated by infrastructures assets. Logstash is tasked with the crucial
labor of parsing data contained inside those anarchic log files and eventually of their
restructuring.

Logstash define a three-stage pipeline implemented in Java and Ruby.[84] The di�erent
stages of the pipeline are first the input, reading raw data from several streams (e.g.
files, Syslog, Beats, ...). Then comes the second stage being the filtering, based on regular
expressions. This stage represents the actual processing of events taking place. After
these, the last stage in Logstash’s pipeline, being the output, can be executed which allows
to restructure the previously matched events and send them to their output destinations.

5.2.3 Kibana
Kibana is the front-end application of the ELK stack, helping search, analyze and

visualization of the data indexed in Elasticsearch. This application also implements a
GUI allowing to monitor the ELK deployment(s) to which it is attached.

Technically speaking, Kibana is a classical browser based front-end for Elasticsearch
mostly developed in TypeScript.[84]

Page 41



DEFLANDRE Guilian

5.2.4 Beats
Beats is made of a collection of open source log shippers used to collect data from

devices and send them either to Logstash for formatting or directly to Elasticsearch for
indexing and storage.

The architecture of Beats is made of several packages (a.k.a. Beat), e.g. Filebeat
for forwarding logs coming from files or Metricbeat to collect metrics from systems and
services called the o�cially supported Beats in Elastic’s GitHub.[84] This application uses
the Go libbeat library, implementing the Application Programming Interface (API) used
by all Beats to ship data.

5.3 Creating an Elastic Stack Honeypot
As explained in section 5.1 the goal of this deployment is to provide better control

over the Elastic stack to a company. Therefore, to be e�cient, most of the technical
decisions made in this chapter have been taken to remain as close as possible from the
production environment of this firm. Some of them have also been taken in order to
increase the credibility of the created honeypot, they will be highlighted further down.
The deployment used by this corporate is given as reference in appendix A, in Figure
A.3.1.

Even though the honeypot created in this section should remain close to the one in
production it tries to simulate, it does not mean that it cannot be simplified. Indeed,
technical decisions such as the operating system used for the hosts running the ELK
applications, the version of these lasts or the type of informations they will treat among
many others, are important and should be considered for the purpose of this deployment.
However, the among of data treated, the number of nodes used, etc. can be reduced in
order to not waste resources without reason. Oxford dictionary defines a sample as

A small amount of a substance taken from a larger amount and tested in order to
obtain information about the substance.

This is exactly what this honeypot will be, a smaller representation of the considered
infrastructure tested to study the behavior of production one.

To remain close of the studied infrastructure, each virtual machines in the deployed
honeypot will use Rocky Linux 8.5 as operating system. The deployed Elastic stack layers
are the ones from version 8. However, simulating a gigantic infrastructure, made of thou-
sands of assets from which data are collected as well as creating log aggregators services
to get all of these information seemed completely overkill regarding the goal of the de-
ployment. This is why first, a small containerized application has been created in order to
simulate classical infrastructure log generations and feed the ELK stack implementation.
Also, the number of elements composing the stack has been kept smaller than in the pro-
duction environment it simulates while not being minimal. Indeed, the whole ELK stack
can in fact run in a single device while here several are created as it will be explained in
section 5.3.1. Keeping all the services in a single machine would probably have greatly
eased the deployment, however it has been thought that studying the network behavior
of the Elastic elements was more important than oversimplifying the honeypot.
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To add credibility to the deployment, a usage scenario has been imagined for the gen-
erated honeypot. Indeed, not everybody use the ELK stack and, to make the deployment
appears as legitimate, a small e�ort justifying it seemed adequate here. Regarding the
purpose of the ELK stack described in section 5.2, it seems obvious that this tool is mostly
used by companies and not ordinary people. This is why Typhoon1 has been imagined
from scratch, as being a small university spin-o� company using the university Internet
infrastructure. In the following paragraph, the reader will notice that Typhoon appears
many time in the configuration, this paragraph explain its presences. More information
about the nature of this newly designed element will be given in section 5.5.3.1.

5.3.1 Elastic Stack Structure
The deployed ELK infrastructure is given in Figure 5.3.1. This infrastructure is

one of the most basic configuration of the Elastic stack made of two Elasticsearch nodes
storing data coming from a Logstash instance and using a Kibana server to visualize them.
The Log generator application feeding Logstash will be developed in section 5.3.2.

Log generator

+

rocky.typhoon.syslog

rocky.typhoon.elastic1

+

rocky.typhoon.elastic2

+
rocky.typhoon.kibana

+

FIGURE 5.3.1

Infrastructure of the honeypot simulating an Elastic stack deployment. This honey deployment is made
of four di�erent machines (represented by blue rectangles) using Rocky Linux 8.5 as OS. One runs
Logstash, fed by a containerized application simulating an infrastructure log aggregator behavior (a.k.a.

Log Generator, cf. section 5.3.2). Two machines are the Elasticsearch nodes, representing the Elas-
ticsearch cluster. The last device is dedicated to the Kibana application. Each of the ELK services
is monitored using Beats, which has also been illustrated in the diagram. The production host names
following the convention os_used.fake_company_name.usage are depicted in blue around their machine
representations.

The configuration is made of not one but two Elasticsearch nodes, the second one
existing for redundancy purpose. While simulating a real life deployment, one needs to
keep in mind the common practices of the industry. Even if in this casus, data losses or
performances are not of the utmost importance, the deployment needs to appear legiti-

1The most insightful will have noticed that this word is actually a non-complete anagram of the word
honeypot (only missing an "e").
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mate to follow the honeypot definition introduced in section 1.1. Redundancy is usually
implemented for critical assets and the ELK stack would definitely be part of these.

In the following sections are explained the configuration of the services from the infras-
tructure described above. For the Elastic stack elements, the installation subtleties are
not covered in this thesis since they are OS dependent and usually straightforward. All
the configurations files discussed in these sections are available on the GitHub repository
of this thesis, in the config folder. Part of these files might also be quoted below in order
to highlight them.

5.3.2 Simulating Infrastructure Log
Usually, Elastic stack is deployed to monitor big infrastructures, made of a lot of assets

generating a lot of event logs to process. However, regarding the goal of the honeypot
created in this section, the only thing that matters is to feed the ELK deployment with
data, not that this data come from legitimate assets. With this mindset, it has therefore
been decided to create an application generating logs resembling those inside real life in-
frastructures while being in fact completely fake data. The source code of this application,
called Log Generator, is available on GitHub[85] and its general architecture is given in
Figure 5.3.2.

main

Logger

Logger

N
..

.1

N . . . 1

«Interface»
Log

ApplicationLog

CiscoIOSLog

SSHAuthenticationLogs

Utils

logs_generators

...

FIGURE 5.3.2

Diagram of the implementation of the Log Generator application. As usual, main is the program’s entry
point which creates several Logger threads. Each Logger generates Log of di�erent types, each one
having its own implementation under the log_generators package (framed by the dashed blue line)
inheriting from their Log parent interface (relation shown by the dashed black lines). The Utils class
brings together a range of utilities helping in particular to generate the false data appearing in the logs.
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main

Logger

ApplicationLog
CiscoIOSLog

SSHAuthenticationLogs
start()

writeLog()

str()
sleep()

Loop

FIGURE 5.3.3

Dynamic diagram of the Log Generator implementation showing its typical excecution. Each Logger

thread is launched by main, this last being only active for this purpose. After what, each Logger

executes in an infinite loop (represented in orange), alternating between log creation and sleep time.
Logs are created by the various implementations from the log_generators package (cf. Figure 5.3.2).

Log Generator is a simple multi-threaded Python application generating logs in their
di�erent standard formats (e.g. Cisco IOS logs, SSH authentication logs, ...) and writing
them into an output file. In the scope of this thesis, as already mentioned several time,
the only purpose of this application is to generate data fed into the ELK stack and which
is looking as legitimate. Figure 5.3.3 gives the dynamic diagram of the Log Generator
excecution. Basically, main creates each Logger thread of the program and each of these
threads executes in an infinite loop, during which it alternates between creating logs in
the output file (by using the di�erent log generator from the package log_generator) and
going to sleep mode. The types of log created and the duration time during which a thread
sleep are both random but configurable using the defined constants for the application.
The content of the logs (e.g. username, IP addresses, log level, etc.) is also highly random
and relies heavily on the Faker[86] Python package.

To ensure portability, resource e�ciency and fast deployment, the Log Generator
application has been containerized using Docker. The Code 5.1 and Code 5.2 give
respectively the Dockerfile and docker-compose.yml files used to create the container
running the application. The complete description of these simple files goes beyond the
scope of this master thesis. However the line 5 of Code 5.2 merits some explanations
since it is responsible for the creation of the file launcher.sh given in Code 5.3.

While creating a container, with Docker Compose for instance, every action it will ex-
ecute will have root privileges by default in the containerized environment. For instance,
if the container creates a file on the device it runs on thanks to a volume binding, reading
this file will only be possible from a root account. To ensure security and access con-
trol, it is good practice to grant a container with the same privileges as the user creating
the service, as long as the containerized application does not require higher privileges of
course. To do that, the field user of the defined services in the docker-compose.yml file
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can be used, allowing to set a group and user ID.2 However, depending on the operating
system on which the container is created, predefined environment variables containing the
group and user ID may have di�erent names or not be available. The id[87] utility can be
nevertheless used to determine these identifiers on compliant systems. It is what is per-
formed by the script launcher.sh from Code 5.3, where customs environment variables
are defined then exported in the environment of docker-compose.yml file. One can see
that the group and user identifier are respectively set to the variables DOCKER_GID and
DOCKER_UID using the id command before calling the docker-compose one, which creates
the container using them to set the user field discussed supra.3

1 FROM python :3.8 - slim

2 ADD src /src

3

4 RUN pip install --no -cache -dir --upgrade pip && \

5 pip install --no -cache -dir Faker && \

6 mkdir ./ output && chmod ugo+rwx ./ output

7

8 CMD [" python ", "-m", "src.main"]

CODE 5.1

Dockerfile text document containing all the commands to assemble the container used to run the Log
Generator application.

1 version : "3.9"

2 services :

3 logger :

4 container_name : " logger "

5 user: "${ DOCKER_UID }:${ DOCKER_GID }"

6 build : .

7 volumes :

8 - "./ output :/ logger / output "

CODE 5.2

Docker Compose YAML file used to configure Log Generator’s services.

1 #!/ bin/sh

2 export DOCKER_UID =$(id -u)

3 export DOCKER_GID =$(id -g)

4 docker - compose up -d

CODE 5.3

Script launcher.sh used to export the user and group IDs from a device and launch the container running
the Log Generator application.

5.3.3 Configuring Elasticsearch
Now that data is being created to fed the elements of the Elastic stack, it is time to

configure each of them. As mentioned above, Elasticsearch is at the center of the ELK
deployment, therefore it is logical to start by configuring this service.

2Notice that setting this the field user in the docker-compose.yml file is equivalent to use the option
-u (or –user) from docker command line interface.

3Of course, since this script is a Bash script, even if its existence makes the container creation even
more portable, it will require the host calling it to be compatible with this technology. However, this
script can also be easily translated into other shell languages.
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Since the deployed honey infrastructure works with two Elasticsearch nodes, two de-
vices with this application installed are therefore required. Once the Elasticsearch applica-
tion and all its dependencies installed on each device, its whole configuration can be done
through the file /etc/elasticsearch/elasticsearch.yml. These are given for the first
and second node respectively in the elasticsearch1.yml and elasticsearch2.yml files
from the config/TLS_enabled folder available on the GitHub repository of this thesis.[78]

The configuration of these two nodes is quite straightforward and explaining it in details
would go beyond the subject of this thesis. Note however that the naming convention is
the same as the one used in Figure 5.2.1. Nevertheless, the network part of this last as
well as consideration regarding security can be briefly reviewed.

5.3.3.1 Network
As mentioned before, the deployment of the di�erent elements composing this hon-

eypot simulating the ELK stack runs over several distinct devices, therefore implying
network usage. By default Elasticsearch is only accessible on localhost but setting the
field network.host to a di�erent address allows to expose an Elasticsearch node to the
network.

Still regarding network configuration, Elasticsearch uses the first free port found start-
ing from 9200 by default. However, a specific port can also be set using the http.port
field.4

Code 5.4 shows the configuration part exposing the node to the network, making them
accessible from outside the device. This sample is the same for both the Elasticsearch
nodes, only the IP addresses used will of course di�er and be set to the device hosting
the service IP address.

1 # --- Network ---
2 network .host: "b.b.b.b"
3 http.port: 9200

CODE 5.4

Part of the Elasticsearch configuration file for the considered honeypot deployment used to expose the
service on the network. In this YAML file sample, the used IP address has been anonymized. Notice
also that this configuration is the same for the two nodes except that their own IP addresses are used of
course.

Of course, since ports are used either to contact the two nodes or to allow them
to communicate, the tra�c they may receive should be accepted by the firewall of the
device. Rocky Linux, the OS of the machines presented here, uses Firewalld as default
firewall which is not configured to allow Elasticsearch tra�c by default. To create the
rules forwarding this last, the commands given in listing Code 5.5 can be used. Of
course, these commands consider that Elasticsearch default port has not been changed.
Also notice that port 9300 is used by Elasticsearch nodes to communicate between them.
Therefore for a single node infrastructure, this port has no need to be opened.

1 sudo firewall -cmd --permanent --add -port =9200/ tcp

2 sudo firewall -cmd --permanent --add -port =9300/ tcp

4Notice that if this default value is changed, every services connecting to Elasticsearch using HTTP
API will need to take that into account. For instance, a Logstash application configured to send its data
to Elasticsearch configured as well will also need to change the connection port.
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3 sudo firewall -cmd --reload

CODE 5.5

Firewalld commands allowing Elasticsearch tra�c.

5.3.3.2 Security
As mentioned in section 5.3.1, keeping a honeypot deployment simple is one thing,

however this deployment needs to remain credible in order to be e�ective. As will be
explained in section 5.5.1, the honeypot described in this chapter is deployed inside a
public infrastructure. Even if deploying the ELK stack in such an environment does not
seem too wild, betting on the fact that a lot of companies will not secure their production
log infrastructures exposed in the Internet appears way less reasonable. Indeed, in the
21st century, using HTTP for sensitive communications such as the ones supposed to be
managed by the Elastic stack should no longer be relevant. It is in this perspective (i.e.
in order to add credibility to the honeypot) that encryption using SSL/TLS has been
configured for all Elastic services described in this section.

1 # --- BEGIN SECURITY AUTO CONFIGURATION ---
2 # Enable security features
3 xpack. security . enabled: true
4 xpack. security . transport .ssl:
5 enabled: true
6 verification_mode: certificate
7 key: certs/nodeX.key
8 certificate: certs/nodeX.crt
9 certificate_authorities: certs /ca.crt

10

11 # Enable encryption for HTTP API client connections , such as Kibana ,
Logstash , and Agents

12 xpack. security .http.ssl:
13 enabled: true
14 verification_mode: certificate
15 key: certs/nodeX.key
16 certificate: certs/nodeX.crt
17 certificate_authorities: certs /ca.crt

CODE 5.6

Part of the Elasticsearch configuration file for the considered honeypot deployment used to configure
security capabilities for Elasticsearch nodes communications. In this YAML file sample, the Elasticsearch
nodes, certificates names as well as IP addresses used have been anonymized. Notice also that this
configuration is the same for the two nodes, except that the names design their respective data of course.

From Code 5.6, the reader can see that both tra�cs for basic transport (i.e. con-
nections between ELK nodes) or HTTP have been protected by encryption using Secure
Sockets Layer (SSL) technology. SSL relies on the usage of certificates to encrypt commu-
nication data. These last has been generated using the elasticsearch-certutil utility
coming with Elasticsearch application. Elasticsearch not being one of the trusted root
authorities able to issue certificates and sign them, this utility should not be invoked to
generate certificates used to secure production data. However, regarding the fact that the
data secured here are in reality fake ones traveling inside a honey infrastructure, creating
the used certificates for the whole ELK configuration with elasticsearch-certutil was
judged su�cient.
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5.3.4 Configuring Logstash
Like for Elasticsearch nodes, the Logstash ones can also be fully configured using

a YAML files findable under /etc/logstash/logstash.yml, visible in its final config-
uration state in the logstash.yml file from the config/TLS_enabled folder available
on the GitHub repository of this thesis.[78] This application does not require a a lot of
configuration. Indeed, Logstash only ships data to a destination without needing to be
spontaneously contacted, therefore no network exposure of the service is required. Follow-
ing the security considerations made above, the shipped tra�c by Logstash has however
also been protected and this will be reviewed in section 5.3.4.1.

The most important configuration part of Logstash not lies in the application configu-
ration itself, but in the pipeline one. Logstas pipeline’s stages are defined into .conf files
loaded by the application at startup. By default, Logstash will load all the .conf files
located in the path /etc/logstash/conf.d/, which has been used in this deployment.
The pipeline configuration for this particular use case will be reviewed below in section
5.3.4.2.

5.3.4.1 Security
Since security has been activated on the Elasticsearch side of the deployment, Logstash

should align and secure its communications with the Elasticsearch nodes too. Code 5.7
shows the parameters used to secure this tra�c.

1 # ----------- X-Pack Settings (not applicable for OSS build) -----------
2 #
3 # X-Pack Monitoring
4 # https :// www. elastic .co/guide /en/ logstash / current /monitoring - logstash .

html
5 xpack. monitoring . enabled: true
6 xpack. monitoring . elasticsearch:
7 hosts: [" https ://b.b.b.b:9200 ", "https ://c.c.c.c :9200"]
8 username: " logstash_writer "
9 password: " PASSWORD HERE"

10 ssl. certificate_authority: "/etc/ logstash /certs/ca.crt"

CODE 5.7

Part of the Logstash configuration file for the considered honeypot deployment used to configure security
capabilities for the node communications. Security is achieved by credentials authentication (instead of
certificate infrastructure, as presented in section 5.3.3). In this YAML file sample, the Logstash password
as well as the Elasticsearch node IP addresses used have been anonymized.

One can see that this time, the security relies on a user/password authentication mech-
anism and uses a certificate authority (CA) to validate the identification. Theses creden-
tials can be easily configured inside the Elasticsearch nodes using the elasticsearch-set-
up-passwords utility. Of course, since this utility set sensitive data inside the Elastic-
search database, it will be executed on the device hosting this service. Note that this
tool allows to setup password for Elasticsearch built-in users, from which can be find
logstash_system used in the configuration presented in 5.7.5.

5For more information about Elastic stack built-in users, please refer to this website
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5.3.4.2 Pipeline
As explained in section 5.2.2, Logstash defines an information treatment pipeline and

this one is fully configurable using Logstash’s .conf files. The .conf file used in the
scope of this Logstash configuration is given in Code 5.8 and also available on the GitHub
repository of this thesis.[78] The following paragraphs will review each of the three pipeline
stages that it defines.

1 input {
2 file {
3 path => "/path/to/log - generator / output / infrastructure_logs .log"
4 start_position => " beginning "
5 }
6 }
7

8 filter {
9 grok {

10 match => { " message " => "%{ TIMESTAMP_ISO8601 :time} %{ LOGLEVEL :
logLevel } \[%{ GREEDYDATA :app }\]:%{ GREEDYDATA : logMessage }" }

11 match => { " message " => [’\*%{ SYSLOGTIMESTAMP : syslog_timestamp } %{
GREEDYDATA : facility }-%{ INT: severity_level }-%{ GREEDYDATA :
facility_mnemonic }: %{ GREEDYDATA : description }’] }

12 match => { " message " => [’%{ SYSLOGTIMESTAMP : syslog_timestamp } %{
HOSTNAME : hostname } sshd \[%{ INT: pid_sshd }\]: %{ WORD:
connexion_attempt_status } (user| password for)( invalid user)? %{
USERNAME : username } from %{ IPV4: sshd_remote_connection_ip }( port %{ INT
: sshd_remote_connection_port } %{ GREEDYDATA })?$’] }

13

14 add_tag => [ " matched " ]
15 }
16 }
17

18 output {
19 if " _grokparsefailure " in [tags] {
20 file {
21 path => "/home/admin / Desktop /fail -%{ type } -%{+ YYYY.MM.dd}. log"
22 }
23 }
24 if " matched " in [tags] {
25 elasticsearch {
26 hosts => ["https ://b.b.b.b:9200", "https ://c.c.c.c:9200"]
27 index => "logstash -%{+ YYYY.MM.dd}"
28 user => " logstash_writer "
29 password => " PASSWORD HERE"
30 cacert => ’/etc/ logstash /certs/ca.crt ’
31 }
32 }
33 }

CODE 5.8

Logstash’s pipeline configuration file for the deployed ELK stack. This .conf file is loaded automatically
from /etc/logstash/conf.d/ at the application startup and contains the definition of the input, filter
and output stage of Logstash’s pipeline.

Input
The input stage of the pipeline is configured to get data coming from a file located

in /path/to/log-generator/output/infrastructure_logs.log. As the reader would

Page 50



DEFLANDRE Guilian

have probably figured out, the file is the one generated and fed of logs by the Log Generator
application presented in section 5.3.2. Of course, several other inputs can be added as
data sources for the pipeline, being of di�erent types, as long as they are part of the
supported input plugins which list is given in the Elastic documentation.[82]

When installed on a device, by default Logstash ran using a user of the same name with
limited access rights on the machine. This application read files that might be protected
and therefore higher privileges might be required by Logstash in order to access them. In
the production environment mimicked by the deployment described in this chapter, each
Logstash process is ran with root privileges on each device, not limiting its access right
to any stream anymore. To avoid any permissions issues as well as to stay once again as
close as possible as the simulated deployment, Logstash has therefore been granted with
super user privilege also for this deployment. To configure this, one can simply add the
logstash user (being the default one used by Logstash) in the root group on the device
by using the command given in Code 5.9.

1 sudo usermod -a -G root logstash

CODE 5.9

Command allowing to add the Logstash service default user logstash to the root group on a device.

Filter
The second stage of the pipeline has been configured to filter the logs fed to Logstash

using Grok regular expressions (regex). Grok is an high level regular expression definition
tool based on Oniguruma library. A lot of regex matching well known log structures are
already defined in Grok syntax (e.g. TIMESTAMP_ISO8601 or LOGLEVEL from Code 5.8).
However, there is no limit of the regex definition. Any user can create custom ones using
the Oniguruma syntax and embed it to her or his Grok’s matching rules.

Of course, the regular expressions match every data created by the Log Generator ap-
plication inside Logstash input file. To ensure this, functional testing has been performed
using the exact Grok regex as the ones given in Code 5.8.

The reader can also notice that a tag named matched is added to each filtered data
(i.e. log matched by one of the Grok regex) at the filter pipeline’s stage. This tag is
useful for debugging purpose as it will be explained in the next paragraph.

Output
The final stage of the pipeline have, as for the two previous ones, quite a straight-

forward configuration. One can directly understand that the two anonymized IP ad-
dresses from line 26 of Code 5.8 are in fact the locations of the two Elasticsearch
nodes of the infrastructure to which data marked with the matched flag are directly
send. Elasticsearch group data using indexes, which ones are defined daily following the
logstash-%+YYYY.MM.dd naming convention, where %+YYYY.MM.dd is the ISO 8601[88]

date format defined using Joda syntax.[89]

If the tag matched is not attached to the event reaching the output stage, then it
is marked with _grokparsefailure. This is the default tag indicating that no rule has
been able to match the input event during the filter stage. Since each log generated in
Logstash’s input file by the Log Generator should be matched and indexed in Elastic-
search, if one event is marked with the _grokparsefailure tag, it therefore means that
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some bug exists either in the Log Generator implementation or in the Grok matching
rules. To ensure easy troubleshooting, the potentially unmatched logs are redirected di-
rectly to a file placed on the desktop of the device running Logstash. If such file is created,
it will contain information about unmatched events that could be easily observable and
allow the fast correction of the implementation.

5.3.5 Configuring Kibana
Like for the previous nodes of the created stack, Kibana can be entirely configured

by using a YAML file being /etc/kibana/kibana.yml. This file in its final form for
the deployment considered in this chapter is given in the kibana.yml file from the
config/TLS_enabled folder available on the GitHub repository of this thesis.[78] Kibana
has probably the most straightforward of the global configurations considered in this sec-
tion. However, again in order to increase the credibility of the honeypot, some small
tweaks have been made to its default configuration regarding both network and, as for
each nodes, security. The following subsections present the mindset adopted behind each
of these small configurations as well as the tweaks themselves.

5.3.5.1 Network
Code 5.10 presents the fields used to configure the network behavior of the Kibana

service.

1 # --- Network ---
2 server .host: "d.d.d.d"
3 server .port: 443
4 server . publicBaseUrl: " https :// kibana . typhoon . uliege .be"

CODE 5.10

Part of the Kibana configuration file for the considered honeypot deployment used to expose the service
on the network. In this YAML file sample, the used IP address has been anonymized. Notice also that
the service port has been changed to use HTTPS default one (443) instead of the one used usually by
Kibana services (5601). Finally, since an URL has been register for the website inside ULiège’s DNS, it
is also assign to the service.

In this code sample, one can see that first the server.host has been configured to
the IP address of the host running Kibana’s process. The default value of this field is
localhost, which does not expose the Kibana service to the network as for the Elastic-
search nodes. Of course in the use case of this honeypot deployment, Kibana needs to be
accessible from the outside world to be e�cient.

If the first field is the IP address of the host running Kibana, the second cannot be
other than the network port on which this service will listen for connection. The default
port of Kibana is 5601 but here it has been overwritten to the port 443, which is the default
port used for HTTPS services. Behind this configuration, a small assumption has been
made being the fact that services running on the most famous protocols or application
standard ports would be more enticing then less famous ones. Remember that since the
Kibana instance configured here is part of a honeypot, every possible method attracting
insiders should be considered. Chapter 7 from III will discuss if making this assumption
was reasonable or not. Of course, since port 443 is used and Kibana service has been
configured to be accessible from outside the device where it runs, one should not forget to
create a firewall rule allowing tra�c to reach this application as usual. To do this, since
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the device hosting Kibana is once again a Rocky Linux one running Firewalld, the simple
code lines given in Code 5.11 will su�ce to allow HTTPS reaching the host.

1 sudo firewall -cmd --permanent --add -port =443/ tcp

2 sudo firewall -cmd --reload

CODE 5.11

Firewalld commands allowing Kibana tra�c.

Last but not least, the final field relative Kibana’s network configuration is its public
base Uniform Resource Locator (URL). This field specifies the public URL at which the
created Kibana instance will be available for users. As the reader may have noticed, the
web address https://kibana.typhoon.uliege.be is su�xed by the university of Liège
domain. This is due to the fact that this URL has been created into ULiège’s DNS server.
As explained in section 3.3.1, this represents a honeytoken but section 5.5.3.2 will discuss
it in more details.

5.3.5.2 Security
Still following the goal of increasing the credibility of the created honeypot, once again

encryption has been enabled for communication between Kibana and the outside world.
Code 5.12 presents the part of Kibana’s global configuration achieving this function.

1 server .ssl:
2 enabled: true
3 certificate: "/etc/ kibana / certs/typhoon - kibana .crt"
4 key: "/etc/ kibana / certs /typhoon - kibana .key"
5

6 elasticsearch:
7 hosts: [" https ://b.b.b.b:9200 ", "https ://c.c.c.c :9200"]
8 username: " kibana_system "
9 password: " PASSWORD HERE"

10 ssl. certificateAuthorities: ["/etc/ kibana /certs/ca.crt"]

CODE 5.12

Part of the Kibana configuration file for the considered honeypot deployment used to configure security
capabilities for the node communications. Security is achieved by credentials authentication for exchange
between Kibana and the Elastic node. HTTPS communications with other users are managed using
encryption certificates. In this YAML file sample, the Kibana password as well as the Elasticsearch node
IP addresses used have been anonymized.

One can see from the piece of code quoted supra that two encryption configurations are
required. The first one is relative to HTTP tra�c generated between Kibana and users.
Indeed, to make Kibana run over HTTPS instead of HTTP and therefore secure commu-
nications between an user and this service, a certificate is required. As written in section
5.3.3.2, even if it is not the best thing to do for production environments, the certificates
for this ELK stack honeypot have been generated using the elasticsearch-certutil
utility and this certificate is no exception. Since this tool generates certificates using an
unreliable certificate authority (CA)6 to sign them, browsers will normally automatically
block the access to Kibana’s home web page, which can be seen as a limitation of the
deployment. This will be discussed in more details in chapter 8.

Once HTTPS for users communications protected, the other important tra�c to secure
6This not trusted certificate authority is Elastic Certificate Tool Autogenerated CA.
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is the one between Kibana and the Elasticsearch nodes. Except for the variable name,
the reader can see from Code 5.12 that this is implemented very similarly than for the
Logstash configuration, i.e. by using a username/password pair for authentication to the
nodes as well as a CA certificate to sign it and therefore ensure trust.

Once this configuration achieved, Kibana can be accessed from any web browsers or
via its API. Any of its network tra�c will be encrypted, which should therefore make the
service looks presumably legitimate for the outside world.

5.3.6 Configuring Beats
Once every node running the applications forming the acronym ELK is configured, it

is always good practice to monitor their behaviors. This is the main purpose of Beats,
youngest member of the Elastic stack, as already describe in section 5.2.4. Enabling Beats
in each nodes configured in sections 5.3.3-5.3.5 represents the last configuration stage
of the simulated services inside the created honeypot. The configuration file of Beats,
/etc/metricbeats/matricbeat.yml is the exact same for all deployed Beats application
and can be seen in one of the files under the config/TLS_enabled/Beats folder on the
GitHub of this thesis.[78] This file namely defines where to find Elasticsearch node(s) for
data indexing as well as the connection mechanism to use to reach them. It also define the
Kibana service, allowing Beats to connect to it in order to configure example dashboards,
visualizations, and searches to help user to manage the data it generates. Code 5.13
highlight this configuration part of the Beats applications from the Kibana node of the
deployment.

1 setup. kibana:
2 host: "https ://d.d.d.d:443"
3 ssl. enabled: true
4 username: " elastic "
5 password: " PASSWORD HERE"
6 ssl:
7 verification_mode: " certificate "
8 certificate_authorities: ["/etc/ elasticsearch / certs/ca.crt"]
9

10 output . elasticsearch:
11 hosts: ["b.b.b.b:9200 ", "c.c.c.c:9200"]
12 protocol: " https "
13 username: " elastic "
14 password: " PASSWORD HERE"
15 ssl:
16 verification_mode: " certificate "
17 certificate_authorities: ["/etc/ elasticsearch / certs/ca.crt"]

CODE 5.13

Beats configuration part describing the Kibana and Elasticsearch nodes with which the application
interacts as well as the connection mechanism (HTTPS using CA certificates and username/password
authentication).

As shown in Code 5.13, connections to both Elasticsearch nodes as well as the Kibana
one are made using HTTPS and username/password authentication, using as usual a CA
certificate to ensure trust.

As already stated in section 5.2.4, a collection of Beat (i.e. module) composes the

Page 54



DEFLANDRE Guilian

whole application and each of them can be activated from metricbeat command-line
interface (CLI).7 Of course, each of the ELK stack application has its own Beat, imple-
mented specially to monitor its behavior. These Beats modules are obviously configurable,
using YAML files loaded by default at the startup of the application in /etc/metric-
beat/module.d/, which has been used in this configuration. For each of the honey deploy-
ment node where Beats has been installed, these files are given in the /config/TLS_enab-
led/Beats folder on the GitHub of this thesis.[78] Since these module configuration files
are very similar from one another, only one of them is reviewed in this section and is given
in Code 5.14.

1 # Module : kibana
2 # Docs: https :// www. elastic .co/ guide/en/beats/ metricbeat /8.2/ metricbeat -

module - kibana .html
3

4 - module: kibana
5 xpack. enabled: true
6 period: 10s
7 hosts: [" https ://d.d.d.d:443"]
8 username: " elastic "
9 password: " PASSWORD HERE"

10 ssl:
11 verification_mode: " certificate "
12 certificate_authorities: ["/etc/ elasticsearch / certs/ca.crt"]

CODE 5.14

Beats module configuration file kibana-xpack.yml enabling the monitoring of the Kibana node of the
deployment.

The configuration from Code 5.14 defines the module named kibana used to monitor
Kibana instances. To allow this, it gives the URL(s) of Kibana’s instance(s) to monitor as
well as the connection credentials for it/them and the connection mechanism used. Most
of the module configuration files look like the one quoted supra, simply describing the
access to the instances Beats needs to monitor using these modules.

5.3.7 Verifying the Configuration
Once each steps described in sections 5.3.2-5.3.6 achieved, the whole infrastructure

described in section 5.3.1 creating the service emulated by the honeypot is now functional.
Ensuring this is quite easy since each of the Elastic deployment node is monitored by
Beats. Therefore, from the menu Stack Monitoring under the Management section of the
Kibana tool, one can see an overview of the created Elastic cluster as well as the heath
of each of its node. Figure 5.3.4 shows the expected Kibana view for the Elastic stack
honeypot created in this chapter.

In order also to check if the deployed infrastructure works as excepted, one can ob-
serve if the logs coming from the Log Generator are indeed shipped to Elasticsearch by
Logstash and are viewable in Kibana. To do this, first one needs to ensure that indexes
are indeed created following the format introduced in line 27 of Code 5.8. This is veri-
fiable from Kibana’s Stack Management menu, using Index Management under the Data
section. Figure 5.3.5 shows a list of indexes following the naming convention quoted
above generated inside the Elastic cluster during several days.

7For more information about Metricbeat’s CLI, see this website.
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FIGURE 5.3.4

Overview from Kibana of the deployed ELK cluster named typhoon-elastic-cluster. This cluster is the
exact same as the one described in 5.3.1, made of one Kibana instance as well as a Logstash one and two
Elasticsearch nodes. All of these are monitored by Beats, enabling their surveillance, which allows this
Kibana view.

FIGURE 5.3.5

Overview from Kibana of the indexes containing logs generated by the Log Generator created inside
Elasticsearch nodes of the deployed cluster.

Checking if the indexes are indeed created is already reassuring, however making sure
that they indeed contain the logs created by Log Generator will complete the test of the
deployed stack. To do this, it su�ces to configure the Log Stream of Kibana’s Logs menu
in order to make it follows all the indexes created by the Logstash instance of the cluster.
This is simply achieved by referencing logstash* as Log indices field from the setting
of the Log Stream utility, which will load all of the log indexes in the cluster prefixed
by logstash. Once this step achieved, the tab Stream under the Logs section from the
Observability menu of Kibana should have a similar output than the one given in Figure
5.3.6. This confirms that the logs are indeed properly formatted, stored and viewable
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inside the ELK stack deployment described in the sections supra.

FIGURE 5.3.6

Overview from Kibana of the logs inside the indexes prefixed by logstash, created by the Log Generator
application, detected and formatted by the Logstash node and stored inside the Elasticsearch nodes of
the cluster.

After these few pseudo integration and system tests, one can be confident regarding the
fact that the deployment of the ELK stack is indeed successful. Now that the mimicked
services of the honeypot are deployed, its monitoring still needs to be configured in order
to collect the data of interest as well as to avoid unpleasant surprises.

5.4 Monitoring the Honeypot
The monitoring strategy for the Elastic stack honeypot is very similar to the one

described in section 4.4. The tools used for monitoring the honeypot behavior will remain
the same, namely those of the SecureX suite. The following sections will describe how
each step of the monitoring framework introduced in section 2.3 has been applied to the
honeypot created in this chapter.

5.4.1 Comparative Basis Setup
As for the RDP honeypot created in chapter 4, the ELK stack honeypot has been de-

ployed in the virtualized environment exposed to the public internet kindly made available
by the University of Liège for this project (cf. Figure A.2.1). For the same motivations
than the ones given in section 4.4.1, each initial state of the four machines making the
Elastic stack honeypot has been saved using the snapshot functionality of the hypervisor
managing them.

Furthermore, as said supra, SecureX remains the tool used to monitor the honeypot,
and therefore Secure Endpoint, Orbital and Threat Response will be also installed on
each of the four devices. As explained in section 4.4.2, Orbital implements the Forensics
Snapshots queries, allowing to collect a lot of informations summarizing a host state. Since
once again this functionality will be used in the monitoring workflows for the Elastic stack

Page 57



DEFLANDRE Guilian

(cf. Figure 5.4.1), one Orbital forensic snapshot by device of the honeypot is added to
the comparative basis.

5.4.2 Monitoring Tools Deployment
The tools used to monitor the ELK stack honeypot are almost the same as the ones

used for the RDP honeypot presented in chapter 4. Secure Endpoint connector as well
as Orbital agents have been installed in each of the devices represented in Figure 5.3.1,
being the tools at the heart of stack monitoring workflows. The installation steps for
these utilities are the exact same as the ones given in 4.4.2, except that this time the
connectors are the ones for Rocky Linux OS instead of Windows ones of course.

For Unix based systems, it is very simple to execute commands remotely on a device
by using SecureX workflows and this even if it is part of the public Internet. Indeed, it
can simply be achieved using the SSH protocol which has no real restriction regarding
public or private deployment of a device, unlike his counterpart Remote Powershell on
Windows devices. To collect more information about the system state than the ones that
an Orbital query would be able to o�er or the ones collected by Secure Endpoint, two
CLI softwares for Linux based systems have been used, namely top and iftop.[90, 91] As it
will be explained in section 5.4.3, the monitoring strategy presented here highly relies on
monitoring network connections to the open port on the devices running the ELK stack
honey deployment. Using the top utility allows to collect information about the device
state for particular process (e.g. CPU and memory usage for one of the Elasticsearch
application just after a contact) while the second one, iftop is used to collect the network
information of an host (e.g. bandwidth taken by a connection to the host). The top
utility is installed by default on Rocky Linux devices, however iftop should be installed,
for instance with the default package manager of this OS.

5.4.3 Event Log
The global monitoring workflow used for monitoring the devices creating the Elastic

stack honeypot is given in Figure 5.4.1. As the reader may notice, this workflow is very
close to the one presented in section 4.4.3 for the monitoring of the RDP honeypot.

This workflow presented in Figure 5.4.1 will monitor processes using an open network
port on a device. Therefore only the machines from the deployed infrastructure having
an exposed port to the network should be targeted by this monitoring process. As it can
be seen from sections 5.3.2-5.3.6, only machines of the deployment running the Kibana
instance and the Elasticsearch ones are exposed to the network. This is achieved on the
one hand by using their configuration and on the other hand by allowing the tra�c reach-
ing them to pass through the device firewall. Therefore, the fourth device of the honey
deployment, the one running the Logstash node, will only be monitored by Secure End-
point and not by any SecureX workflow. This is actually su�cient since the interest of the
honeypot is to study potential threats targeting the honey Elastic deployment. However,
these threats will most probably use network as an entry point to target the nodes of
the honeypot. Since the firewall of the device running Logstash blocks every connection
initialization attempt on any port of this machine, no workflow needs to be implemented
to monitor them. Moreover, Secure Endpoint will still ensure that no malicious execution
has taken place within this device.
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Start
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Using Network

Port on Honeypot

Get Host Information
Using Linux/U-
nix SSH Script

Is there a foreign
connection?No Yes

Orbital - Take a
Forensics Snap-

shot of the Device

Alerting Honey-
pot Administrator

End

FIGURE 5.4.1

Global monitoring workflow for the created Elastic stack honeypot. This workflow is similar for each of
the devices in the honey deployment having a network port open. The Getting Processes Using Network
Port on Honeypot and Alerting Honeypot Administrator are sub-workflows similar to the ones depicted
respectively in Figure 4.4.3 and Figure 4.4.4. In blue are highlighted the atomic operations calling one
of the SecureX tool.

Even if the workflows are similar to monitor foreign connections established with
Kibana and Elasticsearch services, one di�erence lies in the Orbital query made at its
very beginning used to collect the connections for the process of interest. The workflow
performing this query is still the same as the one given in Figure 4.4.3, however the
queries themselves will be di�erent depending on the services. Indeed, while Kibana
will use HTTPS default network port 443 to handle connections, the Elasticsearch nodes
will use ports 9200 and 9300. Therefore, two di�erent Orbital queries will be used to
detect processes using the open network port for both the services. The one relative to
the Kibana connections is given in Code 5.15 while the one for the Elasticsearch nodes
is given in Code 5.16. It can be emphasize here that the devices running the Kibana
instance is monitor by its own workflow while the ones supervising the two other devices
running the Elasticsearch nodes has been regrouped, but still follow the same steps.
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As already mentioned in chapter 4, the SecureX workflows presented in this thesis are
triggered based on a time event. For the Elastic honeypot presented in this chapter, each
workflow has been triggered every three minutes, once again identified as the time for
which an instantaneous connection remains in average in Orbital’s process_open_soc-
kets table.

1 SELECT pos. local_address , pos. remote_address , pos.local_port , pos.

remote_port , COUNT (*) number_of_connexions ,

2 CASE pos. family

3 WHEN 1 THEN ’IPv4 ’

4 ELSE ’IPv6 ’

5 END AS ip_protocol

6 FROM process_open_sockets pos LEFT JOIN processes p ON p.pid=pos.pid

7 WHERE pos. local_port =443 AND pos. remote_address NOT IN ("", " 0.0.0.0 ", "

127.0.0.1 ", "::", "::1","0")

8 GROUP BY pos. remote_address ;

CODE 5.15

Orbital query getting the list of the connections using the HTTPS standard network port 443. The
informations retrieved the local and remote IP address of the hosts involved in the connection as well as
the port they use, the number of connections opened in parallel and the internet protocol version used.
Of course this excepts connections coming from the host itself.

1 SELECT pos. local_address , pos. remote_address , pos.local_port , pos.

remote_port , COUNT (*) number_of_connexions

2 FROM process_open_sockets pos LEFT JOIN processes p ON p.pid=pos.pid

3 WHERE (pos. local_port =9300 OR pos. local_port =9200) AND pos.

remote_address NOT IN ("", " 0.0.0.0 ", " 127.0.0.1 ", "::", "::1","0", "

:: ffff:a.a.a.a", ":: ffff:b.b.b.b", ":: ffff:c.c.c.c", ":: ffff:d.d.d.d"

)

4 GROUP BY pos. remote_address ;

CODE 5.16

Orbital query getting the list of the connections using the Elasticsearch standard network ports 9200/9300.
The informations retrieved are the local and remote IP address of the hosts involved in the connection as
well as the port they use, the number of connections opened in parallel and the internet protocol version
used. Of course this except connections coming from the host itself as well as the other services from
the deployment connecting legitimately to the Elasticsearch nodes. The IP addresses of the nodes of the
honeypot have been anonymized in this query.

One new action has been used to monitor the device on the Elastic stack honeypot
compared to the workflow in Figure 4.4.2, it is defined as Get Host Information Using
Linux/Unix SSH Script in Figure 5.4.1. This action allows to run a bash script remotly
on a device and get back its output. It has been used to run the script given in Code
5.17, getting first general host ressource consumption statistics as well as the one for a
particular process and network information. Notice that in this piece of code, elastic
is used to get the process ID of the service to monitor using pgrep, therefore this line
allows to monitor an Elasticsearch service. However, simply changing this by kibana
allows to monitor the Kibana service on a device, which has been used in this application
monitoring workflow.
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1 top -bn1 -p $(pgrep -d’,’ -f elastic )

2 iftop -tnPN -s 2

CODE 5.17

Bash script getting host and network state information using the top and iftop utilities. The first
command get host health statistics as well as CPU/memory usage for the Elasticsearch process. The
pgrep -d’,’ -f elastic command inside the first line can be replaced by the pgrep -d’,’ -f kibana

one in order to get the exact same information but for a Kibana process running on the host. The second
line probe the network for two second in order to get general statistics on the connections coming through
the device using iftop.

As for the honeypot presented in chapter 4, if a foreign connection is detected on
the host (i.e. if the Orbital query made is not empty), then the workflow will take a
forensics snapshot of the device and in parallel send an alert using Webex to the honeypot
administrator, still using the workflow depicted in Figure 4.4.4. If no connection is
detected, then the workflow simply ends.

By using three variations of the workflow depicted in Figure 5.4.1 for the three devices
exposed to the network in the deployment, the connections initiated with the Elastic stack
honeypot can therefore be easily and e�ciently monitored. All of the four devices will be
additionally monitored by Secure Endpoint, which ensures even more visibility.

5.4.4 Critical Event Alerting
The same rules as the ones applied in section 4.4.4 are also valid for this deployment.

As explained in section 2.3.4, every event or change detected in a honeypot should be
treated as critical. In this monitoring strategy as for the previously presented one, each
connection to the Elastic stack deployment triggers an alert directly transferred to the
honeypot administrator using Webex. However, these alerts will be a bit more complete
than the ones of the section 2.3.4, since they will also contain the output of the script
depicted in Code 5.17, giving more information about the device state during a triggered
event. A typical alert sent using the monitoring workflow presented in this section is given
in Figure 5.4.2.

5.5 Elastic Stack Honeypot Classification
To begin the classification, it seems obvious that once again the deployed honeypot

is made of several honey services, mimicking the behavior of an ELK stack deployment.
Honeytokens are also deployed at several level of the infrastructure and will be reviewed in
section 5.5.3. However, the field of allowed action using the deployed machines is limited
and does not o�er the same functionalities as a whole OS, therefore no honey systems has
been deployed here.

5.5.1 Purpose
As already mentioned in section 5.4.1, the Elastic stack honeypot has been placed in

the public Internet area provided by the University of Liège (cf. Figure A.2.1). Regard-
ing the placement of the devices composing the deployed infrastructure and comparing it
to the Figure 1.2.1, the honeypot can be classified as research honeypot. Furthermore,
since the goal of this device is to better understand the actions of the black hat community
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FIGURE 5.4.2

Alert sent using the ELK monitoring workflow to the honeypot administrator.

regarding the services it mimics, classifying the honeypot as part of the research family
seems to fit with its purpose.

5.5.2 Interactivity
Certainly, the deployed honeypot emulates several services while still not o�ering full

OSes functionalities.8 As the reader may have noticed, the section 5.3 contains much more
considerations than the ones made for the proof of concept RDP honeypot in section 4.3.
If one refers to the graph given in Figure 1.3.1, since the intelligence level provided
for this deployment is relatively consequent while not being extremely complex, it seems

8The scientific literature often adopts another terminology while describing the honeypots simi-
lar to the one presented in this chapter. These are defined as honeynets, being networks of multiple
honeypots.[3, 13, 32, 33, 68, 92] In this thesis, it has been decide not to di�erentiate between honeypots and
honeynets in the adopted terminology. Indeed, the definition introduced in section 1.1 remains valid
for honeypots made of several devices, therefore introducing a new theoretical concept did not seem
interesting.
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correct to a�rm that the interactivity that should result from the deployment should also
be medium. In this writing, this honeypot has therefore been classified as a medium level
interaction one.

5.5.3 Honeytokens
For this deployment, the reader may have noticed that several honeytokens have been

defined towards the configuration given in section 5.3. This section will highlight various
considerations made while generating them.

5.5.3.1 Fake University Spin-o� Data
Inside each of the configuration files presented in section 5.3, the word Typhoon ap-

pears often to define service names. As already briefly mentioned in section 5.3, to increase
the credibility of the created honeypot, Typhoon is a 100% fake university spin-o� us-
ing the deployed Elastic stack as infrastructure monitoring tools. Indeed, deploying an
ELK stack in the public Internet is not unreasonable as stated in section 5.3.3.2, however
this infrastructure should appear as serving to someone to appear as legitimate. This is
namely why Typhoon has been created, in order to increase the credibility of the deployed
honeypot.

Typhoon is of course a honeytoken and to be even more precise, a data level honey-
token. This honeytoken is actually close to the example presented for the property 3.4
from section 3.2. Even is this fake data respects each of the properties 3.1-3.7, the one
guarantees the most is for sure detectability (i.e. property 3.4). Indeed, inside the real
infrastructure in which the honeytoken is deployed, every hosts, services or data flagged
with this name can be easily detected as being part of the Elastic stack honeypot.

5.5.3.2 Kibana DNS Name
As already discussed in section 5.3.5, a DNS entry has been created for the Kibana

server. Once again, this data is actually a network level honeytoken which fits completely
with the example given in their definition from section 3.3.1.

Behind this entry creation lies several motivations. First, one can see that the URL
https://kibana.typhoon.uliege.be/ is part of the university domain (since it is
su�xed by uliege.be) and that the Typhoon word appears in it (which ensure properties
3.4 and 3.6) as well as the Kibana one. With that, the honeytoken ensures property 3.1
since this URL could definitely be found in production, resuming the service as well
as the company it serves. Furthermore, indexing the created Kibana service inside a
DNS infrastructure should increase its conspicuousness (cf. property 3.3). By using
a detectable honeytoken, the interactivity level on the device is therefore expected to
increase too. This assumption will be discussed in 7.3 of this writing. Regarding the
attractiveness level (i.e. property 3.2) for a Kibana service, this is actually tested by the
honey deployment and will be discussed also in part III of this writing.

5.5.3.3 Fake Infrastructure Logs
Each logs created by the Log Generator presented in section 5.3.2 can be also con-

sidered as a data honeytoken. These logs are generated to increase the credibility of the
honeypot. Indeed, an ELK stack monitoring nothing in a production environment would
be much less attractive that one of its counterpart containing sensitive information on
events triggered in an infrastructure. These honeytokens are therefore designed to be
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attractive for the black hat community while also appear as legitimate (i.e. ensure prop-
erties 3.1 and 3.2). However, each log follows the standard form of well-known services
and highly relies on random generator to create the variables that may appear in their
structure. For instance, Code 5.18 gives a sample of an output that can be generated by
the Log Generator application. In this sample, typical SSH authentication, application
and Cisco IOS logs are generated following their standard format. However, by finding
these in a real infrastructure, it will be di�cult to define them as not legitimate which
does not really respect honeytokens properties 3.4 and 3.6. This might be seen as a lim-
itation of the deployment as it will be discussed in chapter 8. Nevertheless, these logs
should normally transit inside the controlled honeypot environment depicted in Figure
A.2.1, therefore the risk of interference should remain low.

1 2022 -05 -09 T14 :15:42+00:00 INFO [ InternalWeb .com. Connection . Manager ]:

User gonzalezbrett connected from 215.238.107.58

2 *May 09 14:15:42.401 SYS -5- CONFIG_I : Configured from console by console

3 2022 -05 -09 T14 :15:42+00:00 DEBUG [ InternalWeb .com. Transaction . Manager ]:

Starting transaction for session 7

f8414858bb9303e953e19c7cf047fc521070300

4 2022 -05 -09 T14 :15:42+00:00 DEBUG [ InternalWeb .com. Transaction . Manager ]:

Starting transaction for session 125935

adc8821f6f4461f29e1f61c862302fbbf8

5 2022 -05 -09 T14 :15:42+00:00 INFO [ InternalWeb .com. Connection . Manager ]:

User daniellejimenez connected from 30.137.52.186

6 2022 -05 -09 T14 :15:42+00:00 ERROR [ InternalWeb .com. Connection . Manager ]:

Unknow user marydaniels tried to connect from 35.72.162.133

7 May 09 14:15:42 db -53. nolan -henry.com sshd [3432]: Accepted password for

joshua44 from 110.54.89.58 port 19438 ssh2

8 *May 09 14:15:42.400 SYS -5- CONFIG_I : Configured from console by console

9 2022 -05 -09 T14 :15:42+00:00 ERROR [ InternalWeb .com. Connection . Manager ]:

Unknow user hollandjamie tried to connect from 104.59.202.150

10 2022 -05 -09 T14 :15:42+00:00 ERROR [ InternalWeb .com. Connection . Manager ]:

Unknow user angelastevens tried to connect from 213.116.225.80

11 2022 -05 -09 T14 :15:42+00:00 DEBUG [ InternalWeb .com. Transaction . Manager ]:

Starting transaction for session 2380

e3c830dc06c824c68a62f8a169b16c008137

12 *May 09 14:15:42.400 SYS -5- CONFIG_I : Configured from console by console

CODE 5.18

Example sample of logs generated by the Log Generator application presented in section 5.3.2. Inside this
sample can be found typical SSH authentication, application and Cisco IOS logs following their standard
structures. Variable data inside these have been generated using the Faker[86] Python library, generating
fake data of any kind.

5.6 Conclusion
In this section has been presented a honeypot simulating an Elastic stack deployment.

Each steps of the honeypot creation as well as its monitoring strategy has been detailed.
The output of these is a medium level interaction research honeypot whose purpose is to
help a company having a better visibility on one of their daily used application.
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Remote Desktop Protocol Data Analysis

This chapter presents the data collected by the remote desktop protocol honeypot created
in chapter 4. The data set structure will be presented first, then each of its variables will
be inspected in more detail and finally a small discussion about the observations made
will be proposed.

6.1 Data Set Review
Before starting to enumerate the data set’s records structure, it is important to un-

derline that those have been generated by only one of the honeypot created chapter 4.
Indeed, recall that in this part of this thesis, two devices have been described, the first one
placed in Cisco’s lab (cf. Figure A.1.1) and the second one deployed inside the public
Internet area (cf. Figure A.2.1). However, during its entire deployment period, the
RDP honeypot placed inside the laboratory of Cisco didn’t produce any data. As already
mentioned in section 4.5.1, this location is supposed to be highly aseptic and thus, not
detecting any illegitimate tra�c to a device placed in this space is reassuring and was
expected. Therefore, every data presented here comes only from alerts triggered by the
monitoring framework presented in section 4.4, for the RDP honeypot placed inside the
public Internet area made available for this thesis (cf. Figure A.2.1).

Now that the source of the analyzed data set has been clarified, its structure can be
presented. Each record from this data set is made of five fields listed below.

• Alert Timestamp: the timestamp of the alert in RFC 3339[93] format YYYY-MM-D-
DTHH:mm:ss.SSSSSSSSSZ (e.g. 2022-04-26T08:45:01.047004316Z);

• IP Address: the IP address of the source initiating the RDP connection with the
honeypot (e.g. 192.241.221.151);

• AbuseIPDB Link: the URL of the research into AbuseIPDB database for the
IP address initiating the connection with the honeypot (e.g. https://www.abus
eipdb.com/check/192.241.221.151);

• Region: the region where the IP address is located according to AbuseIPDB and
MaxMind records (e.g. San Francisco, California);

• Country: the country where the IP address is located according to AbuseIPDB
and MaxMind records (e.g. United States of America);

From these five fields, three have been defined based on another. Indeed, AbuseIPDB1 has
1See this website.

Page 66

https://www.abuseipdb.com/check/192.241.221.151
https://www.abuseipdb.com/check/192.241.221.151
https://www.abuseipdb.com/


DEFLANDRE Guilian

been used to track the IP address of the RDP connections initiators with the honeypot.
This website is useful to check if an IP address has been defined as malicious by the
community or even reporting some of them. Using this tool, the link of the query used
in AbuseIPDB for checking a particular IP address as well as both the region and the
country of the location of this address have been derived from the IP address field. The
geolocation of IP addresses has also been verified using MaxMind2, more commonly used
among the scientific community.

Now that the structure of the collected data has been presented, the following sections
present the analysis of each field detailed supra. Only the two fields that are not redundant
(i.e. the timestamp and the IP address ones) will have a dedicated analysis part in section
6.2, since the other three are derived from those.

6.2 Analysis of the Di�erent Data

6.2.1 Timestamps
The timestamps of the records collected by the RDP honeypot in the public Internet

are the ones of the beginning of the monitoring workflow for the device (cf. Figure 4.4.2).
Indeed, in SecureX, each workflow starting time is recorded inside the workflow output
variable Start time of type DATE. This variable has been used as alert timestamp for
any connection attempt with the monitored honeypot. It is worth mentioning that these
metrics are given for the Zulu time zone (equivalent to the Universal Time Coordinated,
a.k.a. UTC) as indicated by the Z in the data. All honeypots placed either in Cisco’s
lab or in the dedicated public Internet space (cf. appendix A) are however deployed in
a Central European Summer Time (CEST) location for the whole deployment duration.3
For information completeness, one can note that this timezone is 2 hours ahead of the UTC
one. Nevertheless, the data analysis should of course not be a�ected by this jet lag, since
it simply represent a translation in the analyzed data. Figure 6.2.1 graphically presents
the time metrics collected by the RDP honeypot placed in the public Internet area. Inside
this figure, several histograms can be found, presenting the key metrics contained inside
the timestamp data. Each of them is reviewed in the following paragraph.

Figure 6.2.1a presents the number of RDP connections initiated with the honeypot
by its day of activity. From this figure, one can see the distribution of the 4187 observed
connections over a period of 44 days. Either from the graph or from the value in Table
6.2.1, it can be observed that on average, the honeypot has been contacted 93 times
per day. However, by inspecting Figure 6.2.1a, it seems obvious that the number of
connections varies greatly from this mean value. This is confirmed by the high value of
the standard deviation of these metrics compared to the mean one (cf. Table 6.2.1).

Focusing on weekly metrics and not the ones for the whole period of data collection
anymore, one can see the number of connections by week day for the whole honeypot
activity period in Figure 6.2.1b. From this graph can be noticed that the weekend days
are the ones for which the honeypot activity is the lowest while it has the highest activity
on Monday (around 1.6 times the mean activity value).

2See this website.
3Belgium may also be in the CET zone, i.e. CEST-1.
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(a) Number of connections initiated with the honeypot per its day of activity.
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FIGURE 6.2.1

Connections initiated with the RDP honeypot placed in the public Internet area presented in chapter 4.
These graphs present the global timestamp metrics of the observed alerts. In each histograms, the mean
value of the number of connections by the respective metrics is represented by a dashed orange line. The
gray dashed hashed area gives the standard deviation area around the mean of the data. These constant
values are also given numerically in Table 6.2.1.

By Day of Activity By Hour By Week Day
Mean number of

connections 93 174.458 598.14

Standard deviation of
the number of

connections
105.809 18.401 226.062

TABLE 6.2.1

Mean and standard deviation of the number of connections for day, hours or week day activity of the
RDP honeypot placed in the public Internet (as represented in Figure 6.2.1).

Again readjusting the center of attention from the timestamp analysis to focus this
time on the daily distribution of the number of connections, the number of alert by the
hour in the day can be studied. Figure 6.2.1c therefore gives the count of RDP connec-
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tions initiated with the honeypot depending on the timestamp hour. This distribution
has the lowest standard deviation (cf. Table 6.2.1) of the time data analyzed in this
section, which translates to the fact that the number of connections by day hour are close
to their mean value, as it clearly appears in Figure 6.2.1c. Since the data by hour are
close to each other, no daily pattern can therefore be identified from this data set.

00:00
01:00

02:00
03:00

04:00
05:00

06:00
07:00

08:00
09:00

10:00
11:00

12:00
13:00

14:00
15:00

16:00
17:00

18:00
19:00

20:00
21:00

22:00
23:00

Start Time

00:00
01:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00
19:00
20:00
21:00
22:00
23:00

En
d

T
im

e

FIGURE 6.2.2

Connections initiated with the RDP honeypot placed on the public Internet represented as pairs of
timestamps for a 24 hours ◊ 24 hours space. The first element of the pair, represented in the x-axis is the
start time of the connection while the second timestamp, given by the y-axis, is its end time. The orange
dashed line gives the identity of the graph, representing instantaneous connections, i.e. connections for
which the start and end timestamps are the same.

In this case study, raw data can be extracted from timestamps (e.g. day, hour, minute,
...) in order to find interesting patterns as done in the paragraphs above. However,
another important metric that can be derived from this data type in order to study
general behaviors regarding the honeypot is the connection time. As already explained in
section 5.4.3, the SecureX workflow used to monitor the RDP honeypot is triggered using
a time based event. This event launches the workflow every three minutes in this use case.
Nevertheless, from experience, it has been noticed that some failures can happen between
workflows, coming from either the monitored device or from the SecureX platform and
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therefore preventing the collection of precise data. To overcome these small inconsistencies
that may appear in the data set, a connection between the RDP honeypot and a host
identified by its IP address has been defined as the longest di�erence between two alert
timestamps for a same IP address for a serie of them uninterrupted by more than 15
minutes. Based on this assumption, the connections between the honeypot and foreign
hosts can therefore be defined by a pair of timestamps, the first one giving the initial
time for which an alert arose for a particular IP address and the second one providing the
last alert triggered by this same IP. In between, any number of alerts for this IP address
can exist, provided that each of them is not separated from the previous one by more
than 15 minutes. Figure 6.2.2 shows the relationship between the starting times of the
RDP connections experienced by the honeypot and their respective end times. The reader
may have noticed that this graph covers a 24 hours ◊ 24 hours space, meaning that no
connection lasted more than one day. In this figure, the graph identity has also been
added, representing the connections not having lasted more than a single timestamp and
therefore being considered as instantaneous. One can see that the distribution is actually
close to this identity and therefore that most of the measured connections have not been
very long considering a scale of one day.

Another way to visualize the distribution of the connections between the honeypot and
a host duration is by using the well known strip and violin plots. The ones relative to the
connection time defined above are respectively depicted in Figure 6.2.3a and Figure
6.2.3b. By analyzing these graph, one can see that the connection duration varies from 0
to 681.005 minutes (i.e. around eleven hours and twenty-one minutes). However, most of
the connections are located around the same area of the graph, which has been highlighted
in Figure 6.2.3c. The box plot of the distribution is also represented in the density curve
depicted in this figure, with the rectangle showing the ends of the first and third quartiles
(respectively noted Q1 and Q3) and the central white dot giving the median (also called
second quartile, a.k.a. Q2). From this, one can see that the minimum, Q1, and the
median are all equal to 0. This translates to the fact that at least 50% of the connections
did not last more than one alert. From the location of Q3, one can deduce that 75%
of the connections have a duration between 0 and around 10 minutes (9.0006 minutes
precisely). For information, the high outliers from this distribution raise the mean value
of the connection duration above the one of Q3, this one being of 12.476 minutes.

6.2.2 IP Addresses
The second analyzable metric in the data set presented in this chapter is the IP

addresses of the host having initiated the connection with the honeypot. As already
mentioned, the AbuseIPDB website has been used in order to briefly analyze these IP
addresses, namely by getting their world location4 but also to check what the website calls
the Confidence of Abuse percentage. This percentage is a score based on user reports and
their age regarding particular IP addresses. It defines the level of confidence with the one
an IP address can be defined as entirely malicious. For the record, each IP address in the
data set studied here was found in AbuseIPDB’s database around the time of its contact
with the honeypot and therefore has been reported as malicious by the community using
this platform.

4From AbuseIPDB website, it seems that IP addresses ISP, usage type, and location are defined
through a partner, IP2Location. These locations has also be double checked using MaxMind, as already
explained.
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(a) Strip plot of the univariate connection time data represented in minutes.

0 100 200 300 400 500 600 700
Connections Time (min)

(b) Violin plot of the univariate connection time variable represented in minutes for the total range of
data (i.e. for the space [0, 700]).
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(c) Focus on the main data distribution part of the violin plot given in Figure 6.2.3b. This plot still
represents the distribution of the univariate connection time variable in minutes, this time for the limited
range of data [0, 40].

FIGURE 6.2.3

Strip and violin plots representing the distributions of the univariate duration of connection variable for
di�erent domains. The corresponding box plot of this distribution is also given in Figure 6.2.3b and
Figure 6.2.3c, showing the values Q1 = Q2 = 0.0 and Q3 = 9.0.

Figure 6.2.4 illustrates the geographical location of the IP addresses as defined by
the websites presented above and Table 6.2.2 shows the numerical values depicted in the
figure. From these, it can be seen that even if the connection initiators come from all
around the world, a lot of them are coming from central Europe, from the Netherlands
to be more precise. The United States follow with nevertheless much less connections
initiated and then India comes in third position.

Another interesting metric that can be studied while analyzing IP addresses is the
emerging of subnets among them. Indeed, it is well known that IP addresses belonging

Page 71



DEFLANDRE Guilian

Number of connections
1

606

1211

1816

2422

FIGURE 6.2.4

World location of the IP addresses having contacted the RDP honeypot placed in the public Internet
area.

to a same subnet are addressed with an identical most-significant bit-group in their IP
addresses. Identifying subnets in the data set would therefore allows to identify groups
of malicious devices and not only a single one. The identified sub-networks inside the
data set are given (alongside with the group of IP addresses belonging to them) in Table
B.1.1 from appendix B. From this analysis, it can be observed that actually, 86.131% of
the data set’s IP address are members of an identified sub-network of prefix length above
8 bits.5 When considering only IP addresses being part of a sub-network with a prefix
size above or equal to 24 bits, 56.628% of them are part of a subnet.

When analyzing IP addresses, it is also a good approach to think in terms of au-
tonomous systems. An autonomous system is a network regrouping IP prefixes under the
same administrative control and each AS is identifiable by its globally unique autonomous
system number (ASN).[94] It is therefore possible to determine the AS responsible for each
IP address in the data set studied in this chapter. To perform this mapping between
the ASN of each autonomous system owning each IP addresses of the data set, the well
known Team Cymru[95] service has been used in this thesis. This mapping between ASN
and IP addresses has also been double checked using data sets coming from the Center
for Applied Internet Data Analysis (CAIDA).[96]6 Once the ASN of the responsible AS
for each IP address obtained, a small analysis of its relations with other ASes has been
performed, once again using one of the CAIDA data sets[96], defining autonomous systems
relationships. Regarding the data set used to define links between AS, two types of rela-
tions can be found being the well known costumer-provider and peer-to-peer ones. The
ASes defined for the studied data set have been classified based on these relations into
three di�erent categories

5This prefix length has been chosen since 8 is the lowest prefix length appearing in the CAIDA data
set regrouping the IP prefix owned by the Internet autonomous systems (ASs). This data set is available
in the data folder on the GitHub of this thesis.

6These data sets are available on the GitHub repository of this thesis, in the data folder.
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Country Continent Number of
Connection

Proportion of
Connections

Netherlands Europe 2422 57.846%
United States of America North America 479 11.44%

India Asia 336 8.025%
Russia Europe 282 6.735%

Luxembourg Europe 141 3.368%
Bulgaria Europe 104 2.484%

Italy Europe 85 2.03%
China Asia 67 1.6%

United Arab Emirates Asia 66 1.576%
Myanmar Asia 47 1.123%
Turkey Asia 38 0.908%
Mexico North America 27 0.645%

Germany Europe 27 0.645%
Taiwan Asia 23 0.549%

United Kingdom Europe 17 0.549%
Ukraine Europe 15 0.358%

Indonesia Asia 5 0.119%
Singapore Asia 5 0.119%

Egypt Africa 1 0.024%

TABLE 6.2.2

Number of connections initiated with the RDP honeypot placed in the public Internet area and the
proportion of the total number they represent by country, as depicted in Figure 6.2.4.

• Stub: an autonomous system having only customer relationships;
• Tier-1: an autonomous system having only peer of provider relationships;
• Transit: an autonomous system having any type of relationships.

Figure 6.2.5 gives the classification of the ASes studied in this section. One can see
that most of the autonomous systems are transit ones, while the other two categories
still represent non negligible part of the data. Figure 6.2.6 represents the number of
connections initiated with the honeypot by hosts with IP addresses coming from AS of
di�erent types defined supra. One can see from this figure that even if the Tier-1 is the
less represented type among the ASes found in the data set, IP addresses from this AS
type are the one having initiated most of the connections with the RDP honeypot. Stub
category, although representing almost 25% of the data set’s ASes, is only responsible of
627 connections (14.975% of the total number of them for this honeypot).

Table 6.2.3 presents the top five of the AS owning the largest number of IP addresses
in the data set. Still from this table, it can be observed that the transit AS 9829 owns
the larger group of IP addresses having initiated a connection with the RDP honeypot,
representing 35.036% of the total 137 ones.
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Still regarding IP addresses, one last experiment has been conducted during the period
of creation of the data set analyzed here. At the beginning of this period, 10 IP addresses
among the most aggressive ones have been blocked using the RDP host firewall until
April 4, 2022 at 15:26:02 CET. The goal of this experiment was to observe if IP addresses
would have re-initiated a connection after being blacklisted. From the data set, two of
these ten blacklisted IP addresses (i.e. 20% of them) reached back the honeypot after
being whitelisted again on the device. These two IP addresses took 7 days, 19 hours and
58 seconds and 7 days, 16 hours, 30 minutes and 58 seconds (i.e. a mean time of 7 days,
17 hours, 45 minutes and 58 seconds) to initiate a new connection with the honeypot after

69.7%

24.2%

6.1%

AS Types
Transit
Stub
Tier-1

FIGURE 6.2.5

Proportions of autonomous system types (i.e. stub, tier-1 or transit) present among the AS derived as
owner of the IP addresses in the data set.
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FIGURE 6.2.6

Number of alerts in the data set by autonomous system types (i.e. stub, tier-1 or transit). The mean
value of the number of connections by AS type is represented by a dashed orange line.
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AS
Number AS Type IP Addresses Number of IP

Addresses
Proportion of
IP Addresses

9829 Transit 117.239.224.0/22,
117.254.112.0/20 48 35.036%

3257 Tier-1 181.214.206.0/24 17 12.409%

174 Tier-1
191.96.168.0/24,
191.96.160.0/19,
195.78.54.0/24

14 10.219%

14061 Transit 192.241.192.0/19 11 8.029%

212238 Stub 212.102.35.0/24,
212.102.32.0/19 10 7.299%

TABLE 6.2.3

Five first autonomous systems responsible of the higher numbers of IP addresses in the data set for the
RDP honeypot placed in the public internet area. Only the subnet addresses owned by the respective
AS in which the IP addresses in the data set can be found are given (cf. Table B.2.1 for the exact list
of address).

having been blacklisted.

6.3 Discussion
From the data analysis presented in section 6.2, several clues indicate that the RDP

honeypot was targeted mostly by password guessers.7 Indeed, the fact that first RDP is
only an authentication mechanism to connect to a Windows device and that the contacts
initiated with the honeypot lasted over time, thus were not instantaneous, indicates that
several credential combinations was tried to gain access to the host. However, since the
tried credentials was not stored (e.g. using key logger), it is di�cult to classify the type
of password guessers that the honeypot faced during its deployment period. Enriching
the data set with such data might be a good idea for future deployments, as it will be
discussed in chapter 8.

Regarding the geolocation of the hosts having initiated a contact with the honeypot,
it is important to walk on eggshells while using the analysis presented in section 6.2.2. In
the era of Cloud service providers (CSPs), virtual private networks (VPN) services and
anonymous proxy among others, finding the location of an IP addresses does not mean
finding the real end host having initiated the connection anymore. Furthermore, other
tools and methods have spread among the black hat community, allowing insiders to cover
their tracks for while already, like IP spoofing or botnet usage. Moreover, IP address
geolocation may appear less precise and remains a di�cult field of research. However,
locating the services quoted above can still be useful to detect certain trends regarding
the method used to avoid detection (e.g. use application in CSP instead of personal
computers).

7In this thesis, a password guesser refers to a program conceived for trying to guess credentials used
in an authentication mechanism. Among password guessing techniques can be found the well known
brute-force attacks, dictionary attacks, credential stu�ng attacks, birthday attacks, ...
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The same comment applies for AS identification. Indeed, even if the mapping between
an IP address of the initiator of a connection with the honeypot and the AS designated
as its owner is normally indisputable and can be considered as a strong metric, their is no
way to ensure that the connection request was actually initiated inside this AS. In fact,
some autonomous systems, 19.2% of them according to the CAIDA Spoofer project[97],
still allow IP spoofing. This means that, for any connection in the studied data set, the
IP addresses of the hosts having contacted the honeypot could potentially impersonate
an IP address owned by another autonomous system than the one identified as its owner,
provided that the connection packet has been forged in an AS not blocking IP spoofing.
Detecting IP spoofing based on the metrics present in the data set presented in section
6.1 is nonetheless not possible, which highlight a limit of the collected data. IP spoofing is
basically used either to launch (D)DoS attacks, man-in-the-middle attacks, to penetrate
a system by impersonate one of its trusted user or simply to ensure insider’s anonymity.
Regarding the service emulated by the honeypot studied in this chapter and its placement
in the public Internet, implementing IP spoofing to ensure password guessers anonymity
sounds overkill. Indeed, the packet recuperation mechanism could appear to be more or
less complex for such a basic attack. Regarding DoS attacks, the Microsoft Windows RDP
service can indeed be used in UDP reflection/amplification attacks with an amplification
ratio of 85.9 : 1 according to Netscout. The amplified attack target victim IP address(es)
and UDP port(s) tra�c with UDP packets from the RDP protocol using UDP on port
3389. The forget RDP packets during the attack are consistently 1,260 bytes in length,
padded with long strings of zeroes.[98] From Code 4.1, one can see that the configured
RDP service for the honeypot runs over TCP and UDP, making it vulnerable to this
security breach. The accessibility of port 3389 (default for RDP) for UDP has also been
confirmed using Microsoft’s PortQry command-line tool.[99] However, the network activity
of the RDP device has been informally monitored during its whole deployment period,
using the Windows Task Manager application and no high network consumption has been
observed for this device. Furthermore, the status reports of Cisco Secure Endpoint for
this same duration do not reveal any network anomalies. Both these actions allow to
argue the little chance that the RDP connection has been implied in DDoS attacks using
the breach described above. Nevertheless, the studied data set does not inventory any
network metrics regarding the initiated connection with the honeypot while this would
have been interesting in order to prove this assumption, which again emphasizes a limit of
the data set. For both these reasons, although the ASNs resolution based on IP addresses
should be considered with caution, it seems that implementing IP spoofing to contact the
RDP honeypot would have turned out to not be used here.

From the last experiment described in section 6.2.2, IP address blacklisting seems to be
e�cient as defense mechanism against RDP brute-forcing. Indeed, 80% of the blacklisted
IP addresses having contacted the honeypot did not reach it back after being whitelisted
again. However, the sample allowing to make this assumption is rather small, concerning
only 10 of the 134 (i.e. 7.463%) of the di�erent IP addresses of the foreign hosts having
contacted the honeypot. Confirming this by implementing automatic blacklisting based
on some criteria for a larger addresses sample would definitely be interesting as part of a
future research, as it will be presented in section 9.2.

Still regarding future works, from the data analyzed in section 6.2, several criteria
can be tested for IP address blacklisting. For instance, the connection duration has been
identified as lasting around 9 minutes in average. One blacklisting policy could block
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the most aggressive hosts, defined as the ones connecting to the honeypot for a period
above this mean value. Its testing would be implementing by blocking them and observe
if they return after being whitelisted again. One could also try to take advantage of the
identified subnets, by testing if blacklisting an IP address found in one of them turns out
to be more e�ective than not considering subnetworks.

Regarding the identified autonomous system, one can see from Table 6.2.3 the five
autonomous systems owning the highest number of IP addresses present in the data set.
AS 9829 appears in first position, being part of the Bharat Sanchar Nigam Limited (BSNL)
national internet backbone (NIB) of India. This transit AS is followed by two Tier-
1 ones, being AS 3257 and 174, respectively owned by Global Telecom and Technology
(GTT) Inc. and Cogent Communications. Both of them are multinational Internet service
providers (ISPs) based in the United States of America. The fourth and the last positions
are attributed to AS 14061 and AS 212238, respectively owned by DigitalOcean and
Datacamp Limited. Digging a bit more the data for AS 174, it appears that an IP range,
through being part of Cogent’s AS 174, is actually owned by the Heficed organization,
according to MaxMind records. This company as well as DigitalOcean are both cloud
service providers, o�ering web hosting services that have probably been used to run the
password guessers with the IP addresses having target the RDP honeypot. The other
companies o�er wide area network services for businesses, which may includes CSPs but
the trail unfortunately ends at these observations.

From time metrics analyzed in section 6.2.1, one can see from Figure 6.2.1a that
actually, the number of performed requests increased at the end of the deployment time
interval. As already mentioned, before April 4, 2022, the most aggressive IP addresses
was manually blacklisted which has not be done anymore after this date. Actually, in
average 4 di�erent IP addresses has contacted the honeypot each day of its deployment,
and this number does not grow after April 4, 2022. The action of blacklisting therefore
really decreases the number of connections initiated with the honeypot, thus reducing the
waste of network bandwidth they cause. Still in this graph, a strange gap appears in the
data between March 31 and April 3, 2022. For this period of time, it has been verified
that both the monitoring application and RDP honeypot were still operational, which
was the case. No explanation has been found regarding the fact that no connection have
been initiated with the honeypot for these days. It would be however interesting to see if
this also occurs for a wider deployment time range. One last consideration regarding the
data collected by the honeypot studied by day are related to March 21, 2022, on which
day Belgian universities su�ered DDoS attacks.[100] On that day, the RDP honeypot only
experienced one connection coming from an IP address located in Mexico which lasted
for approximately one hour. The DDoS attacks having taken place around 15:00, it is
not impossible that the honeypot was also a�ected by these attacks, which would have
disconnected it from the internet. Nothing seems to indicate however that these attacks
were using RDP as tool to fulfill their malicious goals.

Concerning Figure 6.2.1b and Figure 6.2.1c, the rather uniform distribution of the
hour and weekday activities are clues about the randomness with which hosts initiate a
connection with the honeypot. Indeed, no real pattern can be extracted from these data,
which can lead to think that in reality, these password guessers crawl the entire public IP
range looking for victims. Once they find a machine running RDP, they try to guess the
credentials with varying levels of insistence and intelligence.
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Even if some limitations of the data set have been highlighted in this section, it is
worthwhile to recall that the honeypot fulfilled its mission perfectly. Indeed, as explained
in chapter 4, this RDP honeypot was designed to be a simple PoC, demonstrating the
interest of using Cisco SecureX toolkit to monitor honeypot by collecting simple data
on the black hat community. All the limitations presented above should therefore be
considered rather as future improvement prospects for this device than design errors.
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Elasticsearch, Logstash and Kibana

(ELK) Stack Data Analysis

7.1 Data Set Review
Once again, before starting enumerating the fields of each data set record, clarifying

the sources of this data set is important. While the previous chapter was presenting
the data collected by the honeypot described in chapter 4, this chapter will analyze the
information accumulated by the Elastic honeypot from chapter 5. As already mentioned,
this honeypot is made of several devices (cf. Figure 5.3.1). For sake of simplicity, each
of these device generates its own data set1, except for the device running Logstash and the
Log Generator application which is not monitored using a SecureX workflow, as explained
in section 5.4.3. Having separate data set for each device of the honey deployment will
also allow to analyze the behaviors by Elastic application and not by considering the stack
in general.

The data sets sources now identified, their structure can be dissected. Each record
from each of the three generated data set is made of twelve fields. Five of them are exactly
the same as the one presented in section 6.1 and are listed below together with the new
ones.

• Alert Timestamp: the timestamp of the alert in RFC 3339[93] format YYYY-MM-D-
DTHH:mm:ss.SSSSSSSSSZ (e.g. 2022-04-26T08:45:01.047004316Z);

• IP Address: the IP address of the source initiating the RDP connection with the
honeypot (e.g. 192.241.221.151);

• AbuseIPDB Link: the URL toward the research into AbuseIPDB database for
the IP address initiating the connection with the honeypot (e.g. https://www.ab
useipdb.com/check/192.241.221.151);

• Region: the region where the IP address is located according to AbuseIPDB
records (e.g. San Francisco, California);

• Country: the country where the IP address is located according to AbuseIPDB
records (e.g. United States of America);

• Load average: is the average system load calculated by the top[91] command
line utility. Three fields of this data set represent load average calculated over the
di�erent periods of

- 1 Min;

1Available on the GitHub repository of this thesis.
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- 5 Min;
- 15 Min;

• %CPU: the percentage of CPU usage of the Elasticsearch or Kibana process as
given by the top command line utility;

• %MEM: the percentage of memory usage of the Elasticsearch or Kibana process
as given by the top command line utility;

• Network last 2s sent: the sending rate of a connection between the Elastic pro-
cess of the honeypot node and a foreign host identified by its IP address measured
using the iftop[90] command line utility;

• Network last 2s received: the receiving rate of a connection between the Elas-
tic process of the honeypot node and a foreign host identified by its IP address
measured using the iftop command line utility.

The reader can therefore notice that the data set is basically an updated version of
the one presented in section 6.1 incremented with some host based metrics. Following the
same approach than the one used in chapter 6, the following sections present the analysis
of each field detailed supra.

7.2 Analysis of the Di�erent Data

7.2.1 Timestamps
The first observation regarding timestamps data for all the three studied data set in

this chapter is that no connection initiated with the Elastic honeypot has lasted more
than one alert. Therefore, the study of the duration of a connection between a node of
the honeypot and a foreign host would be this time of no interest. The analysis of metrics
related to timestamps will therefore be limited in this chapter to their own raw content,
no other data will thus be derived from them.

In the continuity of the analysis made in section 6.2.1, Figure 7.2.1-Figure 7.2.3
present graphically the timestamps information coming from the data sets for all the three
monitored nodes of the Elastic honeypot. The following subsections will review the most
noteworthy patterns in these figures, for each of the nodes.

7.2.1.1 Elasticsearch Node 1
With only 42 alerts dispersed over a period of twenty-nine days, the Elasticsearch

Node 1 of the honeypot deployment is the one with the lowest level of interactivity. One
can see from Figure 7.2.1a or Table 7.2.1 that a connection with this host has been
initiated in average 1.355 times a day. In Figure 7.2.1a, the reader can observe that
no connection has been monitored on Monday during the whole honeypot deployment
duration. For the same figure, it can also be seen that Friday and Sunday are the days
with the highest observed activity (160% of the honeypot mean activity by week day).

The "high" standard deviation of the timestamp hour field should attest that a pattern
could possibly be observed from the graph depicted in Figure 7.2.1c. Analyzing this
figure, one can indeed notice a diurnal pattern in the alert timestamps, the diurnal cycle
being defined from 6:00 to 19:00. Indeed, 71.428% of the connections experienced by this
node of the honeypot are within this time range, representing the majority of them.
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(a) Number of connections initiated with the honeypot per its day of activity.
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(b) Number of connections initiated with the hon-
eypot per week day.
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(c) Number of connections initiated with the hon-
eypot per hour of the day.

FIGURE 7.2.1

Connections initiated with the Elasticsearch node 1 of the honeypot placed in the public Internet area
presented in chapter 5. These graphs present the global timestamp metrics of the observed alerts. In each
histogram, the mean value of connections by the respective metrics is represented by a dashed orange
line. The gray dashed hashed area gives the standard deviation area around the mean of the data. These
constant values are also given numerically in Table 7.2.1.

7.2.1.2 Elasticsearch Node 2
The second Elasticsearch node of the honeypot collected about twice as much data as

the first one, with 93 records accumulated over thirty-one days. One can see from Figure
7.2.2a or Table 7.2.1 that this is reflected by the mean connections number by day of
activity for this node, being equal to 2.906, i.e. more than the double of the one for the
Elasticsearch node 1.

Figure 7.2.2b indicates that Monday remains together with Saturday the days for
which the honeypot experienced the lowest interactivity while Friday is still among the
days with the most connections.

Once again, the high standard deviation value for the distribution of the hours field of
the timestamp data indicates that perhaps a pattern may be found inside this information.
Analyzing Figure 7.2.2c, one can indeed notice a diurnal pattern again in the alert
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timestamps, still considering the diurnal cycle from 6:00 to 19:00. This time, 76.344%
of the connections (i.e. 71 connections) has been initiated during day hour with this
honeypot’s node.
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(a) Number of connections initiated with the honeypot per day of activity.
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eypot per hour.

FIGURE 7.2.2

Connections initiated with the Elasticsearch node 2 of the honeypot placed in the public Internet area
presented in chapter 5. These graphs present the global timestamp metrics of the observed alerts. In each
histogram, the mean value of connections by the respective metrics is represented by a dashed orange
line. The gray dashed hashed area gives the standard deviation area around the mean of the data. These
constant values are also given numerically in Table 7.2.1.

7.2.1.3 Kibana Node
The Kibana node of the Elastic honeypot was contacted 85 times during the period

from March 23, 2022 to April 29, 2022 (representing a range of 36 days). The daily
distribution of these alerts can be seen in Figure 7.2.3a. This node thus does not have
the highest number of records in its data set even if it has the longest alert period of all
the nodes of the Elastic honeypot (since it has been contacted by a foreign host sooner
than the other nodes). This is once again reflected by the mean number of connection
initiated with the honeypot during its deployment period, being of 2.297 which is lower
then the one of the Elasticsearch node 2 (i.e. node with the highest number of record).
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For this honeypot, no particular pattern can be observed, neither for the distribution
by week day (cf. Figure 7.2.3b) or for the one by day hour (cf. Figure 7.2.3c) except
maybe that Sunday is this time the day with the smallest number of connections.
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(c) Number of connections initiated with the hon-
eypot by hours.

FIGURE 7.2.3

Connections initiated with the Kibana node of the honeypot placed in the public Internet area presented
in chapter 5. These graphs present the global timestamp metrics of the observed alerts. In each histogram,
the mean value of connection by the respective metrics is represented by a dashed orange line. The gray
dashed hashed area gives the standard deviation area around the mean of the data. These constant values
are also given numerically in Table 7.2.1.

7.2.2 IP Addresses
The timestamp in the data set studied, the second independent field for the records

can now be analyzed, being the IP addresses of the foreign hosts having contacted this
time the nodes of the Elastic honeypot as in 6. The world location of these electronic
addresses has still been defined by using the platforms presented in section 6.1. Figure
7.2.4 and Table 7.2.2 give the number of IP addresses identified by geolocation for the
first Elasticsearch node of the honeypot while Figure 7.2.5 and Table 7.2.3 give the
ones for the second Elasticsearch node. The same metrics relative to the Kibana node
of the honey deployment are given in Figure 7.2.6 and Table 7.2.4. One can see from
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Elasticsearch Node 1
By Day of Activity By Hour By Week Day

Mean number of
connections 1.355 1.75 6.0

Standard deviation of
the number of

connections
1.514 2.788 3.586

Elasticsearch Node 2
By Day of Activity By Hour By Week Day

Mean number of
connections 2.906 3.875 13.286

Standard deviation of
the number of

connections
2.185 3.666 6.474

Kibana Node
By Day of Activity By Hour By Week Day

Mean number of
connections 2.297 3.542 12.143

Standard deviation of
the number of

connections
1.333 2.398 2.85

TABLE 7.2.1

Mean (as represented in the Figure 7.2.1-Figure 7.2.3), variance and standard deviation of the number
of connections for general day, hours or week day activity of the monitored Elastic honeypot node placed
in the public Internet.

all these three figures (resp. tables) that most of the connection initiators IP addresses
are located in the west coast of the United States. More di�erent countries are however
represented in the geolocation data of the Kibana node.

Country Continent Number of
Connection

Proportion of
Connections

United States of America North America 42 100%

TABLE 7.2.2

Number of connections initiated with the first Elasticsearch node of the honeypot placed in the public
Internet area and the proportion of the total number they represent by country, as depicted in Figure
7.2.4

The various subnetworks appearing in the data sets analyzed in this chapter have
once again being studied. These are given in Table B.1.2, Table B.1.3 and Table
B.1.4 respectively for the first Elasticsearch node, the second one and the Kibana node of
the Elastic honeypot. An interesting observation from these tables is that, for all nodes
of the honey deployment, the subnet 192.241.192.0/18 has been identified as subnet
regrouping most of the IP addresses in the di�erent data sets. Once again using the Team
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FIGURE 7.2.4

World location of the IP addresses having contacted the Elasticsearch node 1 of the Elastic honeypot
placed in the public Internet area.
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FIGURE 7.2.5

World location of the IP addresses having contacted the Elasticsearch node 2 of the Elastic honeypot
placed in the public Internet area.

Cymru tool presented in section 6.2.2 to find the AS responsible of this subnet, all the IP
addresses from the data identified as part of this range appear to be owned by the same
autonomous system, the one of ASN 14061, managed by the DigitalOcean Inc. company.

As in section 6.2.2, an analysis of the autonomous system responsible for the di�erent
IP addresses of the host having contacted the honeypot has been conducted for each data
set studied in this chapter. Figure 7.2.7 shows the proportions of these ASes types for
the data collected by the Elastic honey deployment. From this figure, the reader can first
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Country Continent Number of
Connection

Proportion of
Connections

United States of America North America 82 88.172%
Belgium Europe 8 8.602%

Luxembourg Europe 1 1.075%
China Asia 1 1.075%
Poland Europe 1 1.075%

TABLE 7.2.3

Number of connections initiated with the second Elasticsearch node of the honeypot placed in the public
Internet area and the proportion of the total number they represent by country, as depicted in Figure
7.2.5
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1

15
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44

59

FIGURE 7.2.6

World location of the IP addresses having contacted the Kibana node of the Elastic honeypot placed in
the public Internet area.

notice that the AS types are the same as the one defined in 6.2.2 but also that only transit
and stub AS are responsible of IP addresses in the data set of each node of the honeypot
and no tier-1 one. Another observation that can be made from these graphs is that, as in
section 6.2.2, most of the identified ASs are of type transit.

As already mentioned earlier in this section, the autonomous system 14061 has been
identified as the owner of most of the IP addresses of all the analyzed three data sets. To
ensure information completeness, the exact proportion of IP addresses belonging to this
AS is of 94.872% in the first Elasticsearch node’s data set, 89.024% for the one of the
second and 73.684% for the Kibana node. Table B.2.2-Table B.2.4 from the appendix
B give the detailed matching made between autonomous system and the group of IP from
the data set for which they own. From these tables, the general observation is that the
proportion of IP addresses belonging to other ASs than the 14061 one is very negligible.

Studying the appearance of subnets in the di�erent data sets allowed to notice sim-
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Country Continent Number of
Connection

Proportion of
Connections

United States of America North America 64 75.294%
Ireland Europe 7 8.235%
Russia Europe 4 4.706%
China Asia 4 4.706%

Netherlands Europe 2 2.353%
Hungary Europe 1 1.176%

India Asia 1 1.176%
Turkey Asia 1 1.176%
Jamaica North America 1 1.176%

TABLE 7.2.4

Number of connections initiated with the Kibana node of the honeypot placed in the public Internet area
and the proportion of the total number they represent by country, as depicted in Figure 7.2.6

50.0%

50.0%

Elasticsearch
Node 1

62.0%

38.0%

Elasticsearch
Node 2

84.0%

16.0%

Kibana Node

AS Types
Transit
Stub
Tier-1

FIGURE 7.2.7

Proportion of autonomous system types (i.e. stub, tier-1 or transit) resent among the AS derived as
owner of the IP addresses in the data sets, from left to right, of the first Elasticsearch, second Elasticsearch
and Kibana node of the Elastic honeypot.

ilarities earlier in this section. Following this observation, the overlapping of exact IP
addresses field between all the collected data studied in this chapter has also been stud-
ied, in order to try to reveal more precise behavior of the foreign hosts having contacted
the Elastic honeypot. Table 7.2.5 presents the last studied metric regarding these IP
addresses, being the probability of finding one of these from a honey deployment node’s
data set (A) into the one of another node (B), denoted in this thesis P (A fl B), following
the well known intersection probability. From this table, one can see that the probability
of finding an IP address from the Elasticsearch node 1 of the deployment inside the one of
the second Elasticsearch node is of around 97.5%. This probability drops to 46.341% while
considered the other way around, which is not surprising since the data set of the second
Elasticsearch node is twice the size of the first one. However, even if a correlation appears
between the IP addresses contacting the two Elasticsearch nodes of the deployment, none
seem to appear between these nodes and the Kibana one.
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IP Addresses of
Elasticsearch Node 1

IP Addresses for
Elasticsearch Node 2

IP Addresses for
Kibana Node

IP Addresses of
Elasticsearch Node 1 1 97.436% 7.692%

IP Addresses of
Elasticsearch Node 2 46.341% 1 4.878%

IP Addresses of
Kibana Node 3.947% 5.263% 1

A
B

TABLE 7.2.5

Probability of finding an IP address from one node of the Elastic honeypot data set A inside another one
B, i.e. intersection of the two set of IP addresses P (A fl B).

7.2.3 System Information
Now that the general metrics of initiated connections with the honeypot has been

studied, the collected system metrics can be analyzed. These metrics has been gathered
using the top (a.k.a. table of processes) Linux program, as explained in section 5.4.
Figure 7.2.8-Figure 7.2.10 present the load averaged in the data sets of the monitored
nodes of the Elastic honeypot device for the 1, 5 and 15 minutes preceding the connection
to which they refer. Of course, analyzing these device loads would make no sense if they
could not be compared to the normal system load. This normal load (i.e. the load for
the device not experiencing any other connections than the configured ones between the
Elastic honeypot nodes) has therefore been measured on each of the monitored honeypot’s
devices, by simply running the top utility and waiting for the stabilization of the metrics.
These measures are represented for the first Elasticsearch node, the second one and the
Kibana node by the red dots, respectively in Figure 7.2.8, Figure 7.2.9 and Figure
7.2.10.

By analyzing the load average computed for the minute preceding the contact with
the honeypot on Figure 7.2.8-Figure 7.2.10, one can see that a connection initiated
with the Elasticsearch node 1 of the Elastic honeypot tends to decrease the device load
average while it seems to be of no e�ect for the second Elasticsearch node. By contrast,
the system load for Kibana node seems to increase most (75%) of the time when this host
is contacted from outside the deployment. One can also see from these figures that the
collected metrics for the Elasticsearch node 1 of the honeypot are much more dispersed
than the one of the two other represented nodes.

Focusing this time only on one of these figures, Figure 7.2.9, the reader can see that
a significant amount of outliers appear in the plots, upper outliers to be more precise.
These represent the data outside 1.5 times the interquartile range (IQR) above the upper
quartile (i.e. Q3 + 1.5 IQR). However, the medians of each of the three box plots
presented in this figure are close to each other. Comparing the IRQ of the box plots,
the one for the average load computed for the minute preceding the alert is wider than
the one for larger computation time. This translate the fact that load measures for this
devices are more dispersed while computed for a small period of time and stabilize while
this range is widened. This seems actually completely logical, and in fact this behavior
can be observed in each of the Figure 7.2.8-Figure 7.2.10.
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FIGURE 7.2.8

Box plot of the collected device load averages using the top command line utility for the Elasticsearch
node 1 of the Elastic honeypot. The blue plot gives the device load evaluation for the last 1 minute. The
gray one shows the same metric for the last 5 minutes. The orange box plot finally gives the device load
calculated for a duration of 15 minutes. The red dots in each box plot represent the measured normal
loads on the device while no connection is initiated with it.

Regarding the last metrics composing the data set presented in section 7.1 being the
CPU, memory and network statistics for the di�erent Elastic processes running inside the
honeypot, these data are not presented in this section since they appeared as being of no
interest after analysis. This decision will be detailed in section 7.3.

7.3 Discussion
The analysis made in section 7.2 this time seems to show that the Elastic honeypot

was targeted by hybrid devices between host and port scanners, which will be referred to
as scanners in this section. Indeed, the fact that no connection lasted in time and that
a contact with the honeypot was initiated with a mean interval time between 8 (for the
Elasticsearch node 2) and 17 hours (for the Elasticsearch node 1) shows that the foreign
hosts have probably tried to connect with the honey deployment to discover which ports
were open on which devices. Furthermore, the IP addresses of the hosts having initiated
a connection with the first Elasticsearch node are also almost all present in the data set
of the second one (cf. Table 7.2.5). In the practical deployment presented in section
5.3, it should be noted that the four nodes of the Elastic deployment have consecutive
IP addresses. Studying the overlapping IP addresses between the data sets, 97.5% of
them contacted the two Elasticsearch nodes and generated an alert at the exact same
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FIGURE 7.2.9

Box plot of the collected device load averages using the top command line utility for the Elasticsearch
node 2 of the Elastic honeypot. The blue plot gives the device load evaluation for the last 1 minute. The
gray one shows the same metric for the last 5 minutes. The orange box plot finally gives the device load
calculated for a duration of 15 minutes. The red dots in each box plot represent the measured normal
loads on the device while no connection is initiated with it.

time.2 The remaining ones initiated connection with one node another with a delay of
about 3 minutes, representing the SecureX workflow trigger delay for this deployment, as
explained in section 5.4.3. This is a clear evidence that actually, most of the hosts having
contacted the two Elasticsearch nodes of honeypot were in fact crawling the public IP
range looking for victims. For the Kibana node, even if the proportion of overlapping IP
addresses having contacted this device with the ones of the two other monitored nodes of
the deployment is much lower, it is however not non-existent. Furthermore, even if the
IP addresses in the data set of the Kibana node do not match perfectly the ones of the
Elasticsearch nodes, one can notice that for each of these data sets, the same autonomous
system (with ASN 14061) owns significant proportion of the IP addresses of the foreign
hosts having contacted the honeypot. These observations allow therefore to include the
Kibana in victims of the potential scanners crawling the public IP range.

The fact that the nodes of the deployment have been targeted by scanners suggests
that these hosts have been implied in the first step of an attack. Indeed, even if it exists
several models identifying the phases of a cyber attack such as the Cyber Kill Chain[101],
the Unified Kill Chain[102] or the MITRE ATT&CK[103] frameworks among others, all
reached a consensus regarding the first step of a cyber attack that they define as the
reconnaissance stage. During this phase, discovering attacks are performed by insiders to

2Recall from section 7.2 that this timestamp represent the starting time of the workflow presented in
Figure 5.4.1. The connection detection workflows for both Elasticsearch nodes of the Elastic honeypot
are actually regrouped inside a unique workflow, which justify the detection of foreign hosts contact at
exact same time up to the nanosecond.
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FIGURE 7.2.10

Box plot of the collected device load averages using the top command line utility for the Kibana node of
the Elastic honeypot. The blue plot gives the device load evaluation for the last 1 minute. The gray one
shows the same metric for the last 5 minutes. The orange box plot finally gives the device load calculated
for a duration of 15 minutes. The red dots in each box plot represent the measured normal loads on the
device while no connection is initiated with it.

get information about potential victims and identify their weaknesses. After this analysis
step, the real malicious actions can take place. All the observations lead to think that
the Elastic honeypot has been indexed inside the opponent’s camp, however the small
deployment duration does not allow to a�rm that for sure. Indeed, over a larger period
of time, one could have maybe observe the appearance of longer connections during which
the system would have experienced one of the next stages of the attack’s frameworks.

Concerning the identified autonomous systems owning the IP addresses having con-
tacted the honeypot, the reader can notice from Table B.2.2-Table B.2.4 that AS 14061
is responsible of most of them. This AS is managed by DigitalOcean, which is a popular
inexpensive American CSP for developers and SMEs as already mentioned in section 6.3.
This Cloud infrastructure as a service (IaaS) platform has probably been used to host the
devices running the scanners having targeted the Elastic honeypot.

From section 5.5.3, the reader may recall that special e�orts had been made to try
increase the interactivity with the Kibana node of the honeypot by using honeytokens. It
may also be remembered from section 5.3.5.1 that the Kibana service has been configured
to run on the well known HTTPS standard port 443 instead of the default one for this
application (i.e. port 5601). The idea behind this configuration was to define whether
or not the standard ports used by well-known network protocols attracted more tra�c
than the others. While comparing the metrics presented in Figure 7.2.3 with the ones in
Figure 7.2.1-Figure 7.2.2, it can be seen that these actions do not seem to bring more
tra�c in this particular part of the honeypot. However, from Table B.2.4, Table 7.2.4
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or Figure 7.2.6, it can be observed that the tra�c targeting Kibana comes from more
di�erent world locations. Regarding the short period of deployment duration, the fact
that more connection has not been initiated with the Kibana node of the honeypot does
not mean however that the honeytokens creation and standard port configuration were
useless. It would be good to analyze this behavior for a longer period of time. Moreover,
other techniques could also be tested to increase the visibility of the created honeytokens.
Indeed, these were only placed into common internal locations of the deployment, such
as the DNS of the university of Liège for the domain name of the service for instance.
It would be nice to try to make these more visible, for example by forwarding the link
toward the created Kibana service by email or placing it inside well known public web
pages. This highlight limitations of the conducted experiments and propose possible
future works around the deployment that will both be discussed in chapters 8 and 9

As mentioned in section 7.2.3, the CPU, memory and network consumption metrics
were deliberately ignored during the data analysis. These metrics were collected using
top and iftop utilities, both launched remotely by the SecureX monitoring workflow
of the honeypot after the detection of a connection with this deployment. Since these
tools actually collect metrics in real time, these would have been of interest only for
connections initiated by a foreign host lasting over time. Indeed, since in the di�erent
data sets considered in this chapter, each connection was instantaneous, the collected
metrics was already outdated when the tools were launched. Nonetheless, even if the
data relative to the network consumption did not provide more behavioral information on
the connections, they still confirmed that these contacts did not last in time. Otherwise,
these would have not been empty. For all these reasons, it has therefore been decided to
abandon the treatment of these data. In the case of longer connections, one can however
be persuaded of the value they will add to the collected data set. Notice that the load
metrics remain notwithstanding valid, since they are for their part measured for a duration
covering the instant of the initiated connections with the honeypot.

Still concerning device specific collected metrics, one can see from Figure 7.2.10
that a connection initiated with the Kibana node of the deployment seems to increase
the load experimented by the device. This sounds perfectly natural since this service is a
classical HTTPS web server and that typically this type of devices wait for a client contact
before performing actions. However, from Figure 7.2.8, it seems that contacts with the
Elasticsearch node 1 disturbs its productivity. Indeed, one can see that a connection
tends to decrease the load on the device, as if the node was stopping its processing to
answer to it. Nevertheless, the fact that the behaviors are di�erent between the first
and the second Elasticsearch node of the deployment cannot be precisely explain given
the current form of the data set. Indeed, from Figure 7.2.9, it seems that a connection
with the second Elasticsearch node of the deployment does not have significant impact
on the device load. One clue could be that this comes from the distributed design of
this application, electing a master node among the Elasticsearch cluster. Indeed, one can
see from the configurations files of these nodes[78] that only the first one can be elected
as master, which represents their only di�erence. Confirming this result over a larger
data set sounds like a good idea in order to take it into account while classifying future
behaviors extracted from connections.

Regarding the analyzed time metrics presented in section 6.2.1, one strange phe-
nomenon appears in Figure 7.2.1b being the fact that during the 30 days data collection
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period for the Elasticsearch node 1, not a single connection was initiated with this node
of the honeypot on a Monday. It has been however verified for these days that the devices
and monitoring tools were indeed up and running. Furthermore, metrics for the other
nodes of the deployment also show that the honeypot was indeed reachable for the four
Mondays of this interval of days. Given the small amount of data for this particular node,
it cannot be asserted that this observation represents a real pattern within the records
of the data set, which again highlights the limitations of this last. It would therefore be
interesting to analyze if this pattern also appears for a longer deployment period of the
honeypot before embarking on the search for potentially non-existent explanations.

Finally, it is worth to mention that the discussions about geolocation ans AS resolution
based on IP addresses made in section 7.3 remain of course valid for this deployment too.
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Limitations

Several limitations of the current research have been highlighted throughout this Master’s
thesis. The paragraphs below review each of them.

First of all, chapter 6 shows that the Microsoft’s remote desktop protocol honeypot
presented in chapter 4 can reveal a lot of information about the attacks perpetrated
against the devices enabling this functionality. However, recall from section 4.1 that this
device was only supposed to be a simple proof of concept demonstrating the value of using
SecureX to monitor such a device. As such, the data collected by this honeypot are very
limited in the current implementation and do not allow to accurately classify the type of
cyber threats having targeted the device.

Still discussing the limitations of the collected data sets, it is clear that the short
deployment period does not make it possible to a�rm the existence of a recurring patterns
in the attacks targeting any of the two honeypots. Indeed, some parts of the deployments
(e.g. the Elasticsearch node 1 of the ELK honeypot) collected much less data than others,
which clearly represents a limit of the data sets, specially the ones of the Elastic honeypot
which are analyzed in chapter 7.2. However, even if the deployment duration was limited,
the overall amount of data collected remains very satisfactory although not being perfect
and allows to introduce some pattern avenues that might be identified for sure during
future works.

Regarding the implementation of the honeypots and not the data they have collected,
some small limitations were also identified in the presented work. One of them is the usage
of certificates issued by the entrusted Elastic Certificate Tool Autogenerated CA. Even
though these certificates are su�cient to implement SSL encryption inside a honeypot,
this CA is not part of the trusted ones and therefore the certificate is in fact invalid. When
trying to access the deployed Kibana instance from a web browser (e.g. Google Chrome),
this would normally trigger an alert (e.g. NET:ERR_CERT_INVALID), requiring additional
actions to be bypassed. When this can be exploited by the black hat community to attack
the Elastic honeypot, it might also alert about the illegitimacy of the service. The usage
of certificates created using the elaticsearch-certutil utility therefore weakens the
scenario imagined for the deployment of the Elastic honeypot.

One can also mention as a limitation the fact that the logs generated by the Log
Generator application feeding the Elastic honeypot cannot be easily recognized as being
illegitimate. These logs are indeed created using common standards and do not contain
any clues of their illegitimacy. While this is perfectly acceptable when these logs transit
inside a dedicated space as is the case in this thesis, it could have harmful consequences
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if they were found inside a production infrastructure. One should therefore necessary be
careful when using this tool, which could be improved by the use of an identification mean
for the generated fake logs.
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Conclusion and Future work

9.1 Conclusion
In this Master’s thesis honeypots have been presented that appear to be useful tools,

not only to understand better the black hat community but also to actively protect the
infrastructure in which they are deployed. Through the definition of powerful guidelines
helping to create but also to monitor e�ciently these security devices and their illustration
by two deployments, it has been shown that, with limited resource and some skills only,
these incredible machines can collect useful information very quickly. With the definition
of an e�cient monitoring strategy for each deployment, this technology also pointed out
not to represent any security breach, as long as the right tools are properly configured
to guard it. Speaking of the used tools, it has been shown that SecureX toolkit is a
very powerful instrument to implement monitoring systems of any type, which is very
convenient for the technology presented in this thesis, regarding the unlimited scope
of honeypots. By helping a company with its safety assessment, this writing tried to
break the risk and usage stereotypes too often associated with these machines. As such,
honeypots should not be considered as high risk research systems but as an amazing active
security technology helping to protect any kind of infrastructure.

9.2 Future work
As mentioned several times in this master thesis, the honeypots scope of application is

only limited by the imagination of the one creating them. Since every individual is unique,
it is a safe bet that each deployment of these devices will have its own particularity.
Regarding in particular the honeypots created throughout this writing, they are however
several future work perspectives that naturally stand out. They are listed below.

• The RDP honeypot data set could be improved by collecting device centered met-
rics. These will allow to classify the intensity with which the foreign hosts initiated
connections with the honeypot.

• Various blacklisting policies based on the provided time and IP addresses range
data analysis could be tested to define which are really e�cient.

• Di�erent methods could be tested to increase the visibility of the created honey-
tokens for the Kibana node of the Elastic honeypot, namely its DNS name.

• A technique could be defined to ensure the detectability and non-interference (cf.
properties 3.4-3.6) of the logs created by the Log Generator application while they
are found into real infrastructure.
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