e LIEGE université m/ e
b Library '

https://lib.uliege.be https://matheo.uliege.be

Master thesis : Honeypot Evolution: Creation Guidelines and Implementation
for Third-Party Application Behavior Study Using Cisco SecureX as Monitoring Toolkit

Auteur : Deflandre, Guilian

Promoteur(s) : Donnet, Benoit; 6116

Faculté : Faculté des Sciences appliquées

Dipldme : Master : ingénieur civil en informatique, a finalité spécialisée en "computer systems security"
Année académique : 2021-2022

URI/URL : http://hdl.handle.net/2268.2/14580

Avertissement a l'attention des usagers :

Tous les documents placés en accés ouvert sur le site le site MatheO sont protégés par le droit d'auteur. Conformément
aux principes énoncés par la "Budapest Open Access Initiative"(BOAI, 2002), I'utilisateur du site peut lire, télécharger,
copier, transmettre, imprimer, chercher ou faire un lien vers le texte intégral de ces documents, les disséquer pour les
indexer, s'en servir de données pour un logiciel, ou s'en servir a toute autre fin Iégale (ou prévue par la réglementation
relative au droit d'auteur). Toute utilisation du document a des fins commerciales est strictement interdite.

Par ailleurs, I'utilisateur s'engage a respecter les droits moraux de l'auteur, principalement le droit a l'intégrité de I'oeuvre
et le droit de paternité et ce dans toute utilisation que I'utilisateur entreprend. Ainsi, a titre d'exemple, lorsqu'il reproduira
un document par extrait ou dans son intégralité, |'utilisateur citera de maniere compléte les sources telles que
mentionnées ci-dessus. Toute utilisation non explicitement autorisée ci-avant (telle que par exemple, la modification du
document ou son résume) nécessite l'autorisation préalable et expresse des auteurs ou de leurs ayants droit.




Honeypot Evolution: Creation Guide-
lines and Implementation for Third-

Party Application Behavior Study
Using Cisco SecureX as Monitoring
Toolkit - Appendices

University of Liege o | I 1o I I

School of Engineering and Computer Science c I S c o

Academic Supervisor: Prof. Benoit DONNET
Co-Supervisor: Hugues DE PRA

Master’s thesis carried out to obtain
DEFLANDRE Guilian

the degree of Master of Science in
G.Deflandre@student.uliege.be

Computer Science and Engineering



mailto:G.Deflandre@student.uliege.be

ACKNOWLEDGEMENTS

First, I would like to thank my academic supervisor, Profes-
sor Benoit Donnet, for his availability, his advices and his sup-
port during this thesis, my university training and even beyond
these scopes. I also express my gratitude to my co-supervisor,
Hugues de Pra, for his expertise and his trust. I am grateful as
well to the entire Cisco team that allowed me to live this ex-
ceptional professional experience within this unique company.
In particular, many thanks to Senad Aruc who makes this
work possible, to Evgeny Mirolyubov and Christopher Van Der
Made for their technical advices regarding Cisco’s solutions and
the rest of the Cisco Amsterdam team for their warm welcome.
I want to personally thank Chris Sanders too, who did not hes-
itate to share his broad experience about honeypots.

Further, I would like to take this opportunity to express my
special thanks to my elder brother, without whom I would
probably never have got where I am today. His wise advices
and constant encouragements have been changing me into a
better person every day, for a long time now.

Many thanks also to my girlfriend for her unwavering sup-
port and her patience during this process. To all my friends,
who have not hesitated to spend time for proofreading or to
share their honest opinions regarding my approaches, I also
want to convey my deep gratitude. I am aware of being rich in
those around me and I will never be grateful enough for their
presence in my life.

I am finally very thankful to all the people who directly or
indirectly contributed to the completion of this thesis, which
is also somehow theirs. To all of them, my sincere thanks.



Abstract

In a world where the cyber threat has never been higherl> 2 getting to know the ad-

versary is more important than ever. While traditional computer security technologies
strive to keep insiders outside the perimeter they defend, honeypots try at all cost to be
the primary targets of cyber attacks. They attempt not only to detect these last but
also to collect useful information about the black hat community. This thesis aims at
defining strong frameworks to create and monitor efficiently the limitless technology that
honeypots represent. Through two practical implementations, these frameworks will be
used to create two different type of these devices. A first low interaction honeypot will
simulate Microsoft’s remote desktop protocol for both detection and research. The second
is a medium interaction research one feigning an Elastic stack deployment. Relying on the
elaborated powerful monitoring framework, efficient strategies will be elaborated using in-
dustry IT toolkit to ensure the proper monitoring of these security tools, thus drastically
reducing the risk which is too often unfairly associated with them. The data accumulated
by these two deployments will show that in a short amount of time, a significant quantity
of valuable information, not only for the research community but also for the corporate
world, can already be collected by these devices, pointing to their promising future.
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Network Details

A.1 Cisco Laboratory Network Architecture

(éco%
| | Cisco ASA

Core Switches M

Virtual Switches ?

Virtual Infrastructure

FIGURE A.1.1

Global overview of the Cisco laboratory from Diegem and the placement of the honeypots deployed for

this thesis (blue zone). Cisco is its own network provider, managed by Cisco IT which handles most of
the network security. Two Cisco Adaptive Security Appliance (ASA) are however also present in the lab
infrastructure for this purpose.
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A.2 University of Liege Network Architecture

Belnet

—
"

Edge Routers

Core Routers

" CHU/ULiége
* .. Backbone

CHU Data Center

ULiege Data Center

FIGURE A.2.1

Global overview of the university of Liege network and the placement of the honeypots deployed for this
thesis (blue zone). Only one LAN has been illustrated here but each of the router in the backbone can be
attached to several of them. The dotted lines illustrate that the exact number of devices is not represented
on this diagram. In orange are voluntarily depicted ULiege’s data center area and their interconnections
in the university network.
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A.3 University of Liege’s Centralized Log Manage-
ment Infrastructure

University of Liege’s
Infrastructure

FIGURE A.3.1

Global overview of the university of Liege ELK stack deployments. Each of the syslog servers (using

Rsyslog, a.k.a. the rocket-fast system for log processing) is fed with logs coming from devices and
applications of the university of Liege’s infrastructure. Logstash crawl the logs in these servers, collecting
the ones matching its configured rules, reformatting them and sending them to the Elasticsearch cluster
(framed in blue). This cluster is made of 10 Elasticsearch nodes storing the collected infrastructure logs,
5 placed in ULiége’s data center and the 5 other in the CHU one (¢f. FIGURE|A.2.1]). Finally, the single
Kibana node connects to each node of the Elasticsearch cluster, offering the user friendly interface of the
centralized log management infrastructure.
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Data Analysis Details

B.1 Identified IP Sub-networks

Subnets

5.253.204.0,/24

IP Address

5.253.204.105, 5.253.204.139

Proportion of IP
Addresses

2.19%

103.128.0.0/9

103.197.196.238, 103.136.83.233

1.46%

181.214.206.0/24

181.214.206.102, 181.214.206.113,
181.214.206.131, 181.214.206.155,
181.214.206.163, 181.214.206.174,
181.214.206.185, 181.214.206.186,
181.214.206.187, 181.214.206.191,
181.214.206.200, 181.214.206.204,
181.214.206.212, 181.214.206.236,
181.214.206.243, 181.214.206.70,
181.214.206.93

12.409%

192.241.208.0/20

192.241.211.225, 192.241.212.173,
192.241.220.232, 192.241.221.151,
192.241.222.113, 192.241.222.195,
192.241.223.182, 192.241.213.94,
192.241.222.69, 192.241.223.13

7.299%

104.152.52.96 /27

104.152.52.101, 104.152.52.124

1.46%

212.102.32.0/19

212.102.34.247, 212.102.35.12,
212.102.35.135, 212.102.35.139,
212.102.35.142, 212.102.35.146,
212.102.35.152, 212.102.35.153,

212.102.35.29, 212.102.35.30, 212.102.57.214]

8.029%

36.93.18.216/29

36.93.18.219, 36.93.18.220

1.46%

45.144.0.0/12

45.146.164.28, 45.155.204.28

1.46%

45.93.201.0/24

45.93.201.224, 45.93.201.29

1.46%

91.128.0.0/9

91.188.10.146, 91.222.246.75

1.46%
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117.224.0.0/11

117.239.226.89,
117.254.110.11,
117.254.110.13,
117.254.110.15,
117.254.110.17,
117.254.110.19,
117.254.110.21,
117.254.110.23,
117.254.110.25,
117.254.110.27,
117.254.110.29,
117.254.110.31,
117.254.110.33,
117.254.110.35,
117.254.110.37,
117.254.110.39,
117.254.110.41,
117.254.110.43,
117.254.110.45,
117.254.110.47,
117.254.110.49,
117.254.110.51,

117.254.110.53,
117.254.110.8,

117.254.110.10,
117.254.110.12,
117.254.110.14,
117.254.110.16,
117.254.110.18,
117.254.110.20,
117.254.110.22,
117.254.110.24,
117.254.110.26,
117.254.110.28,
117.254.110.30,
117.254.110.32,
117.254.110.34,
117.254.110.36,
117.254.110.38,
117.254.110.40,
117.254.110.42,
117.254.110.44,
117.254.110.46,
117.254.110.48,
117.254.110.50,
117.254.110.52,
117.254.110.7,
117.254.110.9

35.036%

185.192.0.0/11

185.193.56.25,

185.222.56.78

1.46%

191.96.168.0/24

191.96.168.176,
191.96.168.197,

191.96.168.254,
191.96.168.90,

191.96.168.192,
191.96.168.226,
191.96.168.87,
191.96.168.99

6.569%

195.78.54.0,/24

195.78.54.185, 195.78.54.223, 195.78.54.225,

195.78.54.252, 195.78.54.88

4.38%

TABLE B.1.1

Identified sub-networks in the data set collected by the RDP honeypot placed in the public Internet and
the respective list of IP addresses used to identify them. These sub-networks has been derived from the
IP addresses having initiated a connection with the honeypot.
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Proportion of IP

Subnets IP Address Addresses

192.241.213.19, 192.241.222.143,
102.241.214.115, 192.241.212.81,
102.241.225.67, 192.241.225.180,
102.241.222.155, 192.241.222.91,
192.241.214.251, 192.241.213.83,
192.241.214.25, 192.241.215.230,
192.241.213.56, 192.241.212.70,
102.241.224.90, 192.241.225.82,
192.241.214.10, 192.241.226.93,
192.241.226.127, 192.241.212.191,
102.241.223.144, 192.241.202.128,
192.241.217.171, 192.241.218.80,
102.241.218.109, 192.241.216.216,
192.241.211.140, 192.241.216.163,
192.241.213.107, 192.241.223.56,
192.241.214.247, 192.241.219.60,
192.241.213.115, 192.241.219.83,
102.241.220.48, 192.241.219.66

104.152.52.0/24 104.152.52.101, 104.152.52.153 5.128%

192.241.192.0/18 92.308%

TABLE B.1.2

Identified sub-networks in the data set collected by the Elasticsearch node 1 of the Elastic honeypot placed
in the public Internet and the respective list of IP addresses used to identify them. These sub-networks
has been derived from the IP addresses having initiated a connection with the honeypot.

Proportion of IP

Subnets IP Address Addresses
5.128.0.0/9 5.253.204.105, 5.187.49.188 2.439%
104.152.52.0/24 104.152.52.101, 104.152.52.153 2.439%
35.192.0.0/10 35.195.93.98, 35.233.62.116 2.439%
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192.241.192.0/18

192.241.202.128,
192.241.211.140,
192.241.212.191,
192.241.212.220,
192.241.213.115,
192.241.213.196,
192.241.214.186,
192.241.214.251,
192.241.215.230,
192.241.216.216,
192.241.217.118,
192.241.217.171,
192.241.220.132,
192.241.220.225,
192.241.221.149,
192.241.222.177,
192.241.222.234,
192.241.224.156,
192.241.225.142,
192.241.225.163,

192.241.207.140,
192.241.211.188,
192.241.212.219,
192.241.213.107,
192.241.213.194,
192.241.214.115,
192.241.214.247,
192.241.215.106,
192.241.216.163,
192.241.217.104,
192.241.217.133,
192.241.218.109,
192.241.220.201,
192.241.221.137,
192.241.222.155,
192.241.222.231,
192.241.223.144,
192.241.224.198,
192.241.225.146,
192.241.225.180,

192.241.226.127, 192.241.212.70,
192.241.212.76, 192.241.212.81,
192.241.213.19, 192.241.213.35,
192.241.213.56, 192.241.213.83,
192.241.214.10, 192.241.214.25,
192.241.216.53, 192.241.216.55,
192.241.216.76, 192.241.218.16,
192.241.218.80, 192.241.219.60,
192.241.219.66, 192.241.219.83,
192.241.220.4, 192.241.220.48,
192.241.221.54, 192.241.222.91,
192.241.223.44, 192.241.223.56,
192.241.223.96, 192.241.224.53,
192.241.224.90, 192.241.225.67,
192.241.225.82, 192.241.226.24,
192.241.226.52, 192.241.226.93

87.805%

TABLE B.1.3

Identified sub-networks in the data set collected by the Elasticsearch node 2 of the Elastic honeypot placed
in the public Internet and the respective list of IP addresses used to identify them. These sub-networks
has been derived from the IP addresses having initiated a connection with the honeypot.

Subnets

IP Address

Proportion of IP

Addresses

5.184.0.0/13

5.187.189.246, 5.188.210.227

2.632%
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192.241.192.0/18

192.241.207.235,
192.241.211.133,
192.241.212.113,
192.241.212.160,
192.241.212.227,
192.241.213.143,
192.241.214.239,
192.241.217.154,
192.241.219.213,
192.241.222.195,
192.241.223.202,
192.241.224.191,
192.241.225.224,
192.241.192.34,
192.241.209.85,
192.241.212.75,
192.241.213.19,
192.241.214.40,
192.241.214.65,
192.241.216.32,

192.241.221.43,

192.241.222.90,
192.241.223.55,
192.241.223.72,
192.241.224.67,
192.241.225.29,
192.241.225.67,

192.241.208.242,
192.241.212.102,
192.241.212.134,
192.241.212.219,
192.241.212.230,
192.241.214.222,
192.241.216.128,
192.241.217.227,
192.241.222.113,
192.241.223.101,
192.241.223.207,
192.241.225.100,
192.241.225.240,
192.241.196.83,
192.241.212.70,
192.241.212.97,
192.241.213.80,
192.241.214.50,
192.241.215.35,
192.241.220.12,
192.241.222.4,
192.241.223.11,
192.241.223.66,
192.241.224.61,
192.241.225.16,
192.241.225.56,
192.241.226.62,

192.241.226.77

72.368%

TABLE B.1.4

Identified sub-networks in the data set collected by the Kibana node of the Elastic honeypot placed in
the public Internet and the respective list of IP addresses used to identify them. These sub-networks has
been derived from the IP addresses having initiated a connection with the honeypot.

B.2 Identified Autonomous Systems

AS
Number

IP Addresses

191.96.168.176, 191.96.168.192,
191.96.168.197, 191.96.168.226,

IP Address
Count

174

191.96.168.254, 191.96.168.87,
191.96.168.90, 191.96.168.99,
191.96.185.224, 195.78.54.185,
195.78.54.223, 195.78.54.225,
195.78.54.252, 195.78.54.88

14

Proportion of

IP Addresses

10.219%
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181.214.206.102, 181.214.206.113,
181.214.206.131, 181.214.206.155,
181.214.206.163, 181.214.206.174,
181.214.206.185, 181.214.206.186,
3257 181.214.206.187, 181.214.206.191, 17 12.409%
181.214.206.200, 181.214.206.204,
181.214.206.212, 181.214.206.236,
181.214.206.243, 181.214.206.70,
181.214.206.93
3269 80.21.180.50 1 0.73%
3462 220.128.240.221 1 0.73%
4192 129.150.99.216 1 0.73%
5384 2.50.147.164 1 0.73%
7713 36.93.18.219, 36.93.18.220 2 1.46%
7922 50.215.30.198 1 0.73%
8151 187.195.37.141, 201.103.58.1 2 1.46%
8452 41.41.117.44 1 0.73%
9009 5.253.204.105, 5.253.204.139 2 1.46%
14987 104.152.52.101, 104.152.52.124 2 1.46%
15924 195.87.254.102 1 0.73%
17623 112.91.139.237 1 0.73%
24560 106.214.116.85 1 0.73%
107.172.13.161, 198.23.149.111,
36352 23.94.255.80 s 2.19%
42398 185.193.56.25 1 0.73%
43279 91.188.10.146 1 0.73%
45102 8.214.18.137 1 0.73%
45769 114.79.151.170 1 0.73%
49505 45.146.164.28, 45.155.204.28 2 1.46%
50340 45.93.201.224, 45.93.201.29 2 1.46%
51167 207.180.210.75 1 0.73%
51447 185.222.56.78 1 0.73%
52180 91.222.246.75 1 0.73%
60068 212.102.34.247 1 0.73%
134714 103.197.196.238 1 0.73%
137678 103.136.83.233 1 0.73%
208091 87.251.75.64, 94.232.42.169 2 1.46%
211632 5.181.86.17 1 0.73%
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9829

117.239.226.89,
117.254.110.11,
117.254.110.13,
117.254.110.15,
117.254.110.17,
117.254.110.19,
117.254.110.21,
117.254.110.23,
117.254.110.25,
117.254.110.27,
117.254.110.29,
117.254.110.31,
117.254.110.33,
117.254.110.35,
117.254.110.37,
117.254.110.39,
117.254.110.41,
117.254.110.43,
117.254.110.45,
117.254.110.47,
117.254.110.49,
117.254.110.51,

117.254.110.53,
117.254.110.8,

117.254.110.10,
117.254.110.12,
117.254.110.14,
117.254.110.16,
117.254.110.18,
117.254.110.20,
117.254.110.22,
117.254.110.24,
117.254.110.26,
117.254.110.28,
117.254.110.30,
117.254.110.32,
117.254.110.34,
117.254.110.36,
117.254.110.38,
117.254.110.40,
117.254.110.42,
117.254.110.44,
117.254.110.46,
117.254.110.48,
117.254.110.50,
117.254.110.52,
117.254.110.7,
117.254.110.9

48

35.036%

14061

192.241.211.225, 192.241.212.173,
192.241.220.232, 192.241.221.151,
192.241.222.113, 192.241.222.195,

192.241.223.182, 164.92.202.31,

192.241.213.94,

192.241.222.69,

192.241.223.13

11

8.029%

212238

212.102.35.12, 212.102.35.135,
212.102.35.139, 212.102.35.142,
212.102.35.146, 212.102.35.152,

212.102.35.153,

212.102.35.29,

212.102.35.30, 212.102.57.214

10

7.299%

TABLE B.2.1

Identified autonomous system numbers for the IP addresses in the data set collected by the RDP honeypot

placed in the public Internet.
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AS IP Address Proportion of
Number I Lelohierres Count IP Addresses

192.241.213.19, 192.241.222.143,
192.241.214.115, 192.241.212.81,
192.241.225.67, 192.241.225.180,
192.241.222.155, 192.241.222.91,
192.241.214.251, 192.241.213.83,
192.241.214.25, 192.241.215.230,
192.241.213.56, 192.241.212.70,
192.241.224.90, 192.241.225.82,
192.241.214.10, 192.241.226.93,
14061 192.241.226.127, 192.241.212.191, 37 94.872%
192.241.223.144, 192.241.202.128,
192.241.217.171, 192.241.218.80,
198.199.114.60, 192.241.218.109,
192.241.216.216, 192.241.211.140,
192.241.216.163, 192.241.213.107,
192.241.223.56, 192.241.214.247,
192.241.219.60, 192.241.213.115,
192.241.219.83, 192.241.220.48,
192.241.219.66

14987 104.152.52.101, 104.152.52.153 2 5.128%

TABLE B.2.2
Identified autonomous system numbers for the IP addresses in the data set collected by the Elasticsearch
node 1 of the Elastic honeypot placed in the public Internet.

AS IP Address Proportion of

Number 1P Addresses Count 1P deresses
9009 5.253.204.105 1 1.22%
10439 66.240.192.138 1 1.22%
14987 104.152.52.101, 104.152.52.153 2 2.439%
15169 34.140.248.32, 35.233.62.116 2 2.439%
56048 223.71.167.163 1 1.22%
197155 5.187.49.188 1 1.22%
396982 35.195.93.98 1 1.22%
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14061

192.241.202.128, 192.241.207.140,
192.241.211.140, 192.241.211.188,
192.241.212.191, 192.241.212.219,
192.241.212.220, 192.241.213.107,
192.241.213.115, 192.241.213.194,
192.241.213.196, 192.241.214.115,
192.241.214.186, 192.241.214.247,
192.241.214.251, 192.241.215.106,
192.241.215.230, 192.241.216.163,
192.241.216.216, 192.241.217.104,
192.241.217.118, 192.241.217.133,
192.241.217.171, 192.241.218.109,
192.241.220.132, 192.241.220.201,
192.241.220.225, 192.241.221.137,
192.241.221.149, 192.241.222.155,
192.241.222.177, 192.241.222.231,
192.241.222.234, 192.241.223.144,
192.241.224.156, 192.241.224.198,
192.241.225.142, 192.241.225.146,
192.241.225.163, 192.241.225.180,
192.241.226.127, 192.241.212.70,
192.241.212.76, 192.241.212.81,
192.241.213.19, 192.241.213.35,
192.241.213.56, 192.241.213.83,
192.241.214.10, 192.241.214.25,
192.241.216.53, 192.241.216.55,
192.241.216.76, 192.241.218.16,
192.241.218.80, 192.241.219.60,
192.241.219.66, 192.241.219.83,
192.241.220.4, 192.241.220.48,
192.241.221.54, 192.241.222.91,
192.241.223.44, 192.241.223.56,
192.241.223.96, 192.241.224.53,
192.241.224.90, 192.241.225.67,
192.241.225.82, 192.241.226.24,
192.241.226.52, 192.241.226.93,
198.199.114.60

73

89.024%

TABLE B.2.3

Identified autonomous system numbers for the IP addresses in the data set collected by the Elasticsearch

node 2 of the Elastic honeypot placed in the public Internet.

AS IP Address Proportion of
Number L Luclghieares Count IP Addresses
113.103.80.48, 123.52.172.151,
4134 171.13.39.193 3 3-947%
5466 86.42.233.73 1 1.316%
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5483

5.187.189.246

1.316%

6939

184.105.139.67

1.316%

9121

194.54.56.42

1.316%

10292

208.138.25.30

— | = =] =

1.316%

14061

192.241.207.235,
192.241.211.133,
192.241.212.113,
192.241.212.160,
192.241.212.227,
192.241.213.143,
192.241.214.239,
192.241.217.154,
192.241.219.213,
192.241.222.195,
192.241.223.202,
192.241.224.191,
192.241.225.224,

198.199.113.212,

192.241.196.83,
192.241.212.70,
192.241.212.97,
192.241.213.80,
192.241.214.50,
192.241.215.35,
192.241.220.12,

102.241.208.242,
192.241.212.102,
102.241.212.134,
102.241.212.219,
102.241.212.230,
102.241.214.222,
192.241.216.128,
102.241.217.227,
102.241.222.113,
192.241.223.101,
192.241.223.207,
192.241.225.100,
102.241.225.240,
192.241.192.34,
102.241.209.85,
102.241.212.75,
102.241.213.19,
102.241.214.40,
102.241.214.65,
102.241.216.32,
102.241.221.43,

192.241.222.4, 192.241.222.90,

192.241.223.11,
192.241.223.66,
192.241.224.61,
192.241.225.16,
192.241.225.56,

192.241.226.62,

192.241.223.55,
192.241.223.72,
192.241.224.67,
192.241.225.29,
192.241.225.67,
192.241.226.77

o6

73.684%

14618

44.202.76.90

1.316%

14987

104.152.52.124

1.316%

34665

5.188.210.227

1.316%

40913

208.93.152.31

1.316%

49505

45.155.204.146

1.316%

49544

185.189.182.234

1.316%

50113

185.40.4.96

1.316%

56040

120.239.150.213

1.316%

63949

172.104.15.201

1.316%

202425

94.102.61.8

1.316%

213220

109.248.6.5

— | = | = === == ===

1.316%
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394695 103.76.228.216 1 1.316%

TABLE B.2.4
Identified autonomous system numbers for the TP addresses in the data set collected by the Kibana node
of the Elastic honeypot placed in the public Internet.
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