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          JXC*F/Controller 
Safety Instructions 

 
 
These safety instructions are intended to prevent hazardous situations and/or equipment damage. 
These instructions indicate the level of potential hazard with the labels of “Caution,” “Warning” or 
“Danger.” 
They are all important notes for safety and must be followed in addition to International Standards 
(ISO/IEC)*1) , and other safety regulations. 
*1) ISO 4414: Pneumatic fluid power -- General rules relating to systems. 
  ISO 4413: Hydraulic fluid power -- General rules relating to systems. 
  IEC 60204-1: Safety of machinery -- Electrical equipment of machines .(Part 1: General requirements) 
  ISO 10218: Manipulating industrial robots -Safety.     etc.   

 
 Caution Caution indicates a hazard with a low level of risk which, if not avoided, could result 

in minor or moderate injury. 
 
 Warning Warning indicates a hazard with a medium level of risk which, if not avoided, could 

result in death or serious injury. 
 
 Danger Danger indicates a hazard with a high level of risk which, if not avoided, will result 

in death or serious injury. 
 

Warning 
1. The compatibility of the product is the responsibility of the person who designs the equipment 

or decides its specifications. 
Since the product specified here is used under various operating conditions, its compatibility with specific 
equipment must be decided by the person who designs the equipment or decides its specifications based on 
necessary analysis and test results.  
The expected performance and safety assurance of the equipment will be the responsibility of the person 
who has determined its compatibility with the product.  
This person should continuously review all specifications of the product referring to its latest catalog 
information, with a view to giving due consideration to any possibility of equipment failure when configuring 
the equipment. 

2. Only personnel with appropriate training should operate machinery and equipment. 
The product specified here may become unsafe if handled incorrectly. 
The assembly, operation and maintenance of machines or equipment including our products must be 
performed by an operator who is appropriately trained and experienced. 

3. Do not service or attempt to remove product and machinery/equipment until safety is confirmed. 
1.The inspection and maintenance of machinery/equipment should only be performed after measures to  

prevent falling or runaway of the driven objects have been confirmed. 
2.When the product is to be removed, confirm that the safety measures as mentioned above are 
implemented 
  and the power from any appropriate source is cut, and read and understand the specific product 
precautions 
  of all relevant products carefully. 
3. Before machinery/equipment is restarted, take measures to prevent unexpected operation and 
malfunction. 

4. Contact SMC beforehand and take special consideration of safety measures if the product is to 
be used in any of the following conditions. 
1. Conditions and environments outside of the given specifications, or use outdoors or in a place exposed to 
  direct sunlight. 
2. Installation on equipment in conjunction with atomic energy, railways, air navigation, space, shipping, 

 vehicles, military, medical treatment, combustion and recreation, or equipment in contact with food and 
 beverages, emergency stop circuits, clutch and brake circuits in press applications, safety equipment or 
 other applications unsuitable for the standard specifications described in the product catalog. 

3. An application which could have negative effects on people, property, or animals requiring special safety  
analysis. 

4.Use in an interlock circuit, which requires the provision of double interlock for possible failure by using a 
mechanical protective function, and periodical checks to confirm proper operation. 
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                JXC*F/Controller 

Safety Instructions 
 
 

Caution 
The product is provided for use in manufacturing industries.  

The product herein described is basically provided for peaceful use in manufacturing industries.  
If considering using the product in other industries, consult SMC beforehand and exchange 
specifications or a contract if necessary.  

If anything is unclear, contact your nearest sales branch. 
 

Limited warranty and Disclaimer/Compliance Requirements 
The product used is subject to the following “Limited warranty and Disclaimer” and “Compliance 
Requirements”. 
Read and accept them before using the product. 
 

Limited warranty and Disclaimer                                       
1.The warranty period of the product is 1 year in service or 1.5 years after the product is 

delivered,whichever is first. *2) 
Also, the product may have specified durability, running distance or replacement parts. Please 
consult your nearest sales branch. 

2. For any failure or damage reported within the warranty period which is clearly our responsibility, 
 a replacement product or necessary parts will be provided. 
This limited warranty applies only to our product independently, and not to any other damage 

 incurred due to the failure of the product. 
3. Prior to using SMC products, please read and understand the warranty terms and disclaimers  

noted in the specified catalog for the particular products. 
 *2) Vacuum pads are excluded from this 1 year warranty. 
    A vacuum pad is a consumable part, so it is warranted for a year after it is delivered. 

Also, even within the warranty period, the wear of a product due to the use of the vacuum 
pad or failure due to the deterioration of rubber material are not covered by the limited 

 warranty. 
 

Compliance Requirements 
1. The use of SMC products with production equipment for the manufacture of weapons of mass 

destruction (WMD) or any other weapon is strictly prohibited. 

2. The exports of SMC products or technology from one country to another are governed by the 
relevant security laws and regulation of the countries involved in the transaction. Prior to the 
shipment of a SMC product to another country, assure that all local rules governing that export 
are known and followed. 

 
 
 
 
 

Caution 

SMC products are not intended for use as instruments for legal metrology. 
Measurement instruments that SMC manufactures or sells have not been qualified by type approval 
tests relevant to the metrology (measurement) laws of each country.  
Therefore, SMC products cannot be used for business or certification ordained by the metrology 
(measurement) laws of each country. 
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Fieldbus System/ 
Industrial IoT Cybersecurity 

In recent years, factories have introduced industrial IoT, building up complex networks of 
production machines. These systems may be subject to a new threat, cyberattack. To protect the 
industrial IoT from cyberattacks, it is important to take multiple measures (multi-layer protection) 
for IoT devices, networks and clouds. 
For this purpose, SMC recommends that the following measures are always taken into 
consideration. For further details of the following measures, please see security information 
published by your countries security agencies. 
 

1. Do not connect the devices via a public network. 
• If you unavoidably need to access the device or cloud via a 
public network, ensure to use a secure, private network 
such as VPN. 
• Do not connect an office IT network and factory IoT network. 
2. Build a firewall to prevent a threat from entering 
the device and system. 
• Set up a router or firewall at network boundaries to allow 
minimum required communications. 
• Disconnect from the network or turn off the device, if no 
continuous connection is required. 
3. Physically block access to unused communication 
ports or disable them. 
• Inspect regularly each port if any unnecessary device is 
connected to the network system. 
• Operate necessary services (SSH, FTP, SFTP, etc.) only. 
• Set a transmission range of the device using a wireless 
LAN or other radio system to the minimum required and 
use only devices approved according to the radio act in the 
country concerned. 
• Install a device generating radio waves in such place as 
there is no interference from indoor or outdoor. 
4. Set up a secure communication method such as 
data encryption. 
• Encrypt data in every environment, including IoT networks, 
secure gate-way connections, for secure communications. 
5. Grant access permissions by user accounts and 
limit the number of users. 
• Regularly review accounts and delete all unused accounts 
or permissions. 
• Establish an account lockout system to block an access to 
the account for a certain period if log-in fails more than the 
given threshold. 
6. Protect passwords. 
• Change the default password when you first use the device 
or system. 
• Choose a long password (minimum 8 characters) using a 
mix of different letters and characters to make the password 
more secure and harder to hack. 
 

7. Use the latest security software. 
•Install antivirus software on all computers to detect and 
remove viruses. 
• Keep the antivirus software up to date. 
8. Use the latest version of the device and system 
software. 
• Apply patches to keep the OS and applications up to date. 
9. Monitor and detect abnormalities in the network. 
• Keep monitoring the network for any abnormalities to take a 
prompt measure and issue an alert if any abnormality is 
detected. 
Install an intrusion detection system (IDS) and intrusion 
prevention system (IPS). 
10. Delete data from devices when disposed of. 
• Before disposing of any IoT devices, delete stored data or 
physically destruct media to prevent any misuse of the 
data. 
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1.1.4.  Error Detection 
 The product will detect certain errors in the safety sub-function see Section 11.6.1 for details.  
 

1.1.5. Do not carry out any repairs or modifications 
It is prohibited for the user to carry out repair work or make modifications to the motor controller 
unit. The housing must not be opened. The controller unit is protected against tampering by means 
of security labels. The security label is damaged in the event of unauthorized repairs or opening of 
the housing. In this case, the correct operation of the safety product can no longer be ensured, and 
any warranty is invalidated. 
 

In the event of an unrecoverable error, send the product to SMC or contact SMC immediately. 
 

 
1.1.6. Mismatching and polarity reversal of connections 

Take care to avoid the mismatching, polarity reversal or tampering of connections. 
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Figure 2-1: General block diagram of STO sub-function. 
 
When the STO is demanded, the non-safety stop signal (EMG) will also be activated internally and 
independently. 
The safety sub-function implementations are hardware based, so no software parameters are 
configurable in terms of safety. 
 

2.1.2. STO Sub-function Residual Risks 
 
See Section 16: Specific Precautions for STO Sub-function. 
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2.2. How to Order 

 

  
 

2.3. Product Configuration 
 

 
Figure 2-2: General product configuration. 

 
For configuration of the safety related parts, please refer to Section 3.4.2: STO STO Plug and 
Section 11.6: SS1-t Operation.  
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Table 3-5: Identification of controller parts. 
No. Components Function 

1 
Controller part number 
label 

Label indicating the controller part number. 

2 FE 
Functional Earth. 
When the controller is mounted, tighten screws and connect the 
grounding cable. 

3 PWR 

Power supply connector (5 poles). 
Connect to the controller power supply (24VDC) using the power 
supply plug. See Section 3.4.1 for pin assignment of power supply 
plug. 

4 STO 
STO Connector (5 poles). 
Connect to the controller responsible for STO sub-function control. 
See Section 3.4.2 for pin assignment of STO plug. 

5 MOT 
Motor driving connector (6 poles). 
Connect to the actuator cable. 

6 ENC 
Encoder connector (16 poles). 
Connect to the actuator cable. 

7 SI 
Serial I/O connector (8 poles). 
Connector for the teaching box (LEC-T1) or the setting 
communication cable (JXC-W2-C). 

8 
Applicable actuator part 
number label 

Label indicating the actuator part number which can be connected to 
the controller. 

9 LED LEDs to indicate the controller status. 

10 Rotary switch 
Switches to set the address for EtherNet/IP and EtherCAT (excluding 
PROFINET/IO-Link). 

11 
Communication 
connector 

Connector for fieldbus connection. 

12 MAC Address label 
Label indicating the MAC address of the product for PROFINET and 
EtherNet/IP (excluding IO-Link/EtherCAT). 

13 Security label Please refer to following note below. 

14 Safety HW version label Label indicating the Safety HW version. 

15 Non-Safety version label Label indicating the Non-Safety version. 

16 Serial number label Label indicating the serial number 
Note : It is prohibited for the user to carry out repair work or make modifications to the controller. The housing 

must not be opened. The controller is protected against tampering by means of security labels. The 
security label is damaged in the event of unauthorized repairs or opening of the housing. In this case, 
the correct operation of the controller can no longer be ensured. 
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3.4.3.  Labelling 
 

 
 

Figure 3-4 Production label 
 
 

 
Hardware version : 1.1 and Higher 

Figure 3-5 Safety HW version label 
 
 
  

Product number 




















































