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A Application as a Proof of Concept

The first part of this appendix will be dedicated to the different components that were
developed to create the application associated with this thesis. As part of the internship
at Intech related to my final year project, we had to develop an application serving
as a proof of concept. This application will be a draft of the project and will allow
Intech to demonstrate to their clients the kind of application Intech is capable of creating.
According to Intech, we developed the application using Dash by Plotly. Dash by Plotly
is a framework that allows us to create the front end of our application directly in Python.
This ensures that if the project is continued later by another Intech collaborator, they
will have no difficulty understanding the front end, having a data scientist profile and
thus skills in Python. Additionally, Plotly enables the creation of callbacks, linking user
input values with displayed values (e.g., selecting a variable to display on a graph). All
parts of the application can be found in the Application folder.

A.1 Model Selection

The first feature of our application simply shows the user the different results of the models
on the test set after training, as seen in Figure 21. Furthermore, as shown in the red box
in Figure 21, users can input the costs of different errors that the models might make.
Based on these inputs, we select the most suitable pre-trained model implementation for
the specified costs. At Intech’s request, for each model, we specify whether the model is
interpretable and indicate the associated costs based on its errors.

A.2 Prediction and Interpretability

Once we select the model, we move to the second page of our application where we can
find information related to the model’s predictions. At Intech’s request, it is possible to
select a time period that will define the data represented on the graphs. On this page, we
can find several pieces of information listed below:

1. First, on Figure 25 we can see a graph representing the number of predicted trans-
actions over time, with fraudulent transactions in black and legitimate transactions
in orange. Additionally, the same block contains statistics on the predictions.

2. Then on Figure 23 we can see, if an interpretable model was selected on the previous
page, it is possible to interpret the results of a prediction. By clicking on a prediction
on the graph, it will be locally interpreted in the second block. Note that due to
time constraints, we were unable to incorporate SHAP values into the application.

3. After selecting the model, it is possible to manually input values for the different
variables to determine if a transaction would be classified as fraud or legitimate by
the model. Moreover, if the selected model is interpretable, we will have the local
explanation of the model’s prediction as we can see on Figure 24.

4. If the selected model is Explainable Boosting, we can access graphs of the variable
weights specific to this model. These graphs provide great interpretability of the
results. as we can see on Figure 26

5. Finally, we display the global average weights of the different variables for all models
as we can see on Figure 27.
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B Tabular

This section contains all the tables that may be useful for reading this thesis but are not
essential and do not provide any major insights.

VIF | Variable
12.11 | Amount
4.42 V2
2.91 A\
2.80 Vb
2.51 | Intercept
2.39 V20
1.62 V1
1.56 V6
1.53 V3
1.15 V23
1.13 V21
1.12 V8
1.12 V10
1.11 V4
1.05 V22
1.03 V19
1.02 V25
1.02 V9
1.01 V18
1.01 V14
1.01 V27
1.00 V28
1.00 V12
1.00 V17
1.00 V13
1.00 V24
1.00 V16
1.00 V26
1.00 V15
1.00 Vi1

Table 8: VIF and corresponding variables
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Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.948 0.999 0.837 0.967 0.738 0.853
XGBoost 0.978 1.000 0.857 0.940 0.788 0.864
Light GBM 0.615 0.993 0.186 0.117 0.450 0.284
EBM 0.986 1.000 0.869 0.969 0.788 0.879
Table 9: Model performance with original data
Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.950 0.999 0.876 0.957 0.807 0.882
XGBoost 0.985 1.000 0.890 0.958 0.831 0.895
Light GBM 0.638 0.996 0.241 0.195 0.313 0.255
EBM 0.981 1.000 0.885 0.945 0.831 0.888

Table 10: Model performance for the data without duplicates

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.948 0.999 0.837 0.967 0.738 0.853
XGBoost 0.981 1.000 0.863 0.955 0.788 0.871
Light GBM 0.767 0.998 0.454 0.370 0.588 0.479
EBM 0.986 1.000 0.869 0.969 0.788 0.879
Table 13: Model performance with minmax scaler
Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.948 0.999 0.837 0.967 0.738 0.853
XGBoost 0.978 1.000 0.857 0.940 0.788 0.864
LightGBM 0.351 0.984 0.046 0.026 0.225 0.126
EBM 0.986 1.000 0.869 0.969 0.788 0.879
Table 14: Model performance with standard scaler
Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest (0.948 0.999 0.837 0.967 0.738 0.853
XGBoost 0.978 1.000 0.857 0.940 0.788 0.864
Light GBM 0.669 0.996 0.301 0.230 0.438 0.334
EBM 0.986 1.000 0.869 0.969 0.788 0.879

Table 15: Model performance with robust scaler

72



Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.981 0.998 0.182 1.000 0.100 0.551
XGBoost 0.971 0.998 0.182 1.000 0.100 0.551
Light GBM 0.499 0.998 0.000 0.000 0.000 0.001
EBM 0.663 0.998 0.025 1.000 0.013 0.507

Table 11: Model Performance without the outliers (Z-score)

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest (0.984 0.999 0.580 0.690 0.500 0.595
XGBoost 0.962 0.998 0.239 0.917 0.138 0.528
Light GBM 0.392 0.997 0.000 0.000 0.000 0.001
EBM 0.768 0.998 0.087 0.333 0.050 0.193

Table 12: Model performance without the outliers (Isolation Forest)

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.951 0.999 0.848 0.859 0.838 0.848
XGBoost 0.982 0.999 0.855 0.861 0.850 0.856
Light GBM 0.983 0.999 0.852 0.880 0.825 0.853
EBM 0.987 0.999 0.830 0.835 0.825 0.830

Table 16: Model performance with original random under sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.957 0.999 0.807 0.779 0.838 0.808
XGBoost 0.980 0.999 0.863 0.863 0.863 0.863
Light GBM 0.979 0.999 0.834 0.819 0.850 0.835
EBM 0.991 0.999 0.834 0.819 0.850 0.835

Table 17: Model performance with standard random under sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.961 0.999 0.805 0.786 0.825 0.806
XGBoost 0.978 0.999 0.741 0.642 0.875 0.759
Light GBM 0.974 0.999 0.817 0.775 0.863 0.819
EBM 0.985 0.999 0.817 0.775 0.863 0.819

Table 18: Model performance with standard cluster under sampling
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Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.957 0.999 0.843 0.848 0.838 0.843
XGBoost 0.984 0.999 0.857 0.852 0.863 0.857
Light GBM 0.981 0.999 0.830 0.835 0.825 0.830
EBM 0.989 0.999 0.848 0.859 0.838 0.848

Table 19: Model performance with robust random under sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.955 1.000 0.884 0.970 0.813 0.891
XGBoost 0.984 1.000 0.872 0.895 0.850 0.873
Light GBM 0.974 1.000 0.873 0.885 0.863 0.874
EBM 0.983 1.000 0.880 0.943 0.825 0.884

Table 20: Model performance with original random over sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.970 0.999 0.861 0.872 0.850 0.861
XGBoost 0.984 0.999 0.863 0.863 0.863 0.863
Light GBM 0.985 0.999 0.836 0.812 0.863 0.837
EBM 0.980 0.999 0.829 0.810 0.850 0.830
Table 21: Model performance with original smote
Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.970 0.999 0.850 0.850 0.850 0.850
XGBoost 0.987 0.999 0.863 0.863 0.863 0.863
Light GBM 0.961 0.999 0.812 0.788 0.838 0.813
EBM 0.982 0.999 0.814 0.782 0.850 0.816
Table 22: Model performance with original adasyn
Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.942 1.000 0.877 0.970 0.800 0.885
XGBoost 0.985 1.000 0.882 0.931 0.838 0.884
Light GBM 0.972 1.000 0.868 0.917 0.825 0.871
EBM 0.983 1.000 0.872 0.942 0.813 0.877

Table 23: Model performance with original borderline smote
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Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.948 1.000 0.871 0.955 0.800 0.878
XGBoost 0.981 1.000 0.857 0.940 0.788 0.864
Light GBM 0.967 0.999 0.834 0.887 0.788 0.838
EBM 0.982 1.000 0.878 0.956 0.813 0.884
Table 24: Model performance with original svm smote
Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.954 1.000 0.875 0.984 0.788 0.886
XGBoost 0.977 1.000 0.896 0.932 0.863 0.898
Light GBM 0.968 0.999 0.854 0.870 0.838 0.854
EBM 0.983 1.000 0.892 0.971 0.825 0.898

Table 25: Model performance with minmax random over sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.961 1.000 0.884 0.970 0.813 0.891
XGBoost 0.981 1.000 0.889 0.932 0.850 0.891
Light GBM 0.965 0.999 0.848 0.859 0.838 0.848
EBM 0.985 1.000 0.865 0.941 0.800 0.871

Table 26: Model performance with standard random over sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.967 1.000 0.869 0.969 0.788 0.879
XGBoost 0.982 1.000 0.895 0.944 0.850 0.897
Light GBM 0.973 1.000 0.866 0.883 0.850 0.867
EBM 0.985 1.000 0.886 0.957 0.825 0.891

Table 27: Model performance with robust random over sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.954 1.000 0.890 0.985 0.813 0.899
XGBoost 0.986 1.000 0.870 0.905 0.838 0.872
Light GBM 0.976 0.999 0.841 0.857 0.825 0.841
EBM 0.980 1.000 0.864 0.854 0.875 0.864

Table 28: Model performance with robust borderline smote
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Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.963 0.999 0.857 0.892 0.825 0.859

XGBoost 0.983 0.999 0.864 0.854 0.875 0.864
Light GBM 0.979 0.999 0.826 0.793 0.863 0.828
EBM 0.978 0.999 0.817 0.775 0.863 0.819

Table 29: Model performance with original random under sampling random over sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.969 0.999 0.841 0.821 0.863 0.842
XGBoost 0.986 0.999 0.811 0.747 0.888 0.818
Light GBM 0.979 0.999 0.819 0.769 0.875 0.822
EBM 0.984 0.999 0.814 0.761 0.875 0.818

Table 30: Model performance with original random under sampling borderline smote

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.955 0.999 0.831 0.802 0.863 0.833
XGBoost 0.986 0.999 0.838 0.805 0.875 0.840
Light GBM 0.979 0.999 0.833 0.795 0.875 0.835
EBM 0.987 0.999 0.817 0.775 0.863 0.819

Table 31: Model performance with original random under sampling svm smote

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.957 0.999 0.838 0.838 0.838 0.838
XGBoost 0.981 0.999 0.812 0.767 0.863 0.815
Light GBM 0.974 0.999 0.807 0.758 0.863 0.810
EBM 0.977 0.999 0.810 0.773 0.850 0.811

Table 32: Model performance with minmax random under sampling random over sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.970 0.999 0.795 0.729 0.875 0.802
XGBoost 0.987 0.999 0.683 0.560 0.875 0.718
Light GBM 0.982 0.999 0.667 0.538 0.875 0.707
EBM 0.978 0.997 0.494 0.351 0.838 0.594

Table 33: Model performance with minmax random under sampling smote

76



Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.955 0.999 0.829 0.810 0.850 0.830

XGBoost 0.972 0.999 0.758 0.676 0.863 0.770
Light GBM 0.968 0.997 0.543 0.397 0.863 0.630
EBM 0.977 0.994 0.335 0.208 0.863 0.535

Table 34: Model performance with minmax_ cluster under sampling random over sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.972 0.999 0.773 0.693 0.875 0.784
XGBoost 0.984 0.998 0.598 0.455 0.875 0.665
Light GBM 0.976 0.998 0.593 0.449 0.875 0.662
EBM 0.987 0.996 0.419 0.274 0.888 0.581

Table 35: Model performance with minmax cluster under sampling smote

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.970 0.999 0.823 0.833 0.813 0.823
XGBoost 0.982 0.999 0.836 0.812 0.863 0.837
Light GBM 0.977 0.999 0.812 0.767 0.863 0.815
EBM 0.975 0.999 0.805 0.764 0.850 0.807

Table 36: Model performance with standard random under sampling random over sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.956 0.999 0.828 0.844 0.813 0.828
XGBoost 0.988 0.999 0.798 0.724 0.888 0.806
Light GBM 0.978 0.999 0.800 0.737 0.875 0.806
EBM 0.984 0.999 0.723 0.622 0.863 0.742

Table 37: Model performance with standard random under sampling borderline smote

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.979 0.999 0.821 0.784 0.863 0.823
XGBoost 0.985 0.999 0.795 0.729 0.875 0.802
Light GBM 0.976 0.999 0.767 0.690 0.863 0.776
EBM 0.986 0.999 0.724 0.612 0.888 0.750

Table 38: Model performance with standard random under sampling svm_smote
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Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.957 0.999 0.850 0.890 0.813 0.852

XGBoost 0.981 0.999 0.848 0.824 0.875 0.849
Light GBM 0.978 0.999 0.838 0.805 0.875 0.840
EBM 0.977 0.999 0.824 0.800 0.850 0.825

Table 39: Model performance with robust random under sampling random over sampling

Model AUC Accuracy F1 Precision Recall PR AUC
Random Forest 0.961 0.999 0.845 0.968 0.750 0.859
XGBoost 0.980 1.000 0.857 0.940 0.788 0.864
Light GBM 0.627 0.997 0.332 0.252 0.488 0.370
EBM 0.986 1.000 0.861 0.969 0.775 0.872

Table 40: Model performance with original
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C Figures

This section contains all the figures that may be useful for reading this thesis but are not
essential and do not provide any major insights.

Correlation matrix

Class

Figure 18: Correlation Matrix
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Overview Modelling

Model selection

Average admnistrative cost

200

@

Name: Lightgbm
Financial cost: 5700
Interpretability of the model: No
Choose this model

not fraud fraud

not fraud,

fraud

_ l40k

Figure 21: Model selection page of Detection fraud application

Overview Modelling

Number of legitimate transfer

Jan 2, 2019 Most frequent

Model chosen: Explainableboosting

Predictions of fraudulent transfer made in the selected time interval

Q @
Type Fraudulent Legitimate
—— legitimate —— fraudulent
Number of
transaction &3 S
L
3
E Total amount 30020.55  4432095.95
40 5
©
30 § Mean amount 536.08 78.18
el
5
20 3 Median amount 2.95 18.04
£
10 =

Maximal amount 25691.16  10199.44

17:00 18:00 19:00 20:00 21:00 22:00 23:00

Temps amount o 1

Explanation for the prediction selected on the graph

Number of features or features combination to

Figure 22: Prediction and explication page of Detection fraud application
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Overview Modelling

Explanation for the prediction selected on the graph

Time V1 v2 v3 v4 V5 v7 v8 Vo vio Vi1 vi2 V13 V14

<
o

159844 -0.4081 3.1329 -3.098 58039 0.8906 -0.5015 -0.4401 0.5918 -3.2677 -2.2231 0.7571 -3.5018 0.2467 -6.0656

V15 v1ie v17 V18 v19 V20 21 va22 va3 V24 V25 V26 va7 vag Amount

<

0.3396 -1.0057 0.3343 0.4213 1.2471 0.4996 0.0985 -0.5384 -0.218 -1.0427 0.3144 0.5432 0.2339 0.1196 45.51

Prediction: Fraud

Number of features or features combination to
display:
Features Importance for the Selected Prediction for the top 10 Scores

10 x v

Name of the Variables

<
S

o
o
N
°
S
o
o
o
@
N
N
o

Figure 23: Prediction and explication page of Detection fraud application

Overview Modelling ‘
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Prediction: Not Fraud
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Figure 24: Prediction and explication page of Detection fraud application
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Modelling

Model chosen: Explainableboosting

Start Date Predictions of fraudulent transfer made in the selected time interval
@
hours Type
minutes —— legitimate —— fraudulent Number of
Select transaction
seconds & sok 50
z &
Select... & i Total amount
S a0k 40 5
-1 5
= o
£ s 0 3 Mean amount
hours g b
et " 5 .
23 o 0 2 g Median amount
b3
minutes g 10k 10 5
E]
59.0 z Maximal amount
seconds o 0
17:00 18:00 19:00 20:00 21:00 22:00 23:00
Select Jan 2, 2019 Most frequent

Temps amount

Explanation for the prediction selected on the graph
Number of features or features combination to

Fraudulent Legitimate

56

30020.55

536.08

295

25691.16

0.77

56690

4432095.95

78.18

18.04

10199.44

Figure 25: Prediction and explication page of Detection fraud application

Overview Modelling

Global explanation of the model

Start Date Number of features or features combination to
display:
Score of the feature V1 in function of his distribution
V1 X v

0.5

Score

0 0.2 0.4 0.6
Feature V1

Global importance of the variable in training

Number of features or features combination to
display:

Lower bounds
Upper bounds
—— Scores

Figure 26: Prediction and explication page of Detection fraud application
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Overview Modelling

Start Date

Number of features or features combination to
display:

o
o
~

0.4 0.6 0.8

Feature V1

Global importance of the variable in training

Feature Importance for Top 10 Scores

Name of the Variables

o
o
o
&
o

=

°
o
o
N

0.25

et
w
o
w
Il
o
IS

Mean Absolute Score

Figure 27: Prediction and explication page of Detection fraud application
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Loss function of the

c¢-WGAN use for sampling
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Figure 29: Distribution of the real and the synthetic distribution of the data create with
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Figure 31: Global Explanation from explanation boosting on each variables
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Figure 32: Global Explanation from explanation boosting on pairwise interaction
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Figure 33: Global Explanation from Logistic Regression on each variables
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