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Abstract

The concept of natural human-computer interaction has long inspired both science fiction
and early AI research. Thanks to advances in conversational AI, this vision is becoming
increasingly practical, enabling more accessible and intuitive ways to interact with complex
systems. Building on this progress, this thesis presents a chatbot designed to interface
with Cisco Cyber Vision (CCV), a security platform for Operational Technology (OT)
environments.

The chatbot empowers users to retrieve security insights through natural, intuitive messages.
Integrated into Cisco Webex, it offers a familiar, text-based environment for questions like
“What activities occurred between devices X and Y this week?”, “Explain vulnerability Z,”
or for receiving timely updates on the industrial network’s security posture. Its purpose is
to streamline information access and reduce reliance on rigid web user interfaces.

This work’s key contributions include an integration environment assessment encompassing
Cisco Webex, CCV, and the OT environment; the definition of conversational requirements
for specifically tailored use cases; and the design and implementation of the chatbot’s
architecture, primarily focusing on its conversational AI logic as the central contribution.
To this end, we provide a detailed comparison of conventional machine learning models and
modern Large Language Models (LLMs) for natural language understanding, detail how
the chatbot adapts to non-standard language and typographical errors, and examine how
generative AI and prompt engineering foster richer, more explanatory responses, enabling
innovative use cases.

This work conclusively highlights the feasibility and benefits of augmenting CCV with a
natural language interface via Webex. It also acknowledges and addresses inherent limita-
tions introduced by specific design choices and the constraints of the Webex integration
model.
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Chapter 1

Introduction

1.1 Origins of Chatbots: Early Milestones in Tech
and Culture

“October 13, 1966, before there were personal computers, NBC aired episode six of the
very first season of Star Trek that day. For the first time, a Starfleet officer, Captain
James T. Kirk, turns to a console on the USS Enterprise and says, ‘Computer, start.’
The computer listens. As the humans in the room speak to it, the computer speaks back,
answering questions, responding to statements, and delivering information” [1, p. 9].

That same year, MIT professor Joseph Weizenbaum created the first chatbot known as
ELIZA, which was only able to recognize certain keywords to respond accordingly [2].

Those two events marked an early milestone in the development of chatbots, which
have emerged as a pivotal technology within today’s digital landscape, responding to
the imperative of simplifying complex tasks and enhancing everyday convenience [1,
pp. 9–10].

While there is no strict classification, chatbots can generally be divided into two main
families: rule-based chatbots, which can be considered descendants of ELIZA and are
designed to respond to a predefined set of inputs, and chatbots powered with Artificial
Intelligence (AI), reminiscent of the vision portrayed by the speaking computer in Star Trek
in 1966—a dream of “communicating with our technology the same way we communicate
with each other—through conversation” [1, p. 9]. The latter family aims to achieve this
dream by employing AI techniques to enable more dynamic, context-aware interactions
and, more generally, mimic human language [3, 4], allowing humans to catch up with the
futuristic visions portrayed in Star Trek.

1.2 Objectives of the Thesis
Accessibility to technology has been a paramount concern for numerous stakeholders in
the Information Technology (IT) industry, as it provides businesses with access to larger
markets [5]. As the world becomes increasingly interconnected—illustrated in Figure 1.1,
which shows that 68% of the global population was connected in 2024, according to

1



the International Telecommunication Union (ITU) [6]—the demographics engaging with
technology are growing progressively more diverse [7].

Figure 1.1. Number of individuals using the Internet from 2005 to 2024 [6].

To ensure technology accessibility, one must first understand what accessibility means.
According to the Cambridge Dictionary, being accessible is the quality of being usable, un-
derstandable, and enjoyable by everyone [8]. The World Wide Web Consortium (W3C) also
emphasizes the importance of perceivability, which ensures that information is presented
in a way that users can perceive through their senses [9].

In light of these principles, AI-powered chatbots have emerged as a prominent solution
to numerous accessibility challenges. They are engineered to be easy to use, can be
understood by a wide range of individuals as they tend to be programmed to use plain
and understandable language, avoiding complex jargon or convoluted sentences, and
interact with users through visual text or auditory interfaces, thereby aligning with the
perceivability principle.

It is within this context of enhancing accessibility to technology that this project lies itself.
Specifically, it centres around the development of a chatbot—built for Webex, a collabo-
ration platform—that bridges the gap between the user and Cisco Cyber Vision (CCV),
a security platform specifically designed for Operational Technology (OT) environments.
Users interact with the chatbot via a Webex space or direct messaging. A Webex bot
serves as the interface, forwarding messages to the chatbot server that implements the
conversational capabilities. The interaction is designed to be user-friendly, employing
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natural human language and enabling users to ask questions such as: “What devices are in
my network?”, “What activities happened between devices X and Y this week?”, “What
vulnerabilities does device X have?”, “Explain vulnerability X”, and so on.

Instead of relying on the existing web User Interface (UI) to interact with CCV, the chatbot
offers a more accessible approach, allowing users to engage with it using natural language
within a familiar, friendly, and intuitive text-based environment. By harnessing the benefits
offered by conversational AI, such as simplifying complex jargon, CCV broadens its reach
to a wider audience, including those with less expertise. This approach offers a more
intuitive and accessible way to manage security in industrial OT environments.

Throughout this thesis, the term bot is used to refer specifically to the Webex virtual user—
an entity registered on the Webex platform that interacts with users via spaces or direct
messaging, and routes user mesages through webhooks, as will be detailed in Section 2.4.
In contrast, the term chatbot is used to refer to the backend component developed as part
of this thesis, which is responsible for implementing the system’s conversational intelligence.
This distinction highlights the separation of responsibilities between the Webex platform
interface (bot) and the conversational logic component (chatbot).

1.3 Structure of the Thesis
This thesis has two primary objectives: to describe the key design aspects of the im-
plemented solution and to explain the rationale behind the decisions made during its
development.

Chapter 2 lays the groundwork by providing an overview of Cisco Systems, the CCV
platform, the OT environment in which it operates, and Webex. This context helps situate
the chatbot within its broader operational ecosystem.

Next, Chapter 3 investigates the chatbot’s conversational requirements, outlining the core
principles of conversational AI that enable it to understand and respond appropriately to
human input.

With a clear understanding of both the integration environment and conversational
requirements, Chapter 4 defines the chatbot’s specific use cases. This chapter delineates
the functional scope of the system and establishes the boundaries that guide its design.

The remainder of the thesis adopts a component-oriented structure to document the design
and implementation phase. Chapters are organized to mirror the end-to-end flow of a
Webex user message—starting from initial user input to the generation and delivery of a
response. Following a high-level overview of the application’s architecture in Chapter 5,
each subsequent chapter focuses on a distinct component, examining the design choices
and implementation details in sequence.

The process begins with the setup of the Chatbot Server in Chapter 6, which is responsible
for capturing incoming messages, coordinating the various components to execute the
necessary logic, and ultimately delivering a response that addresses the specific use case
indicated by the user’s input.

To provide information from the CCV platform, the chatbot must communicate with it on
the user’s behalf, which necessitates authentication. This process is handled securely and
reliably by the Authenticator component, as detailed in Chapter 7.
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Once authenticated, the user’s message is passed to the Interpreter component, responsible
for analyzing the message and producing a structured representation of its meaning.
This component is implemented using two distinct approaches, described in Chapters 8
and 9. The first solution integrates with Cisco IoT Operations Dashboard Edge Device
Manager (IoT OD EDM) and relies on a conventional1 Machine Learning (ML) approach.
A subsequent implementation leverages Large Language Models (LLMs)—a subset of
Generative AI (GenAI) technologies—and targets CCV2. Based on the insights gained
from the first Interpreter implementation, we analyze its advantages and limitations. The
second, LLM-based implementation addresses these shortcomings while leveraging the
advanced reasoning capabilities of LLMs.

The output from the Interpreter is then forwarded to the Handler, described in Chapter 10,
which determines the appropriate action in response to the user’s message and implements
logic to enhance the overall user experience by supporting greater flexibility in natural
language input.

The final component is the Assistant, presented in Chapter 11. This module leverages an
LLM and prompt engineering techniques to generate detailed responses tailored to the
supported use cases.

The thesis concludes with a demonstration of the chatbot’s capabilities from the user’s
perspective in Chapter 12, followed by Chapter 13, which provides a comprehensive
reflection on the system’s achievements, design decisions, and implementation insights. It
also discusses current limitations, outlines potential extensions, and situates the work within
the broader context of modern chatbot development and future research directions.

The source code of the developed chatbot is publicly available on GitHub [10].

1In this thesis, “conventional” refers to widely adopted, pre-LLM approaches that do not rely on
large-scale generative models. These methods are typically task-specific and require explicit model training
and feature design.

2The initial integration with IoT OD EDM was based on its original role as the chatbot’s target
application. However, following Cisco’s decision to discontinue IoT OD EDM, the project scope shifted
to CCV. Although CCV serves a different purpose, foundational components developed for IoT OD
EDM provided valuable insights and informed the second implementation. This shift also facilitated an
assessment of the initial approach’s limitations and the development of a more robust solution.
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Chapter 2

Integration Environment

This chapter outlines the key stakeholders and components central to this work. Section 2.1
introduces Cisco Systems, the organization for which the chatbot is being developed.
Sections 2.2 and 2.3 examine the CCV platform in the context of OT environments.
Section 2.4 discusses Cisco Webex and its bot integration capabilities, which serve as the
platform supporting the chatbot’s functionality.

2.1 Cisco Systems
As one of the most prominent IT companies in the world, Cisco Systems (hereafter referred
to as Cisco) aims to provide technology products and services that respond to the challenges
of the modern digital era. Founded in 1984, Cisco has evolved from its initial focus on
networking into a multifaceted technology powerhouse that shapes the digital landscape
[11]. Today, Cisco stands as a key actor in various areas, including Security, Cloud and
Data Centers, Internet of Things (IoT), and Collaboration [12].

2.2 Operational Technology (OT) and Industrial Con-
trol Systems (ICS)

As opposed to IT, which refers to the use of computing devices—including computers,
storage devices, networking hardware, software applications, and telecommunication
equipment—to create, process, store, secure, and distribute digital information [13, 14],
OT focuses on the hardware and software that monitor and control industrial equipment
such as machinery, sensors, actuators, and other devices used in industrial settings [15,
16]. In other words, IT systems manage data and applications, while OT devices control
the physical world.

At the heart of OT are Industrial Control Systems (ICSs), a broad term encompassing
various devices used to monitor and control industrial equipment [17]. This section explores
each level of the Purdue Enterprise Reference Architecture (PERA), which we will refer to
as the Purdue Model—a framework that organizes an ICS network into distinct levels, each
with specific roles, technologies, and security considerations [18]. Although the Purdue
Model is often criticized as outdated in today’s OT landscape—where the boundaries
between levels have blurred or even disappeared [19]—it remains relevant in this thesis
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for two key reasons: it simplifies the understanding of the ICS ecosystem by abstracting
away overly complex details irrelevant to this work, and its principles have influenced the
design of CCV by offering guidance on where to apply security measures effectively [20].
By understanding the purpose of the Purdue Model’s levels, we can better identify where
CCV fits within the OT landscape.

2.2.1 Level 0: Physical Process
The physical process level is the layer where industrial processes are carried out by
equipment like sensors and actuators. Sensors measure physical parameters such as
temperature, humidity, and more, while actuators perform physical actions based on
control signals, like manipulating valves, motors, and similar devices. These components
work together in a complementary manner: sensors provide feedback to controllers, which
process the data and issue commands to actuators in order to regulate and optimize the
process. Controllers constitute Level 1 of the Purdue Model [18].

2.2.2 Level 1: Basic Control
The basic control level is responsible for executing control logic and managing input and
output for Level 0 devices. While not strictly limited to it, the most common device is the
Programmable Logic Controller (PLC), which automatically collects data from sensors
and instruct actuators in the level below to execute the appropriate commands [18].

2.2.3 Level 2: Supervisory Control
The supervisory control level is where humans primarily interact with the OT environment
using equipment such as Human-Machine Interfaces (HMIs) and Supervisory Control and
Data Acquisition (SCADA) systems. HMIs connect to lower-level equipment, enabling both
monitoring and control. SCADA—a broader system that encompasses HMIs—collects data
from potentially all devices in the lower levels of the ICS network to provide comprehensive
oversight and forwards relevant information to upper layers, as defined by the Purdue
Model [18, 21].

2.2.4 Level 3: Manufacturing Operations
The manufacturing operations level—the highest layer within the OT side of the Purdue
Model—is responsible for collecting and storing data from various sources within the ICS
network in specialized databases known as Historians, enabling subsequent data analysis.
Another essential component at this level is the Manufacturing Execution System (MES),
which interprets data received from lower layers—particularly from SCADA systems—to
support informed control and production decisions [18, 22, 23].

2.2.5 Beyond Level 3
Level 3 marks the final layer of the OT environment. Beyond it lies Level 4, which is
separated by a Demilitarized Zone (DMZ) for security, typically enforced through firewalls.
Level 4 belongs to the IT domain and is responsible for orchestrating lower layers, hosting
business applications, and optionally enabling internet connectivity. Some versions of the
Purdue model also define a Level 5, which represents the enterprise network, encompassing
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corporate IT systems such as Enterprise Resource Planning (ERP) platforms and cloud
services [19].

2.3 Cisco Cyber Vision (CCV)
CCV is a security platform designed for OT environments. It provides insights into all
assets deployed within a network, monitors the communications occurring between those
assets, and identifies vulnerabilities [24]. CCV positions itself inside the ICS network
outlined in the previous section by employing a two-tier architecture consisting of a
CCV center and sensors or a three-tier architecture where a global CCV center collects
information from multiple centers each having limited reach to their respective sensors [25].
The center serves as the primary application for user interaction, while the sensors perform
deep packet inspection and collect information from the OT environment to transmit
to the center. For simplicity, a two-tier architecture with a single center is used, as it
sufficiently covers the scope of this thesis.

2.3.1 CCV Sensors
CCV sensors are deployed at the edges of the OT network, close to HMIs, PLCs, and
other industrial devices corresponding to Levels 0, 1, 2, and 3 of the Purdue Model [25],
as shown in Figure 2.1. These sensors can be deployed either in-line, where they are
inserted between two network segments and become part of the traffic path, or connected
to a network switch configured to mirror traffic using a Switched Port Analyzer (SPAN),
an efficient monitoring setup. The latter is preferred, as it leaves the network topology
unaltered and keeps the sensors in a purely passive role.

Captured traffic is continuously analyzed and decoded by Cisco’s Deep Packet Inspection
(DPI) engine within each sensor. The extracted metadata, including relevant insights from
the analyzed traffic, is then transmitted to the CCV center [25].
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Figure 2.1. High-level architecture of CCV [26]. Sensors deployed at various OT levels
monitor traffic between industrial components and extract metadata. This metadata is
transmitted to the CCV center at Purdue Level 3, where it is analyzed. The CCV center
integrates with security applications at the enterprise level (Purdue Level 4) to provide
comprehensive security insights to the user.

2.3.2 CCV Center
The CCV center is designed with two primary objectives: visibility and security. It provides
visibility into the network by enabling asset tracking and monitoring of communications
between devices. Furthermore, it enhances security by identifying vulnerabilities and
assigning risk scores to help prioritize mitigation efforts [24].

As the specific configuration details for integrating CCV into an ICS network are beyond
the scope of this work, we assume an environment where the system is already deployed,
with its sensors sending data to the center. The center is accessible through a web UI at a
specified IP address, with authentication handled via email and password.

To fully understand the benefits of CCV, the following section provides an overview of
its platform architecture and key functionalities. This understanding will inform the
development of the chatbot’s functional scope and overall solution.

2.3.3 Concepts and Functions of the CCV Center
The CCV center presents a collection of concepts that, together, enhance network visibility
and yield meaningful security insights. This section examines several of these key concepts—
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relevant to the chatbot’s functional scope—and their representation within the CCV center’s
web UI.

Device

A device is a physical machine present in the OT environment. It can be any component
from the ICS, including industrial sensors or actuators, PLCs, SCADA stations, historians,
and switches—but also general-purpose systems such as servers and personal computers
(PCs), which, while not inherently industrial, are commonly part of such environments
[27].

Figure 2.2. Overview of devices as displayed in the CCV center’s web UI, including key
attributes such as IP address, MAC address, and tags.

Component

Each device is composed of components. Components are parts of devices, representing a
specific functional or network-facing element. Examples of components are the network
interface of a PLC, an IP address associated with a SCADA, a broadcast or multicast
address. In other words, components are the building blocks of a device, each contributing
to its specific tasks [28].
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Figure 2.3. Overview of device components as displayed in the CCV center’s web UI.

Group

A group is a user-defined method for organizing devices and components based on criteria
such as location, type, or other relevant factors [29].

Flow

A flow is a single communication between two components. It has a direction, involves the
relevant ports of each component, includes start and end timestamps, and records both
the number of packets exchanged and the total bytes transferred [30].

Activity

While visibility into individual flows offers advantages, storing all flows can quickly lead
to substantial storage demands. As a result, users primarily interact with activities—
aggregated communications between two devices that share a common purpose—each
consolidating multiple flows into a single entity. Activities retain the same metadata as
individual flows and maintain a list of the flows they aggregate. However, for resource
efficiency, this list is not necessarily stored persistently [31].
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Figure 2.4. Overview of activities as displayed in the CCV center’s web UI, including
aggregated flow data such as number of flows, packets, and total volume exchanged between
devices.

Tag

Tags, generated at the flow level or the component level, are metadata that describe their
function. These tags are synthesized at the activity level and the device level, respectively.
These tags are predefined in CCV and are automatically derived from the analysis of
metadata and behavior patterns observed in the network, aiding in the classification and
organization of data for easier interpretation. For instance, a flow can be tagged based
on the source and destination addresses, the protocol in use, and the type of data being
exchanged. Similarly, a component can be tagged according to its type and purpose
[32].

Figure 2.5. Overview of device and activity tags as displayed in the CCV center’s web UI,
including classifications such as role, protocol usage, and security relevance.
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Vulnerability

A vulnerability is a weakness detected in a component or device that could be exploited
by an attacker. The CCV center leverages a vulnerability knowledge base—a centralized
repository of detection rules derived from trusted sources. A rule is triggered when
a property of a component or device, such as its firmware version, protocol usage, or
other attributes, matches the criteria defined in the rule. When a match occurs, the
corresponding vulnerability is flagged and made visible to users, enabling proactive risk
mitigation [33].

A vulnerability is primarily defined by four attributes:

1. Descriptive information about the vulnerability.

2. A recommended solution to mitigate or remediate the issue.

3. A severity score, known as the Common Vulnerability Scoring System (CVSS)
score, which ranges from 0 to 10. Scores of 7 or higher typically indicate high or
critical vulnerabilities [34].

4. A unique identifier, known as a Common Vulnerabilities and Exposures (CVE),
which begins with “CVE”, followed by the year of public disclosure and a unique ID
for that year—for example, CVE-2019-12261 [33].

Based on device tags, the likelihood of compromise, exposure to the internet, and detected
vulnerabilities—along with their CVSS scores—a risk score is assigned to each device.
This score provides an indication of the device’s overall security posture and operational
health [35].

Figure 2.6. Overview of identified vulnerabilities in the CCV center’s web UI, including
CVE identifiers, CVSS scores, and short descriptions of each issue.

Preset

The preset is a curated data filter designed to enhance network visibility by focusing on
specific metadata. It acts as a contextual lens, enabling users to efficiently sift through
large volumes of network data and isolate meaningful insights [36].

A preset filters data based on several criteria: the network subnet to monitor; the devices
included, determined by tags, risk scores, or group membership; the activities to track,
based on their tags; and the sensors providing the associated metadata [37].

Users can either apply the default presets provided by CCV or define custom ones. The
majority of use cases in the CCV center are carried out through presets.
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Figure 2.7. Overview of presets in the CCV center’s web UI. The left panel displays a list
of available presets, while the right panel shows the dashboard view for a selected preset,
summarizing key metrics such as risk score, devices, vulnerabilities, and tags.

Preset Baseline

A preset baseline is a snapshot of the network within a specific preset, representing what is
considered normal for that segment of the network. More specifically, a baseline captures
the typical state of the network during a given period or under certain operating conditions,
serving as a reference point. Any previously unseen protocols, newly connected devices,
or other deviations will be identified as baseline differences and brought to the user’s
attention. These differences can then be acknowledged as legitimate parts of the network
or reported as potential issues [38].

2.3.4 Limitations of the CCV Center Web User Interface
While CCV is extensively used in OT environments, it presents several limitations that
the chatbot aims to mitigate.

Limitation 1: Learning Curve and Information Accessibility

Effectively using the CCV center requires a high level of technical expertise. Navigating
through smart filters, interpreting tags, and addressing vulnerabilities demands skills that
many users may not possess. This expertise gap can create a significant barrier to entry
and introduces a steep learning curve, particularly for new or non-specialist users.

Limitation 2: Limited Guidance

Although the CCV center provides explanations for tags, vulnerabilities, and associated
solutions, these are often insufficient or superficial. As a result, users frequently need to
conduct additional research outside the platform. This workflow is inefficient and detracts
from the overall user experience.

Limitation 3: Fragmented Team Experience

While CCV centers are shared across individuals, the user experience remains largely
personal. Information sharing and collaboration often occur outside the platform, through
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external tools such as Webex. This fragmentation limits the center’s effectiveness as a
central knowledge and coordination hub.

2.3.5 CCV Center Application Programming Interface (API)
Using an Application Programming Interface (API) token and the IP address of the CCV
center, all actions available through the web UI can also be performed via the API, which
exposes a RESTful interface for interacting with the system programmatically [39]. While
a detailed exploration of the API’s capabilities is not necessary, these endpoints will be
extensively used by the chatbot to retrieve relevant network information and respond to
user queries.

2.4 Cisco Webex
Meet from anywhere and host engaging interactive events with audiences of any size while
ensuring security and privacy, high-quality video and audio, and seamless integration
with other productivity tools and platforms. This is the bundle Cisco has been offering
since 2007 with its highly-used collaboration platform: Webex. Whether for personal or
professional purposes, Webex remains a trusted choice for virtual collaboration [40].

Among the many features offered by Webex, one notable capability is bot integration.
These bots can operate within spaces—digital workspaces designed for collaborative
communication among multiple users—or through direct messaging, enabling seamless
service integration within the Webex platform [41].

2.4.1 Bot Integration in Webex
Bots have become an integral part of the Webex ecosystem, offering functionalities ranging
from notifications for specific events like GitHub commits [42] to automating routine tasks
with pre-defined reminders [43]. They can also function as text-based remote controls
for external services such as Jira [44] and LucidChart [45], leveraging conversational
AI to interact in a user-friendly manner. This project focuses on developing such an
assistant-type chatbot.

Bots can be interacted with in a manner akin to human users: they can be messaged
directly or added to a space, where multiple users and bots can communicate. The main
difference is that, in the latter case, a bot only has access to messages in which it is
mentioned and interacts with Webex through its API rather than the standard user
interface. Webex provides a RESTful API, which the chatbot uses to send and receive
messages programmatically.

Webex Bot Creation

Before going further, one needs to create a Webex bot, achieved through the Webex
Developer Portal [41]. The exact process is described in Appendix A. The result is a bot
defined by a unique name, a unique username (used to invite it for direct messaging or to
a space), and an access token, which is required for setting up webhooks.
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Webex Webhook

Webhooks in Webex act as HTTP callbacks to a specified URL, enabling real-time data
transmission [46]. When a message is sent to a bot, Webex forwards this message to a server
at a predetermined URL, which handles the chatbot’s logic. Webhooks are configured
using the Webex Webhooks API [47] using the bot’s access token and are identified by a
unique identifier upon creation. Each webhook includes a target URL, where messages are
sent, and a resource type that specifies the kind of resources forwarded to the webhook.
Two resource types are particularly important for the chatbot developed in this work:

1. Message resource type: Represents plain text messages sent in Webex chats, serving
as the primary method of communication with the bot.

2. Attachment Action resource type: Triggered when a user interacts with a Webex
card.

The configuration and specific use cases of these two webhook types are detailed in
Chapters 6 and 7, which cover the setup of the Chatbot Server and Authenticator
components, respectively.
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Chapter 3

Conversational Requirements

A key aspect of the chatbot is its ability to understand and generate natural language. It
must accurately interpret the user’s intent and produce an appropriate response within a
natural language framework. This framework must account for challenges such as ambigu-
ous wording, typographical errors, and irrelevant information in user inputs. This chapter
outlines the main conversational requirements the chatbot must satisfy. The concrete
implementation of these requirements will be detailed in later dedicated chapters.

3.1 Conversational Artificial Intelligence (AI)
Conversational AI is a subset of AI focused on understanding, processing, and responding
to human language. The chatbot developed in this thesis serves as an example of this
technology [48]. This capability is enabled by Natural Language Processing (NLP), a
field of AI that uses ML to equip software with the ability to understand and respond to
human language. Within NLP, these tasks are generally divided into two key components:
Natural Language Understanding (NLU), which involves interpreting the meaning and
intent behind user inputs; and Natural Language Generation (NLG), which focuses on
generating coherent and contextually appropriate responses [49].

3.2 Natural Language Understanding (NLU)
The first essential capability of the chatbot is to understand the meaning behind a user’s
message. In the context of this work, understanding serves a dual purpose: identifying the
message’s intent and extracting relevant entities. These processes enable the chatbot to
interpret user inputs accurately and generate meaningful, context-aware responses.

The intent conveys the user’s goal, guiding the chatbot in selecting the appropriate function
to execute. Entities provide specific information within the message that supports the
function’s execution.

For example, the message “Explain vulnerability CVE-2019-12261” should produce
the intent-entity pair explain_vulnerability and CVE-2019-12261. The intent indi-
cates the required action (explaining a vunerability), while the entity specifies the input—in
this case, the name of the vulnerability.
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The following sections provide a high-level overview of how the chatbot handles Intent
Classification (IC) and Entity Recognition (ER)—the two core components of NLU in this
work. Their concrete implementation is discussed in Chapters 8 and 9, which detail the
development of the Interpreter component.

3.2.1 Intent Classification (IC)
IC, sometimes referred to as intent recognition, aims to identify the user’s purpose or goal
in their message. It enables the chatbot to determine the appropriate action or response
based on the user’s input. This process involves mapping natural language input to a
predefined set of intents, each representing a specific functionality of the system.

3.2.2 Entity Recognition (ER)
After classifying the user’s message, the next crucial step is to identify relevant entities that
the system’s response may depend on. Entities can be either named—such as locations,
people, or organizations—or non-named, such as passwords or numerical identifiers. This
process is known as ER.

3.3 Natural Language Generation (NLG)
NLG is used to generate natural language output, which, in the context of this work, refers
to the text produced by the chatbot in response to messages sent by a Webex user. The
generated content is informed by the outcomes of the IC and ER stages of the NLU process
and can be produced using three techniques: template-based, rule-based, and LLM-based
approaches. This work employs all three, selecting the most suitable method for each use
case in order to balance simplicity, control, and flexibility.
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Chapter 4

Functional Scope of the Chatbot

Before delving into the specific design aspects of the chatbot, it is essential to define
its functional scope. The use cases outlined in this chapter are the result of ongoing
discussions with several Cisco stakeholders overseeing the project and were not all defined
from the outset.

Having introduced the chatbot’s conversational requirements—namely, the concepts of
IC and ER within the context of NLU, as well as NLG for generating responses—we
now define the chatbot’s use cases in terms of the core NLP components they require.
Specifically, each use case is characterized by the intent the chatbot must classify, any
optional entities it must recognize, and the expected structure of the chatbot’s response it
must generate for the originating Webex user.

4.1 Use-Case Definition
Each chatbot use case is defined by an intent, a set of required or optional entities, and
the expected response structure. These are summarized in Table 4.1.

Additionally, the chatbot must clearly communicate errors—whether due to misclassified
intents, missing or invalid entities, or other processing issues.

Table 4.1. Chatbot use cases with corresponding intents, entities, and response structures.

Use Case Intent Entities Response
The user greets the chatbot. greet Not applicable A greeting message.
The user ends the
conversation with the chatbot.

exit Not applicable A farewell message.

The user requests information
about the chatbot’s available
functionalities.

help Not applicable A description of the chatbot’s
use cases.

The user requests a list of
presets, optionally filtered by
a specific set of tags.

list_presets Optional tags The list of presets, optionally
filtered by the specified tags.

The user requests details for a
specific preset.

preset_details Required preset
_label

Detailed information about the
specified preset.

The user activates a preset. activate_preset Required preset
_label

A confirmation message
indicating preset activation.
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Use Case Intent Entities Response
The user deactivates the
currently active preset.

deactivate
_preset

Not applicable A confirmation message
indicating preset deactivation.

The user requests a list of
available tags.

list_tags Not applicable A list of tags.

The user requests an
explanation for a specific tag.

explain_tag Required tag_label An explanation of the requested
tag.

The user requests a list of all
baselines.

list_baselines Not applicable A list of baselines.

The user requests details
about a specific baseline.

baseline
_details

Required baseline
_label

Detailed information about the
requested baseline.

The user requests a list of
devices, optionally filtered by
vendor country of origin.

list_devices
_components

Optional vendor
_country

A list of devices, optionally
filtered by country of origin.

The user requests details for a
specific device or component.

device
_component
_details

Required device
_label

Detailed information about the
requested device or component.

The user requests a list of
groups.

list_groups Not applicable A list of groups.

The user requests details for a
specific group.

group_details Required group
_label

Detailed information about the
requested group.

The user requests a list of
sensors.

list_sensors Not applicable A list of sensors.

The user requests a list of
activities, optionally filtered
by start date, end date, and
device endpoints.

list_activities Optional start_date,
end_date, device
_label_1, device
_label_2

A list of activities that match
the specified filters.

The user requests a list of
vulnerabilities, optionally
filtered by start date, end
date, device label, or
minimum CVSS score.

list
_vulnerabilities

Optional start_date,
end_date, device
_label, cvss_score

A list of vulnerabilities that
match the specified conditions.

The user requests an
explanation of a specific
vulnerability.

explain
_vulnerability

Required
vulnerability_cve

An explanation of the requested
vulnerability.

The user requests
vulnerabilities related to a
specific component.

vulnerability
_component

Required component
_label

A list of vulnerabilities
associated with the specified
component.

The user requests
vulnerabilities grouped by
mitigation strategy.

similar
_vulnerabilities

Not applicable A list of vulnerabilities grouped
by mitigation strategy.

The user requests a random
anecdote related to a
vulnerability.

vulnerability
_anecdote

Not applicable An anecdote related to a
randomly selected vulnerability.

The user subscribes to
periodic event notifications
summarizing the state of the
ccv network.

subscribe
_events

Optional interval
_time

A confirmation message for the
subscription.

The user unsubscribes from
event notifications.

unsubscribe
_events

Not applicable A confirmation message for the
unsubscription.

A user requests disconnection,
thereby deauthenticaing the
user from the chatbot.

disconnect Not applicable A confirmation message for
disconnection.

The chatbot fails to
understand the user’s request.

unknown (fallback
intent)

Not applicable A message indicating that the
request was not understood.
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Chapter 5

System Architecture Overview

The remainder of this thesis follows a component-driven structure, with each chapter
focusing on a specific part of the designed and implemented solution. Each component is
examined in detail, culminating in a demonstration of how they work together to deliver
user responses. Before delving into these components, this chapter provides a high-level
overview of the system illustrated in Figure 5.1.

While this architectural diagram provides an overview of how the chatbot operates, it
is important to note that the components do not function as independent microservices.
Rather, each component represents a logical grouping of objects and functions within
a single Python application. The entire system runs as one unified application, with
these components collaborating internally to perform their respective tasks. In essence,
the diagram conceptually illustrates the application’s architecture, rather than depicting
distinct, standalone services.
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Figure 5.1. High-level system architecture illustrating interactions between the chatbot’s components.
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5.1 Chatbot Server
Configured in Chapter 6, the Chatbot Server serves as the central hub for handling messages
sent from a Webex user to the bot introduced in Section 2.4.1. It orchestrates the execution
of the components responsible for processing the logic between message reception and
response delivery, and returns the final response to the originating Webex user.

5.2 Authenticator
The first component a user interacts with when using the chatbot via Webex is the
Authenticator, described in Chapter 7. This component verifies whether the user has
access rights to the targeted CCV center. Notably, the Authenticator authenticates a
room—a term encompassing both direct messages and spaces (further discussed in the
Authenticator chapter)—rather than an individual user.

While the authentication task may appear straightforward, it must be adapted to the
metadata available in Webex messages. Additionally, to preserve confidentiality—especially
in spaces where messages are visible to all members—the system must employ a secure,
privacy-preserving approach.

5.3 Interpreter
As explained in Section 3.2, the first critical step is to extract both the intent and the
relevant entities from the user’s message using IC and ER. These tasks are handled by
the Interpreter component, described in Chapters 8 and 9. Initially, the Interpreter is
implemented using a conventional ML approach, and is later enhanced through a modern,
LLM-based proof of concept.

5.4 Handler
Once the intent and entities have been parsed, the Handler component—described in
Chapter 10—is responsible for executing the appropriate action or forwarding the message
to the Assistant component when a generative response is required.

5.5 Assistant
The LLM-based Assistant, described in Chapter 11, is responsible for several specific yet
crucial tasks within the project—such as explaining how to address a given vulnerability,
interpreting the meaning of a CCV tag, identifying the origin of device vendor, and
more. Its primary strength lies in leveraging an LLM to dynamically generate informative,
context-aware textual responses.
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Chapter 6

Chatbot Server

In this chapter, we introduce the Chatbot Server—the central component responsible for
receiving messages from Webex, coordinating the relevant components to process those
messages, and delivering responses to the originating user. We begin by detailing the
server initialization process, followed by an explanation of how Webex’s API facilitates
communication between the chatbot and the platform.

Although Webex provides numerous API endpoints to support a wide range of functionali-
ties, this chapter focuses specifically on three: receiving messages, sending responses, and
creating bot webhooks.

6.1 Server Initialization

6.1.1 Web Server Configuration
In this section, we set up a local Python server handling HTTP requests as well as a
Reverse Proxy (RP) forwarding HTTPS requests to the former server.

Local Web Server with Flask

The chatbot application will receive messages in a format explained in Section 6.2 through
a specified port. To implement this functionality, Flask, a lightweight web framework for
Python [50], is used to enable the application to listen on HTTP port 8080 on localhost.
The ability to receive messages from Webex, which is hosted in the public cloud, is
facilitated by the RP, as explained next.

Reverse Proxy (RP) with NGINX

NGINX, a high-performance web server and RP [51], is used to listen on HTTPS port 443
and forward incoming requests to local port 8080, where the Flask server is running. The
RP serves both as a secure interface between the web server and the internet, and as an
HTTPS terminator, offloading Transport Layer Security (TLS) encryption and forwarding
requests to the application over HTTP.
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6.1.2 Webhook Configuration
Webhooks, as introduced in Section 2.4.1, are configured using the Webex Webhook API
[47]. Configuration details are provided in Appendix B. Each webhook defines a target
URL to which messages are delivered, along with a resource type that specifies the kind of
data forwarded. At this stage of the thesis, we focus exclusively on the Message resource
type, which corresponds to plain text messages sent by Webex users—the primary mode
of interaction with the chatbot.

As a result of this step, all messages (as defined by Webex’s Message resource type) sent
to the chatbot will be forwarded to the /message endpoint of the Flask web server.

6.2 Message Reception
Before implementing the receiving logic, we need to parse what metadata is sent to the
webhook. Using the newly created Webex bot, which forwards content to the URL specified
by the webhook, we send a message and receive a JavaScript Object Notation (JSON)—a
data-interchange format—at the server end, as illustrated in Figure 6.1.

Figure 6.1. Raw JSON content received at the server after a message is sent to the Webex
Bot. This JSON contains metadata related to the webhook but not the actual message
content.

The top-level properties in the webhook payload pertain to the webhook itself. While these
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can be useful for debugging, they do not contain the actual content of the message sent by
Webex. Instead, the relevant information is located within the data property.

Within data, we can identify metadata such as the user (or person) ID and the room ID.
However, the message content itself is not included.

To retrieve the actual message text, a separate call must be made to a Webex API endpoint
[52], using the message identifier (provided as the id field within data) and the bot’s
bearer access token. This call returns the JSON illustrated in Figure 6.2.

Figure 6.2. Raw JSON content returned by the Webex API when querying the message
using the message ID. This JSON includes the actual message content, which is needed
for processing.

At last, we receive the message corresponding to the ID and can extract its content: Hello
World!.

6.3 Response Delivery
Once the bot retrieves the message, the chatbot’s logic—detailed in subsequent chapters—
is executed based on the content of the message. A response is then sent back to the
same Webex user from which the original message was received. The process unfolds as
follows: the chatbot’s response is divided into chunks of up to 5400 characters, which is
the maximum allowed per Webex message [53]. Each chunk is then sent sequentially to
the Webex user using the appropriate Webex API endpoint.
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Chapter 7

Authenticator

In this chapter, we cover how authentication with the chatbot is performed, which occurs
indirectly through authentication with a CCV center, as only users with access to a center
should be able to interact with the chatbot.

This chapter begins by introducing the authentication mechanism provided by the CCV
center. It then details how authentication persistence is handled, how sensitive credentials
are securely collected using Adaptive Cards, and how these credentials are validated
before being stored. Finally, key implementation details, including webhook and server
configuration, are presented to illustrate how authentication is integrated into the chatbot
system.

Before proceeding with this chapter, it is important to clarify that no assumptions are
made regarding the underlying infrastructure on which the chatbot operates, nor the
security guarantees of each component involved in the authentication mechanism. This is
an intentional omission, as the primary focus of this thesis is the design and implementation
of a conversational AI-powered chatbot for CCV. Ensuring that users can authenticate to
a CCV center in a user-friendly manner—while avoiding obvious security vulnerabilities—
remains within the scope of this work. However, the infrastructure supporting these
mechanisms, as well as the protection of server-stored credentials against unauthorized
access, falls outside the intended scope of this proof of concept.

7.1 CCV Center Authentication Mechanism
CCV provides two services that require authentication. The first is authentication to the
web UI of the CCV center using an email address and a password. Once authenticated,
administrators gain access to the creation of authentication tokens, which allow the use
of the CCV center API endpoints, requiring the token and the IP address of the host on
which the CCV center instance is running.

For this work, the second authentication use case is particularly relevant, as the chatbot
interacts exclusively with CCV’s API endpoints to retrieve data in response to user
messages.

The chatbot’s authenticator will require three key mechanisms:

1. The user must stay authenticated between messages for a given amount of time.
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2. Authentication attributes must remain confidential.

3. Authentication attributes must be valid.

Before elaborating on these mechanisms, it is important to clarify that NLU will not be
used for the authentication use case. This decision is based on two main reasons:

1. As previously mentioned, NLU is typically used to classify message intent. For in-
stance, if a user sends something like “I would like to authenticate”, the chatbot could
infer the authenticate intent. However, this is unnecessary here: before authenti-
cation, all other intents are invalid, making authenticate the only permissible one.
Since this intent is implicit, performing IC introduces avoidable overhead. Nonethe-
less, NLU could remain useful for extracting relevant entities via ER—specifically
the IP address and access token—which leads to the next point.

2. Using ER to extract credentials such as IP addresses or access tokens requires
identifying the exact segments of text containing these values. This is error-prone:
users may vary formatting, make typos, or embed credentials in unrelated text.
Given that credentials are sensitive and require exact matches, even minor errors can
result in failures or security risks. In short, while NLU excels at interpreting natural
language, it is not suited for tasks demanding absolute precision like credential
extraction.

7.2 Authentication Persistence
Keeping users authenticated throughout their experience requires the need to store creden-
tials. These credentials must only be used by the entity that provided them. To ensure
this, we must determine the identification element by which the chatbot will recognize
each entity1.

As shown in Figures 6.1 and 6.2, the two most straightforward options for identifying
the entity providing credentials are the personId and the roomId, both included in the
metadata of messages from Webex direct messages and spaces. While both are valid,
this chatbot uses the room ID for its convenience: it allows an entire Webex space to
authenticate collectively, rather than requiring each user to authenticate individually.
Responsibility then falls to the credential owner to decide whether all members of a given
space should be granted access to the chatbot—and, by extension, to the CCV center.

As a result, the provision of a single Webex space member’s credentials is sufficient for all
members to communicate with the chatbot. Since credentials provide full access to the
CCV API and are not attached to a specific role with a defined set of access rights, this
does not introduce an Identity and Access Management (IAM) vulnerability.

Every time the chatbot receives a message, it will check if the room already exists in the
dedicated room database. If it does, the message will pass through the rest of the system.
Otherwise, it will start the authentication process developed in section 7.3.

1As stated earlier, we do not elaborate on the relevance and security of the database technology used
to store credentials, as this is outside the scope of this work. However, this aspect is essential to the
identification process of the Webex entity sending the message to the chatbot.
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7.3 Credential Collection and Confidentiality
In the current setup, when interacting with the chatbot within a Webex space, credentials
cannot be kept private from other members. All messages sent to the chatbot are visible
in plain text to everyone in the space. To mitigate this issue, users require a means to
transmit sensitive credential information directly to the chatbot without exposing it to
others. The most effective and elegant solution to this problem is the use of an Adaptive
Card.

7.3.1 Adaptive Card
Based on Microsoft’s Adaptive Card specification, Adaptive Cards in Webex provide a way
to display interactive content, such as forms or buttons. They are defined in JSON, which
describes both the layout and behavior of the card [54].

An Adaptive Card is well-suited for handling authentication. On one hand, it offers users
a familiar, form-like interface for entering credentials, similar to login forms found in
most applications. On the other hand, it ensures confidentiality: the submitted values
are visible only to the user who entered them and to the chatbot, preventing exposure to
other users.

As previously explained, authentication is the only valid use case available to a user
prior to being authenticated. Once authenticated, multiple use cases—referred to as
intents—become accessible, including the disconnect intent, which allows for deauthenti-
cation.

7.4 Integration and Implementation Details
Regardless of the message sent, if the originitating room has not been previously registered,
an authentication Adaptive Card is sent, as shown in Figure 7.1. This card includes input
fields for the CCV center’s IP address and the corresponding CCV API token.
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Figure 7.1. Webex Adaptive Card used for authentication, created with Webex’s Card
Designer tool [55], and delivered to Webex users.

To enable the chatbot to receive submitted credential data from the card, a new webhook
must be created, detailed in Appendix B, along with a corresponding /card endpoint in
the Flask server to handle the incoming data.

The submitted credentials are then verified for validity, as described in Section 7.4.1, before
being stored in the room database. At this stage, the database contains entries consisting
of the room ID, the CCV center’s IP address, and a valid CCV API token extracted from
the submitted Adaptive Card.

7.4.1 Credential Validation
Once the user has provided both the CCV Center IP address and the API access token,
the validity of these credentials must be verified before populating the database. Since
CCV does not offer a RESTful API endpoint specifically designed for credential validation,
the next best approach is to call an existing endpoint with minimal side effects. The
selected endpoint for this validation is the one that returns the CCV Center’s software
version.

The process involves first creating a mock entry in the room database, then calling the
selected RESTful API endpoint. Based on the response, the system either finalizes the
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database entry or returns a “Bad credentials” message. The version endpoint provides
clear feedback on which part of the authentication process failed—such as an unreachable
IP address or an invalid access token—making it well-suited for this use case and enabling
the chatbot to generate targeted, informative responses.

Throughout this thesis, messages from both Webex spaces and direct messages are col-
lectively referred to as user messages. While the chatbot authenticates based on the
room ID, this implementation detail concerns only the Authenticator and the Chatbot
Server. For all other components that implement conversational logic, the source of the
message is functionally equivalent, and the term user message remains a more intuitive
abstraction.
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Chapter 8

Interpreter: Conventional NLU for
Intent Classification and Entity
Recognition

The Interpreter is responsible for extracting the intent of a message received from a
Webex user and the relevant entities it contains. This information enables the Handler
component—discussed in Chapter 10—to initiate the appropriate response delivery process.
Therefore, the Interpreter is built around the principles of NLU.

To understand the final design of the Interpreter, we divide its development into two
implementation approaches. This chapter focuses on the first approach, which relies on
conventional ML techniques. The following chapter introduces the second approach, which
leverages LLMs and prompt engineering.

Although the first approach employs well-established ML models, the internal mechanics of
these models are not the focus of this thesis. Instead, we concentrate on their integration
into the chatbot’s NLU pipeline and evaluate their performance in terms of IC and
ER.

To illustrate this approach, we begin by applying it to the IoT OD EDM service—a
platform with a distinct scope and purpose from CCV. The initial development of the
chatbot, and consequently the first version of the Interpreter component, was centered
around the IoT OD EDM platform. However, as Cisco began phasing out IoT OD EDM,
the focus of development shifted toward the CCV platform, where the chatbot was adapted
and extended to align with its new operational context.

Furthermore, because the LLM-based Interpreter explored in Chapter 9 demonstrates
promising performance and addresses several important limitations of the current Inter-
preter—outlined in Section 8.9—the final chatbot implementation adopts this LLM-based
approach. As a result, the conventional ML approach presented in this chapter has not
been evaluated against the CCV use cases defined in Chapter 4.

To contextualize the Interpreter’s development, this chapter first provides a brief overview
of IoT OD EDM (Section 8.1).

We then define the intents and entities the Interpreter must recognize in Section 8.2, which
guides both system design and evaluation.
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Following this, we explore the fundamentals of the method and the available tools for
implementing NLU, as discussed in Section 8.3.

Once this foundation is established, we present the implementation of the solution in the
context of the IoT OD EDM use cases. To that end, we:

• Present the domain-intent-entity hierarchy in Section 8.4, which decomposes tasks
into subtasks to be handled independently.

• Explain how the data used to train and test the models is collected and prepared in
Sections 8.5 and 8.6.

• Explore the ML models used to perform the various NLU tasks in Section 8.7, and
evaluate their performance in Section 8.8. Multiple models are assessed to determine
which are best suited for each task.

• Conclude with a discussion of the advantages and limitations of the approach in
Section 8.9, followed by a practical summary of the chapter in Section 8.10.

8.1 Cisco IoT Operations Dashboard (IoT OD)
Cisco’s IoT Operations Dashboard (IoT OD) is a cloud-based IoT services platform
designed to securely connect and manage industrial network devices such as routers,
switches, and gateways. In addition to maintaining connectivity, the platform collects
and manages data from these devices and provides a comprehensive view of connected
industrial assets, including sensors and actuators [56]. While IoT OD offers multiple
services for various use cases, the service relevant to this work is the Edge Device Manager
(EDM).

8.1.1 Edge Device Manager (EDM)
EDM is a Cisco service that enables the provisioning, management, and monitoring of
IoT network devices. Provisioning refers to setting up and configuring devices to prepare
them for operation within an IoT network. Once provisioned, the devices are continuously
monitored to track their performance, resource usage, and health status. For the purpose of
defining intents, the following (non-exhaustive) EDM functionalities are considered:

• Inventory (devices): Listing and managing network devices. Each device includes
attributes such as a unique identifier, installed Cisco IOx applications, geographical
location, resource usage, configuration details, and more.

• Applications: Listing and managing Cisco IOx applications running on the tracked
network devices.

• Configuration: Listing and managing configuration groups, which allow adminis-
trators to apply shared configuration templates across devices of the same type.

• Operations: Listing and managing alerts, which indicate abnormal activity, and
events, which report significant network activity.

Note that the description above provides a simplified overview of IoT OD EDM, as a
detailed understanding of the platform is not required for the design and implementation
of the Interpreter’s first approach. Additionally, while authentication with the IoT OD
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EDM RESTful API is necessary for enabling integration between the chatbot and IoT OD
EDM, this aspect is considered out of scope, since the final implementation targets the
CCV platform instead.

8.2 Intent and Entity Definition
Some IoT OD EDM functionalities are exposed through API endpoints. While these
endpoints will not be described in detail, they provide access to the functionalities
introduced in Section 8.1.1.

Although the use cases covered are relatively simple, they are sufficient to assess the
strengths and limitations of this conventional NLU. For this purpose, in Table 8.1, we
define ten intents and one entity that the IoT OD EDM chatbot must be able to recognize
accurately.

Table 8.1. IoT OD EDM chatbot use cases with corresponding intents, entities, and
example user messages.

Use Case Intent Entity Example Message
A user greets the chatbot greet Not applicable Hello!
A user ends the
conversation

exit Not applicable Goodbye!

A user requests help on
available functions

help Not applicable What can you help me with?

A user requests all
configuration groups

get_all
_configuration
_groups

Not applicable What configuration groups
are available?

A user requests a list of
all alerts

get_all_alerts Not applicable List all alerts.

A user requests a list of
all events

get_all_events Not applicable List all events.

A user requests a list of
all devices in the network

get_all_devices Not applicable List all devices.

A user requests a list of
all device locations

get_all_device
_locations

Not applicable List all device locations.

A user requests a list of
all device applications

get_all_device
_applications

Not applicable List all device
applications.

A user requests
information about a
specific device by name

get_device_by
_name

devicename Give details on device X.

Unlike the scope defined for CCV in Chapter 4, no unknown intent has been specified.
Whether or not to include such an intent depends on the desired behavior of the chatbot:
should it always assign a message to one of the known intents, or should it be able to
flag vague or irrelevant messages to the user—which, in many cases, is more user-friendly.
In this case, since the final scope of the chatbot is limited to CCV rather than IoT OD
EDM, and because including an unknown intent does not affect the implementation process
described in this chapter, it was decided to omit it.

The objective of this chapter is to implement an Interpreter component capable of
classifying the defined intents and recognizing the devicename entity in the context of
the get_device_by_name intent. Multiple datasets will be used to train models for IC to
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evaluate their ability to differentiate between intents. For ER, a single dataset is sufficient,
as the goal is not to differentiate between multiple entity types, but to assess whether the
correct word in the sentence has been accurately tagged.

In the following sections, we describe various approaches for building a component that
performs both IC and ER. While these methods follow similar strategies, they differ in
their level of abstraction.

8.3 NLU Implementation Strategies
Having established the concepts of IC and ER in Chapter 3, we now examine several
strategies for implementing them. We focus on three primary ML-based strategies for
building the conventional Interpreter component responsible for IC and ER. Each
approach presents its own strengths and limitations, which are discussed in the following
subsections. Based on this comparison, the most suitable method for the objectives of this
project will be selected.

It is important to note that this section does not address rule-based approaches, such as IC
through keyword matching or ER via dictionaries. While such techniques can be effective
in simple systems, they are generally less flexible and are outperformed by ML-based
methods, which are the focus of this chapter.

8.3.1 No-Code/Low-Code Cloud NLP Solutions
A common starting point for enabling NLU, and more broadly, NLP, is to leverage
cloud-based services tailored for developers with limited expertise in ML or NLP. Popular
solutions in this category include Google Dialogflow CX [57], IBM Watson [58], and
Amazon Lex [59]. These platforms simplify the development of systems capable, among
others functionalities, of IC and ER. The setup is typically straightforward: define example
utterances for each intent and, where applicable, annotate entities within those utterances.
Once configured, predefined responses can be assigned directly via the web UI, or the
service can be integrated into an application via API as a middleware layer [60].

The internal logic used by these services to perform NLU is abstracted away from the
developer, with limited options for customization. This lack of transparency and control
makes such platforms unsuitable for the current work. While effective for simpler applica-
tions, they lack the flexibility required to adapt to the specific needs of more complex use
cases—such as the one addressed in this project. In particular, customizing the training
pipeline or debugging the model’s behavior is either extremely limited or not possible at
all [61, 62].

8.3.2 Machine Learning (ML) Toolkits
At the other end of the spectrum are ML toolkits, which provide full flexibility in devel-
oping NLP solutions by exposing low-level access to state-of-the-art algorithms. These
include traditional models such as Logistic Regression (LR) and Support Vector Machine
(SVM) (via libraries like Scikit-learn [63]), as well as modern neural architectures such as
Convolutional Neural Networks (CNN), Long Short-Term Memory Networks (LSTM), and
Transformer models, implemented using frameworks like TensorFlow [64] and PyTorch [65].
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Additionally, high-level libraries such as HuggingFace Transformers [66] simplify access
to pretrained transformer models, supporting efficient fine-tuning and deployment for a
broad range of NLP tasks.

While this approach offers the flexibility needed to solve most IC and ER problems—
including those encountered in this work—it also introduces significant complexity. There
next approach balances the advantages of low-level control with the convenience of
abstraction, making it more practical for developing production-ready conversational
agents [61, 62].

8.3.3 Conversational-AI Platforms
Conversational AI platforms represent a middle ground between no-code/low-code services
and full ML frameworks. They offer a compelling balance between flexibility and complexity,
making them well suited for implementing the conventional Interpreter component in this
first approach. These platforms are purpose-built for developing production-grade NLP
applications, streamlining everything from data collection and labeling to model training,
evaluation, and deployment [61].

Among the most widely used platforms are Rasa [67] and Cisco MindMeld [68]. Both
are appropriate for this work, but MindMeld was selected due to its native support for
Webex integration and its use as the NLP engine in Cisco Botlite—a no-code/low-code c
loudplatform for building NLP solutions. While the Webex integration module has been
extensively adapted to meet the specific requirements of this chatbot, it provided a strong
starting point for establishing communication between Webex and the chatbot.

8.3.4 Cisco MindMeld
Cisco MindMeld is a Python-based conversational AI platform designed for building
production-grade dialogue systems. It supports locally trainable and executable ML
models to power a complete NLP pipeline, including IC and ER, both of which are used
in the implementation of the Interpreter component.

In this initial implementation of the Interpreter, MindMeld is employed to build a compo-
nent capable of extracting both user intent and relevant entities from natural language
input [69]. The following sections provide a step-by-step overview of how MindMeld’s NLU
capabilities are applied to classify and recognize the intents and entities defined earlier in
Section 8.2.

8.4 Domain, Intent, and Entity Hierarchy
The NLU architecture used by MindMeld1 is organized into four layers.

The top Domain Classification (DC) layer categorizes user messages into broad topical
areas, or “domains”, such as music, sports, or device. Each domain contains a set of
related intents and uses the same underlying classification logic as IC. DC is performed
before IC to identify the relevant domain, helping to narrow down possible intents.

1The data classification hierarchy used by MindMeld is common across several conversational platforms
and is not unique to MindMeld.
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Once the domain is identified, the IC layer assigns the message to a specific intent within
that domain. For example, within the device domain, intents such as get_devices and
get_device_by_name are valid.

Following domain and intent classification, ER is applied to identify entities within the
input message. For instance, for the get_device_by_name intent, the device name—
devicename—is extracted as an entity.

The final layer, Role Classification (RC), adds semantic distinction to identified entities.
This is useful when entities of the same type play different roles. For example, both flight
departure and arrival times are time entities, but they represent different semantic roles:
departure and arrival. However, this fourth layer is not used in this work [70].

While performing DC before IC was initially motivated by the classification strategy used
in MindMeld, it offers two key advantages over performing IC directly [71]:

1. Modularity: Classifying a message by domain, first, makes the system easier to
extend, particularly when adding new use cases. Each domain can maintain its own
set of intents and entities, supporting a cleaner separation of logic.

2. Scalability: DC narrows down the set of candidate intents, reducing the complexity
of IC. This improves classification efficiency and accuracy, especially as the number
of intents grows.

However, this approach also introduces a dependency: if DC fails, IC will fail as well. This
underscores the importance of defining well-separated and unambiguous domains.

Given this hierarchy, the intents defined in Section 8.2 are organized as shown in Fig-
ure 8.1.
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Figure 8.1. Defined intents and entities organized according to the domain-intent-entity
hierarchy.

With the data hierarchy defined, the next step is to collect and prepare training data—
specifically, user utterances for each defined intent, along with any relevant entities
annotated within those utterances.

8.5 Data Collection

8.5.1 Synthetic Data Generation
The input data that the ML models must classify consists of user utterances—textual
messages received from Webex users. Therefore, the first step is to collect representative
utterances for each intent.

Since this project is novel, no prior data has been collected. As a result, two general
approaches can be considered for data collection:

1. Generating data synthetically.

2. Gathering data from actual real examples.

While the latter would yield more representative and naturally phrased data, it was not
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feasible in this work due to logistical constraints. Consequently, synthetic data generation
was adopted to simulate realistic utterances.

Synthetic data was produced through a combination of manual creation and LLM data
augmentation. This hybrid approach was chosen for its ability to generate high-quality,
human-like utterances, particularly when employing few-shot prompting—that is, providing
the LLM with examples of expected utterances to guide generation.

The prompts used to guide the LLM included:

• Example utterances corresponding to the target intent.

• Instructions to generate N unique phrases.

• A preference for short, natural, and conversational expressions (including informal
or non-standard language).

Figure 8.2 illustrates a sample prompt created for demonstration purposes. It does not
represent the actual prompts used in data generation, as those were iteratively refined and
manually reviewed throughout the data creation process.

Figure 8.2. Illustrative example of a prompt used for synthetic data generation.

8.5.2 Dataset Balancing and Splitting
To avoid dataset imbalance and reduce the risk of biased intent prediction during training
[72], the same number of examples, N , was generated for each intent. However, since DC
models are trained on the combined examples from all intents within a domain, achieving
perfect balance at the domain level becomes challenging when domains contain differing
numbers of intents. As a result, some domains contribute more training data than others,
which can negatively impact the performance of models that are more sensitive to such
imbalances, as will be seen in Section 8.8.2.

Figures 8.3a and 8.3b illustrate the sizes of the intent and domain datasets, respectively.
Each dataset is split into training and testing subsets using an 80/20 ratio, as preparation
for performance evaluation.
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(a) Intent classification. (b) Domain classification.

Figure 8.3. Training and testing dataset sizes for intent and domain classification.

8.5.3 Data Organization and Annotation with MindMeld
MindMeld simplifies the process of organizing collected data into a labeled dataset by
associating each utterance with its corresponding intent and, where applicable, annotated
entities. This is achieved through a specific folder-based structure aligned with the
domain-intent-entity hierarchy illustrated in Figure 8.1.

In this structure:

• Each domain is represented as a top-level folder.

• Within each domain folder, subfolders correspond to individual intents and contain
the relevant training data.

• Inside each intent folder, a file named train.txt stores example user utterances.

If an intent requires ER, entities are annotated directly within the training utterances
using MindMeld’s inline annotation syntax.

For example, the domain folder greeting contains the intent folders greet, exit, and help,
each with its own train.txt file containing utterance examples. Similarly, the domain
device includes the intents get_all_devices, get_all_device_locations, get_all
_device_applications, and get_device_by_name, each with a corresponding train.txt
file.

Each train.txt file contains representative utterance examples relevant to the intent. For
instance, the file for the get_all_devices intent might include an entry such as: Can I
get an overview of all devices?, along with other variations.

When intents involve ER, entities are annotated inline using MindMeld’s syntax. Specifi-
cally, in the training file for the get_device_by_name intent, a sample entry may look like:
Give me information about device {device-123|devicename} Here, device-123 is
the instance of the entity, and devicename is the entity type to be recognized by Mind-
Meld’s ER system.

Note that, if we were to include the unknown intent, the recommended approach would
be to construct training data using unrelated utterances to the other intent datasets, as
demonstrated in MindMeld’s Home Assistant example blueprint [73].
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8.5.4 Non-Standard Language Challenges
To develop an effective NLU module, it is essential that the training data reflects how
humans communicate through textual messaging. This includes not only grammatically
correct language but also non-standard forms such as abbreviations (e.g., thx), acronyms
(e.g., FYI ), contractions (e.g., gonna), and expressions of emotion (e.g., hahah).

Research indicates that these linguistic variations are not random errors but are often
deliberate choices used to convey tone or improve typing speed. For instance, studies on
instant messaging have found that most such language use is intentional, while genuine
spelling mistakes are relatively rare [74].

Excluding these informal elements from the training data can reduce a model’s ability to
accurately interpret intents. However, incorporating non-standard language into syntheti-
cally generated datasets is both tedious and, to some extent, infeasible without leveraging
real user-generated data. In this section, the LLM was prompted to include non-standard
terms, but its ability to accurately mimic human-like informal language based solely on
instruction prompts remains limited.

While some of the studied ML models in this chapter include models able to robustly
tackle this issue (i.e., Bidirectional Encoder Representations from Transformers (BERT)
8.7.1), this limitation in training data quality and accuracy partly motivates the adoption
of the second Interpreter component using an LLM-based approach—discussed in Chapter
9.

Before concluding this section, we address two important considerations related to data
realism and ER: the use of non-standard language and the applicability of gazetteers.

8.5.5 Limitations of Gazetteers and Pattern Matching
A gazetteer is a structured list of predefined entity values, commonly used to guide the
predictions of NLU entity recognizers during inference. Instead of contributing to model
training directly, gazetteers are applied at runtime to highlight known entities, thereby
boosting recognition accuracy for predictable and closed-class categories such as locations,
organizations, colors, or standard product types.

However, gazetteers are not suitable for recognizing device names. Device names represent
a custom entity type—specifically, an open-class, non-named entity category where values
are unconstrained and highly variable. Although the space of possible devicename values is
technically finite, it is extremely large due to the combination of alphanumeric characters
and select special characters (., +, -), with lengths ranging from 3 to 50 characters.
This vast and unpredictable variety makes it infeasible to enumerate all valid forms in a
gazetteer, rendering the approach impractical for this use case [75].

Pattern matching is similarly ineffective. Unlike structured entities (e.g., dates or postal
codes), device names lack consistent syntactic patterns that can be reliably captured with
regular expressions or rule-based logic.

Given these limitations, neither gazetteers nor pattern-based techniques can adequately
support the recognition of device names. Instead, the model must rely solely on contextual
and embedding-based signals to identify such entities, which may affect recognition
performance.
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8.6 Data Preparation
Once the data has been collected and adequately labeled, it must be prepared for further
processing. To that end, each entry passes through MindMeld’s text preparation pipeline,
which performs the following operations:

1. Tokenization: This step breaks the input text into smaller units called tokens. To-
kenization is essential because machine learning models operate on numerical inputs,
and embeddings—which convert text into vectors—work on individual tokens. In
this work, tokenization is based on whitespace, meaning that each token corresponds
directly to a word separated by a space in the original entry.

2. Normalization: Normalization standardizes the text to ensure consistency. It
includes operations such as trimming whitespace, converting text to lowercase,
removing redundant apostrophes, and eliminating or replacing special characters. In
this work, we apply MindMeld’s default set of 12 regex-based normalization rules,
adapted to preserve the special characters (+, -, .) that may appear in device names.
This step enhances both embedding quality and downstream model performance.

3. Stemming: Stemming reduces words to their base or root forms, helping to decrease
vocabulary size and group semantically similar terms together. MindMeld uses the
EnglishNLTKStemmer, a simplified version of the PorterStemmer from the NLTK
library [76], which retains more of the original word structure by removing only
inflectional suffixes.

After the data passes through this preparation pipeline, it is ready to be used for training
and inference in the NLU models [77].

For example, the original input:

␣List all devices I HAVE in my network␣.

is processed into the following tokens:

list, all, device, i, have, in, my, network2.

It is important to note that, before being passed to the ML models, the data undergoes this
preparation pipeline—except for BERT-based models, which use a distinct tokenization
process, as mentionned in Section 8.7.1.

8.7 Machine Learning Models
Selecting appropriate models for DC, IC, and ER is essential to achieving strong NLU
performance. MindMeld provides access to a range of traditional ML models—including
LR, SVM, Decision Tree (DT), Random Forest (RF), Maximum Entropy Markov Model
(MEMM), and Conditional Random Field (CRF) [78, 79]—as well as deep learning (DL)
models such as CNN, LSTM, and Transformer-based architectures like BERT [80].

Model selection and configuration for each layer of the NLU pipeline is managed through
the config.py file, which MindMeld uses to set up, train, and apply models.

2Note that devices becomes device rather than devic, which would be the case with the standard
PorterStemmer. This is due to the EnglishNLTKStemmer’s more conservative stemming rules, designed
to preserve word meaning.
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While the focus here is limited to models integrated within the MindMeld platform,
these include state-of-the-art approaches for NLU tasks. Although other models exist
beyond MindMeld’s scope, the ones provided offer sufficient flexibility and performance for
implementing and evaluating the first Interpreter approach presented in this work.

It is important to note that there is no universal or one-size-fits-all model in ML. Per-
formance depends heavily on the task, the nature and size of the training data, and the
tuning of model hyperparameters.

Additionally, DC/IC and ER tasks typically rely on different techniques, which are
considered separately.

To identify the most effective model for each layer of the domain-intent-entity hierarchy,
model selection is approached from two dimensions:

1. Without diving into internal architectures, we provide a high-level overview of how
selected models contribute to generating DC, IC, and ER outputs.

2. We then evaluate model performance across standard classification metrics.

8.7.1 Domain and Intent Classification
The classification process differs depending on the type of ML model employed. In this
structured evaluation, we begin with baseline models based on traditional ML techniques.
We then examine a more complex transformer-based model—specifically RoBERTa—and
analyze the advantages it offers, despite its increased computational requirements, larger
model size, and longer training time.

This thesis does not delve into the internal mechanics of the models for two main reasons:
first, these algorithms are already extensively documented in the literature; and second,
their technical details are not directly relevant to the objectives of this work. The primary
focus is on how each model is applied within the NLU pipeline and how it performs in
context.

Although DC and IC are distinct tasks, the process is nearly identical, differing only in
the classification target. As a result, the discussion in this section centers on IC, with
the understanding that the same methodology applies equivalently to DC—except where
performance is evaluated separately.

Baseline Models: Traditional Machine Learning Approaches

The first ML models we introduce are LR, SVM, DT, and RF.

As described in Section 8.6, we preprocess each text entry in the training data by generating
a sequence of tokens. For example, the input sentences:

1. List all devices I have in my network.

2. Get me all apps from all devices.

respectively become:

1. [list, all, device, i, have, in, my, network]

2. [get, me, all, app, from, all, device]
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Before these tokens can be used as input to a ML model, they must be embedded or
transformed into a numerical representation. MindMeld provides several configurations
for adapting textual input into feature vectors, including:

• n-grams. We keep unigrams and bigrams so the model sees individual words and
their immediate neighbour pairs—just enough local context without a huge feature
explosion.

• Frequency bins (5). All in-vocabulary tokens are ranked by corpus frequency and
sliced into five equal groups (bin 0 = rarest . . . bin 4 = most common).

– For each utterance, we record the fraction of its tokens that fall in each bin.

– Out-of-Vocabulary (OOV) words are counted separately as an OOV feature.

The following table illustrates, as an example, how the embeddings would be constructed
for the two sample utterances above.

Table 8.2. Truncated snapshot of the combined feature values for the two utterances.
Values were produced using Mindmeld’s view_extracted_features function [81].

Feature Vector 1 Vector 2
Unigram counts

bag_of_words|length:1|ngram:all 1 2
bag_of_words|length:1|ngram:apps 0 1
bag_of_words|length:1|ngram:devices 1 1
bag_of_words|length:1|ngram:from 0 1
bag_of_words|length:1|ngram:get 0 1

. . .
Bigram counts

bag_of_words|length:2|ngram:all apps 0 1
bag_of_words|length:2|ngram:all devices 1 1
bag_of_words|length:2|ngram:apps from 0 1
bag_of_words|length:2|ngram:devices i 1 0
bag_of_words|length:2|ngram:from all 0 1

. . .
Frequency-bin fractions

in_vocab:IV | freq_bin:0 0.1250 0.2857
in_vocab:IV | freq_bin:1 0.3231 0.1429
in_vocab:IV | freq_bin:2 0 0.2264
in_vocab:IV | freq_bin:3 0.1250 0.1429
in_vocab:IV | freq_bin:4 0.1250 0

During both training and inference, every utterance must first be converted into a composite
feature vector like the one described above; the classifiers themselves never operate on raw
text. Once this embedding step is complete, the pipeline proceeds as follows:

After converting each utterance into a numerical feature vector, it is passed to one of
several classifiers—LR, SVM, DT, or RF.

Each model learns to associate particular feature patterns with one of the intent labels
defined in the dataset. During training, the model builds internal representations based
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on the labeled examples. At inference time, it applies this learned mapping to predict the
most probable intent for new, unseen utterances.

Although these classifiers differ in their underlying algorithms, MindMeld abstracts away
those details. One simply specifies the model in the configuration file, defines the parameters
and hyperparameters, and MindMeld uniformly manages both the training loop and the
inference process.

At inference time, incoming user utterances are tokenized and embedded in the same way
as during training. The resulting feature vector is passed through the trained classifier
to produce a probability distribution over all known intents. The intent with the highest
probability is returned.

Transformer-Based Model: BERT-Style Encoder

In addition to traditional classifiers, we evaluate a transformer-based model utilizing a
BERT-style encoder. Unlike traditional models (e.g., LR, DT, RF) that rely on manually
engineered features such as n-gram counts, BERT learns rich, contextual representations
directly from raw text.

BERT employs a transformer architecture characterized by self-attention mechanisms,
which effectively capture long-range contextual relationships within sequences. Self-
attention allows the model to weigh the significance of each word relative to others,
enhancing semantic and contextual representations. Crucially, BERT’s architecture is
encoder-only and bidirectional, enabling it to consider context from both directions
simultaneously.

BERT undergoes extensive pretraining on large-scale corpora using Masked Language
Modeling (MLM), which involves predicting masked tokens from their surrounding con-
text, and Next Sentence Prediction (NSP), which assesses sentence continuity. MLM
promotes deep contextual understanding, as the model must infer missing information
from context.

To fine-tune BERT for IC, raw input text is tokenized into subword units using Word-
Piece tokenization and augmented with positional embeddings. A special token, [CLS],
is prepended to each sequence, acting as a summary representation for the entire in-
put. For example, List all devices I have in my network. becomes [CLS] List
all devices I have in my network [SEP], with [SEP] marking the sequence bound-
ary.

The model processes the tokenized input through multiple transformer layers, allowing self-
attention to capture interdependencies among tokens. The final hidden representation of
the [CLS] token, summarizing the entire input sequence, is passed through a classification
layer, outputting the predicted intent [82–84].

During fine-tuning, the entire model is trained end-to-end using cross-entropy loss, adjusting
both encoder and classification layers simultaneously. At inference time, the model predicts
the intent corresponding to the highest probability.

This architecture provides superior language understanding compared to traditional meth-
ods. Its bidirectional context modeling captures nuanced phrasing variations, improving
generalization. Moreover, pretraining on large corpora allows effective fine-tuning even
with limited task-specific data.
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For our classification task, we employ RoBERTa, a variant of BERT that removes the NSP
objective and replaces WordPiece tokenization with Byte Pair Encoding (BPE). These
modifications, combined with other training improvements, have been shown to enhance
performance across a range of NLU tasks, including IC [85].3

8.7.2 Entity Recognition
The ER process runs after DC and IC, and is performed using MindMeld’s entity recognizer,
which is a sequence labeling model, also known as a tagging model, that identifies all
relevant entities in a given utterance and labels them [79]. Unlike classification models,
which are trained across intents, the entity recognizer is trained separately for each intent
using intent-specific data.

MindMeld offers the ability to automatically detect system entities such as numbers, email
addresses, URLs, and more. However, this feature is not used in our work, as our use cases
do not require it. Instead, the only entity that must be recognized is the devicename
entity from the get_device_by_name intent.

Furthermore, as discussed in Section 8.5.5, the use of a gazetteer was ruled out due to the
highly variable and open-ended nature of device names.

Among the models provided by MindMeld, we will evaluate the following strategies:
MEMM, LSTM, Character-Level CNN Followed by Word-Level LSTM (CNN-LSTM), and
BERT.

As for classification, we will not dive into the algorithms behind each model but rather
discuss how they are set up for ER.

Entity Tagging with IOB/IOBES Labeling

The role of the entity recognizer is to assign a tag to each token in the input utterance,
indicating whether it is part of an entity and, if so, its position within that entity. Several
standard annotation schemes are used for this purpose, including IO, IOB, IOE, and
IOBES. Below is a brief overview of these primary schemes:

• IO (Inside-Outside): The simplest scheme, where tokens inside an entity are labeled
with I (Inside), and all other tokens are labeled O (Outside).

• IOB (Inside-Outside-Begin): Extends IO by marking the beginning of an entity
with B (Begin), while subsequent tokens in the same entity are labeled I. Useful for
identifying multi-token entities.

• IOE (Inside-Outside-End): Similar to IOB, but it marks the end of an entity with
E (End) instead of the beginning.

• IOBES (Inside-Outside-Begin-End-Single): Combines the strengths of IOB and
IOE. It uses O for non-entity tokens, B for the beginning of a multi-token entity, I
for internal tokens, E for the end, and S for entities consisting of a single token.

While the simpler IO scheme might suffice for entity types like devicename, which always
consists of a single token, this work adopts the more expressive Inside-Outside-Begin-

3ER is instead evaluated using BERT due to compatibility issues with RoBERTa in the MindMeld
framework.
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End-Single (IOBES) scheme. The goal is to support a wider range of entity types and
lengths, as devicename serves only as an illustrative example. Prior research has shown
that IOBES generally yields superior performance across diverse entity recognition tasks
[86, 87].

Classic Feature-Based Labeling: MEMM

The MEMM is a statistical, feature-based model commonly used for sequence labeling tasks
such as ER. Like traditional classifiers such as LR or DT discussed earlier for classification,
MEMM operates on tokenized input, representing each token as a feature vector.

A typical feature set includes n-grams extracted from the local context of each token. For
example:

• Unigrams are collected from a window spanning two tokens before to two tokens
after the current token (positions [−2, −1, 0, 1, 2]).

• Bigrams are extracted starting at one token before, the current token, and one
token after (positions [−1, 0, 1]).

These features help the model capture local lexical patterns, allowing it to make labeling
decisions based on both the token itself and its immediate context.

For instance, for the input Could you update me about {X|devicename}?, the model
identifies “X” as a likely entity based on the contextual features derived from its surrounding
tokens.

Despite its strengths in modeling local dependencies, MEMM has limitations. It struggles
to capture long-range relationships and complex syntactic structures. Moreover, because it
normalizes predictions at each step independently, it is prone to the label bias problem, where
transitions with fewer possible next labels are disproportionately favored [79, 88].

Neural Sequence Labeling: LSTM and CNN-LSTM

A foundational neural approach to sequence labeling is the use of LSTM networks—
specifically, Bidirectional LSTM (BiLSTM), which extend Recurrent Neural Networks
(RNNs). BiLSTMs capture both local and long-range dependencies by processing the input
sequence in both forward (left-to-right) and backward (right-to-left) directions, providing
richer contextual representations for each token.

In this architecture, input sentences are first embedded using Global Vectors for Word
Representation (GloVe) word vectors—pretrained embeddings learned from large, general-
domain corpora. These embeddings encode semantic relationships between words, offering
meaningful representations even for inputs that may be infrequent in the training data.
This is especially valuable for recognizing open-class entities like devicename, where
training data coverage may be sparse.

To handle OOV words and improve robustness to irregular or novel forms, character-level
embeddings are also introduced. These embeddings are generated using a CNN network,
which captures morphological patterns within tokens by analyzing subword structures. The
resulting character embeddings are concatenated with the word-level GloVe embeddings
and then passed through the LSTM network for contextual encoding.
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In both the LSTM and CNN-LSTM architectures, a CRF layer is applied on top of the
contextualized token embeddings. The CRF models the dependencies between output
labels, ensuring coherent and globally optimal tag sequences across the sentence [80,
89].

Deep Contextual Labeling: BERT

Unlike LSTM and CNN-LSTM architectures, which rely on separately pre-trained word
embeddings and sequential modeling, transformer-based models such as BERT provide
deep contextual embeddings in a fully end-to-end manner. As discussed previously in
Section 8.7.1, BERT eliminates the need for manual feature engineering by capturing rich,
bidirectional context through self-attention mechanisms.

For ER, BERT processes the input using WordPiece tokenization and generates contex-
tualized representations for each subword token. These representations are then passed
through a CRF layer, which predicts the most likely sequence of entity tags across the
sentence, ensuring globally coherent label assignments. The entire model, including the
CRF layer, is fine-tuned jointly on the ER task.

8.8 Performance Evaluation

8.8.1 Evaluation Methodology
As described in Section 8.5, test datasets were created for evaluation purposes. For DC and
IC, a Python script was developed to compute standard classification metrics—accuracy,
precision, recall, F1-score, and support—using scikit-learn’s classification_report
function. For ER, MindMeld’s built-in evaluate method is used [79], which reports both
token-level and sequence-level statistics for entity recognition.

In all cases, precision, recall, and F1-score are reported as support-weighted averages to
account for class imbalance. This means that each class contributes to the overall metric in
proportion to the number of true instances (support) it has in the test set. These metrics
are computed in a one-vs-all fashion for each class individually, and the final average is
calculated using the following formula:

Metricweighted =
∑N

i=1 supporti × metrici∑N
i=1 supporti

where:

• N is the number of classes,

• metrici is the precision, recall, or F1-score for class i,

• supporti is the number of true instances of class i.

This approach is particularly important for DC, where label frequency varies significantly
across domains.

The metrics are interpreted as follows:

• Accuracy: Proportion of correct predictions among all predictions.
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• Precision: Proportion of correctly predicted positives among all predicted positives.

• Recall: Proportion of actual positives that were correctly predicted.

• F1-score: Harmonic mean of precision and recall.

• Support: Number of true instances of each class in the test set.

The evaluation results are interpreted with the following assumptions:

• Each model is configured with the best-performing hyperparameters identified during
development via grid search.

• Results are specific to the experimental setup described in Sections 8.5 and 8.6.
Since the training data is synthetically generated, it may not fully reflect real-world
language variability despite efforts to approximate it.

8.8.2 Domain and Intent Classification Results
Independent Evaluation of Domain and Intent Classifiers

In a realistic setup, the performance of the intent classifier would naturally be influenced
by the accuracy of the domain classifier. If the domain is misclassified, the intent will
certainly be incorrect as well, since IC is domain-specific. However, the goal of this section
is to evaluate DC and IC independently, isolating the performance of the intent classifier
from any errors introduced by domain misclassification. To achieve this, the evaluation
follows a two-step strategy: first, the models responsible for DC are evaluated and their
results reported. Then, in a separate evaluation loop, IC models are assessed using the
entire test set of utterances, regardless of how the domain classifier performed. This
ensures that IC results are not influenced by DC accuracy. As a result, the number of
evaluated samples (i.e., the support) for each intent remains consistent with the original
test dataset statistics reported in Section 8.5, allowing for fair and equal comparison across
all models.

As shown in Figure 8.4, RoBERTa achieves the highest F1-score for DC, reaching 0.9994
followed closely by LR with 0.9775 and SVM with 0.9508. RF and DT, perform decreasingly
poorly with 0.8385 and 0.6518, respectively.

However, when computational efficiency is taken into account, RoBERTa performs propor-
tionally worse than LR. Despite their comparable classification performance, RoBERTa’s
significantly higher training and inference times, along with greater resource demands,
may make LR a more practical choice for DC in scenarios involving large training datasets
or constrained computational resources.

A notable limitation in the current setup is that the number of utterances per domain
is indirectly determined by the number of intents within that domain, since each intent
contributes an equal amount of training data. This creates an imbalance in domain-level
support, which disproportionately affects simpler models that are more sensitive to such
disparities. While one way to mitigate this would be to standardize the number of intents
per domain or increase the number of utterances for domains with fewer intents, both
approaches are impractical.
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Figure 8.4. Bar chart showing average accuracy, precision, recall, and F1-score for each
tested model on DC.

This impact of imbalanced training data across classes is further evident in the case of IC.
As shown in Table 8.3, although the overall performance rankings of the models remain
consistent—with RoBERTa and LR leading—a model such as RF demonstrates notably
improved performance when trained on balanced datasets. This highlights its sensitivity
to class imbalance and suggests that its underperformance for DC is at least partly due to
disparities in training set sizes.
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Table 8.3. Performance Comparison of RoBERTa, LR, SVM, RF, and DT Across Intent
Classification Tasks

Domain Model Accuracy Precision Recall F1-Score Support

configuration

RoBERTa 1.0000 1.0000 1.0000 1.0000 160
Logistic Regression (LR) 1.0000 1.0000 1.0000 1.0000 160
Support Vector Machine (SVM) 1.0000 1.0000 1.0000 1.0000 160
Random Forest (RF) 1.0000 1.0000 1.0000 1.0000 160
Decision Tree (DT) 1.0000 1.0000 1.0000 1.0000 160

device

RoBERTa 0.9953 0.9953 0.9953 0.9953 640
Logistic Regression (LR) 0.9891 0.9891 0.9891 0.9891 640
Support Vector Machine (SVM) 0.9734 0.9737 0.9047 0.9735 640
Random Forest (RF) 0.9266 0.9287 0.9266 0.9254 640
Decision Tree (DT) 0.5422 0.6423 0.5422 0.5333 640

greeting

RoBERTa 0.9854 0.9856 0.9854 0.9854 480
Logistic Regression (LR) 0.9438 0.9456 0.9437 0.9440 480
Support Vector Machine (SVM) 0.9146 0.9193 0.9146 0.9151 480
Random Forest (RF) 0.9000 0.9020 0.9000 0.9004 480
Decision Tree (DT) 0.6354 0.7229 0.6354 0.6339 480

operation

RoBERTa 1.0000 1.0000 1.0000 1.0000 320
Logistic Regression (LR) 1.0000 1.0000 1.0000 1.0000 320
Support Vector Machine (SVM) 1.0000 1.0000 1.0000 1.0000 320
Random Forest (RF) 0.9906 0.9906 0.9906 0.9906 320
Decision Tree (DT) 0.9031 0.9132 0.9031 0.9025 320

Robustness to Noisy Input

As discussed in Section 8.5.4, the data used to train and evaluate the models in this section
does not fully capture the complexity of natural language—particularly with respect to
non-standard forms and typographical errors. One way to mitigate this limitation is by
improving both the training and testing datasets. Enhancing data quality in this way
increases a model’s robustness to linguistic variation and improves the real-world relevance
of performance evaluations.

Another complementary strategy is to select a classification model that is inherently more
robust to noisy input. While LR, SVM, and RoBERTa achieve comparable performance on
clean, synthetically generated test data, their behavior diverges under degraded conditions,
as illustrated in Figure 8.5. In this setup, noise is simulated by randomly inserting
characters—including letters, digits, and punctuation—into greet intent test utterances
to mimic informal language and typographical errors. The number of inserted characters
is calculated as a percentage of each utterance’s length, ensuring that the noise level scales
proportionally with the input. Performance is evaluated and compared between models
using recall, as it measures how well the model identifies the correct intent without being
affected by predictions for other intents.

Under these conditions, RoBERTa’s recall for the greet intent remains relatively stable,
whereas SVM’s performance degrades significantly—highlighting RoBERTa’s superior
resilience to noisy input. This robustness likely stems from RoBERTa’s use of contextual
embeddings learned through large-scale pretraining, which allow it to generalize more
effectively to inputs that deviate from the training distribution. In contrast, SVM is
more susceptible to noise and less capable of handling unfamiliar linguistic patterns.
Although LR also exhibits a decline in performance under noisy conditions, the drop is
noticeably smaller than that of SVM and only slightly greater than that of RoBERTa.
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This makes it a solid classification choice, especially given its simpler and more lightweight
architecture.

Figure 8.5. Recall values for the classification of the greet intent by LR, SVM, and
RoBERTa on identical test sets infused with random character noise. Noise levels (0-0.25)
indicate the proportion of inserted characters relative to the input length. Trend lines are
included to improve readability.

From the results obtained in this performance evaluation section, performance in a real-
world setting can be approximated by multiplying the DC accuracy with the IC accuracy.
This reflects the fact that IC depends on correct DC in a deployed system, where a domain
misclassification inherently leads to an incorrect intent classification.

It must be noted that the method used for inducing noise into the test datasets does
not correspond to real-world non-standard forms or typographical errors, and therefore
should not be considered fully representative of performance in practical settings. However,
it effectively highlights the relative robustness of the best-performing models evaluated
in this chapter, and more broadly, underscores the importance of model resilience when
handling human—imperfect—language.

Full results—including confusion matrices—for DC and IC, as well as robustness-to-noise
evaluations for IC, are provided in Appendices C.1, C.2, and C.6, respectively.

8.8.3 ER Results
Following the evaluation of domain and intent classification models, this section presents
the results for ER, focusing on the extraction of devicename entities under various naming
conditions.
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Evaluation Setup and Naming Variability

To simulate the variability of device naming conventions in real-world applications, two
types of synthetic device names are used in this evaluation:

• Random device names: Arbitrary alphanumeric strings generated with varying
lengths and combinations of valid characters (letters, digits, special characters such
as +, -, and .), following the allowed character set defined by IoTOD EDM. These
names contain no inherent structure or semantic patterns.

• Realistic device names: Synthetic names generated using real-world-inspired
components such as common device roles (e.g., router, switch, gateway), still
in-line with the allowed character set from IoT OD EDM.

Experimental Configurations

Based on these naming schemes, six experimental configurations were defined to assess
how well each model generalizes under varying training and testing conditions:

1. Train on randomly generated device names; test on randomly generated device
names.

2. Train on randomly generated device names; test on realistic device names.

3. Train on realistic device names; test on randomly generated device names.

4. Train on realistic device names; test on realistic device names.

5. Train on a balanced mix of random and realistic device names (50/50); test on
randomly generated device names.

6. Train on a balanced mix of random and realistic device names (50/50); test on
realistic device names.

This setup enables a systematic evaluation of each model’s generalization capabilities.
Realistic device names are representative of typical usage in real-world scenarios, making
configurations 2, 4, and 6 the most indicative of practical model performance. In contrast,
randomly generated names—while less common in real deployments—are still possible.
Therefore, configurations 1, 3, and 5 are used to assess the model’s robustness to atypical
device names.

Evaluation Metrics

As in the evaluation for DC and IC, model performance is measured using the F1-score.
Since the task involves a single entity type, and the resulting values for precision, recall,
and accuracy are nearly identical across models, only the F1-score is reported here for
clarity.

While sequence-level accuracy is also provided by MindMeld for ER, it is a stricter
metric that reflects the correct labeling of an entire utterance. However, because this
evaluation focuses solely on the extraction of a specific entity—namely, devicename—
sequence accuracy is considered less relevant and is therefore omitted from the result
interpretations.
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Token-level F1-scores are calculated for each entity-related tag (e.g., B|devicename,
I|devicename), and MindMeld reports a global support-weighted F1-score that reflects
the distribution of those tags.

Results and Analysis

As shown in Figure 8.6, MEMM and LSTM exhibit consistent performance across all
configurations. CNN-LSTM and BERT yield the highest overall scores, though BERT shows
a notable drop when trained on random names and evaluated on realistic ones. This is likely
due to overfitting to irregular subword patterns introduced by WordPiece tokenization.
When exposed only to random names during training, BERT may learn tokenization
patterns that fail to generalize to more structured names during inference.

Overall, CNN-LSTM demonstrates the most consistent performance across all conditions,
while BERT proves to be the most suitable model for both realistic deployment scenarios
(configuration 4: realistic-to-realistic) and challenging edge cases (configuration 3: realistic-
to-random).

Although MEMM and LSTM perform nearly as well as BERT, the latter offers superior
robustness in handling unseen novel device names. This characteristic makes BERT
particularly appealing for deployment in environments where the dataset cannot fully
capture the evolving and unbounded nature of device identifiers, such as in the current
context.

(a) Test performance on randomly generated
device names.

(b) Test performance on realistically structured
device names.

Figure 8.6. F1-score comparison of ER models across six training and testing configurations
involving synthetic device names. “Random” refers to arbitrarily generated strings with
no semantic structure, while “Realistic” includes synthetically generated names that follow
common naming conventions. Subfigure 8.6a shows performance when testing on random
device names, and subfigure 8.6b shows performance when testing on realistic device
names.

Full results for ER are provided in Appendix C.3.
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8.9 Advantages and Limitations of Conventional NLU

8.9.1 Advantages
The NLU pipeline approach adopted in this chapter, using MindMeld and domain-specific
ML models, offers several significant advantages:

• Performance: Overall, models such as LR and RoBERTa for IC, as well as CNN-
LSTM and BERT for ER, demonstrated strong performance, validating the approach
within the context of the defined IoT OD EDM use cases. This shows that, with
curated and high-quality data preparation, along with the selection of robust models
and carefully tuned parameters, the method explored in this chapter remains valid—
even though a newer proof-of-concept approach is pursued in the next chapter for
the CCV use cases.

• Modular and Task-Specific Model Selection: MindMeld separates DC, IC,
and ER into distinct components. This modularity allows selecting and tailoring
the most effective and resource-efficient model for each task individually, reducing
overall computational cost.

• Ease of Debugging and Optimization: Due to its modular design, individual NLU
components (DC, IC, ER) can be debugged, analyzed, and optimized independently.
This separation simplifies troubleshooting and enhances maintainability of the overall
pipeline.

• Support for Role Classification (RC): MindMeld provides an optional RC layer
capable of distinguishing roles within similar entities—for instance, differentiating
between start_time and end_time within the same message. While not utilized
in this chapter, RC would have been usefull for listing network activities within
specified timeframes, which is a use case implemented in the next chapter.

• Active Learning for Dataset Improvement: MindMeld supports active learn-
ing [90], enabling iterative model enhancement through retraining on newly an-
notated, real-world data. This functionality effectively mitigates the limitations
associated with synthetically generated training data by progressively incorporating
authentic user interactions and more accurately representing non-standard linguistic
expressions.

8.9.2 Limitations
Despite the outlined advantages, this approach presents several notable limitations:

• Data Generation and Training Overhead: The process of creating, annotating,
and maintaining datasets, as well as configuring and training models, is resource-
intensive and time-consuming. Expanding system capabilities by adding new intents
or entities necessitates significant additional work, including data annotation and
model retraining.

• Challenges with Open-Class Entities: Entities such as device names are inher-
ently open-ended, making the use of gazetteers impractical. Consequently, entity
recognition models rely entirely on learned patterns, limiting their generalizability
to novel entity forms.
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• Complexity in Handling Relative Entity Formats: Certain entities—especially
date-type entities required in several use cases defined in Chapter 4—can be expressed
in multiple ways, including absolute formats (e.g., April 17, 2025 ) and relative
expressions (e.g., yesterday, two weeks ago). For conventional ML models, accurately
interpreting such variations requires extensive annotated training data and the
integration of external normalization modules, both of which are non-trivial to design
and maintain.

• Limited Support for Optional Entities: While MindMeld can handle optional
entities, it does not inherently differentiate between required and optional entities.
Unbalanced training data (predominantly containing entity examples) may cause
the model to mistakenly infer entities where none exist, leading to inaccuracies.

• Sensitivity to Data Quality: The system’s effectiveness heavily depends on the
quality, comprehensiveness, and representativeness of the training data. Performance
can degrade significantly due to noise, imbalance, or inadequate linguistic variation
within datasets.

8.10 Chapter Summary and Practical Considerations
Throughout this chapter, we have seen that transformer-based models such as BERT
or its variants such as RoBERTa are strong candidates for DC, IC, and ER. However,
other models that are less computationally demanding—such as LR or MEMM—also
demonstrate competitive performance in many cases.

Regardless of the chosen model, MindMeld provides the flexibility to mix different models
across the layers of the NLU hierarchy. It also supports model serialization, allowing
trained models to be easily exported and deployed within production environments such
as Docker containers. Furthermore, MindMeld offers seamless integration of the NLU logic
with the other components of the chatbot architecture.

When a Webex user message reaches the Chatbot Server component, it is forwarded to the
Interpreter. The Interpreter processes the message by sequentially applying two models:
one for DC and another for IC. These models classify the message first across high-level
topics (called domains), and then within the appropriate domain to determine the specific
intent. If the identified intent is eligible to contain entities, the message is then passed
through a final ER model to extract relevant entities.

Figure 8.7 illustrates the flow between components, where the message remains unchanged
as it passes through each model. Figure 8.8 presents a sample output from MindMeld’s
NLU module after processing and parsing a user message.

Figure 8.7. Message processing flow within the Interpreter component. The message is
passed sequentially through the DC, IC, and, if applicable, ER models.
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Figure 8.8. MindMeld custom-tailored Request object produced by the NLU module
after parsing a user message. It contains, among other fields, the results of DC (device),
IC (get_device_by_name), and ER (router123), which are used by the Handler for
generating a suitable response.

While the NLU pipeline approach discussed in this chapter adequately addresses the defined
use cases and remains a valid strategy for building conversational AI-powered chatbots, it
exhibits limited scalability and flexibility. Expanding the system to handle more complex
or additional use cases would necessitate substantial adjustments, including modifications
to the existing NLU pipeline, extensive data annotation, model retraining, and significant
reengineering of components. These inherent limitations drive the exploration of a more
adaptable and flexible approach leveraging LLMs, which is the focus of next Chapter.

The source code of the partially developed chatbot for IoT OD EDM is publicly available
on GitHub4 [91].

4Because integration with IoT OD EDM has been discontinued in favor of CCV, this repository is
primarily intended for experimentation with MindMeld and does not aim to provide full integration with
IoT OD EDM.
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Chapter 9

Interpreter: LLM-Based NLU for
Intent Classification and Entity
Recognition

In this chapter, we present a second approach to handling NLU tasks—specifically, IC
and ER. While Chapter 8 focused on a conventional ML pipeline trained or fine-tuned on
structured datasets, this chapter explores a more flexible and dynamic method based on
LLMs.

LLMs, a class of models within GenAI, are capable of understanding and generating
human language, making them well-suited for tasks such as IC and ER. Popularized by
transformer-based architectures such as the Generative Pre-Trained Transformer (GPT)
family, these models produce structured, coherent outputs from representations learned
across vast, unstructured corpora—demonstrating strong performance across a wide range
of NLP tasks.

We begin by outlining why LLMs—particularly GPT models—are well-suited for NLU
tasks, as discussed in Section 9.1. Section 9.2 then presents the motivations for adopting
LLMs in the implementation of the Interpreter component. This is followed by an
exploration of prompt engineering in Section 9.3, the core technique enabling effective use
of LLMs, with a particular focus on handling the intents defined in Chapter 4.

In Section 9.4, we evaluate the performance of the new Interpreter on the CCV use cases
defined in Chapter 4, and compare it with the first Interpreter’s performance on the IoT
OD EDM use cases.

Sections 9.5 and 9.6 examine the strengths and limitations of this approach and propose
directions for future improvement.

The chapter concludes, as in Chapter 8, with a practical summary in Section 9.7.

Within the context of integration with the core platform—CCV—the Interpreter’s role
has shifted to support the use cases defined in Chapter 4 through NLU. This contrasts
with the previous implementation in Chapter 8, which targeted integration with the IoT
OD EDM platform.

While the current implementation builds on previously developed components—namely
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the Chatbot Server, the Authenticator, and the integration between the initial Interpreter
and the Handler (discussed in Chapter 10)—it moves away from using MindMeld as the
NLP engine. Instead, it introduces a custom module that integrates LLM capabilities to
fulfill the NLU functionality of the Interpreter.

9.1 Suitability of LLMs for NLU Tasks
Advancements in generative transformer models, notably the decoder-only GPT series,
which represent a major class of generative transformer models, have provided significant
complements to encoder-only models like BERT. While both models utilize a transformer-
based architecture with self-attention mechanisms, their structures differ fundamentally.
BERT employs an encoder-only design with bidirectional attention, processing entire input
sequences simultaneously, thus excelling in discriminative tasks such as classification and
contextual understanding. In contrast, GPT models adopt a decoder-only architecture,
utilizing Causal Language Modeling (CLM), which follows an autoregressive approach—
generating text sequentially in a unidirectional (left-to-right) manner. This approach
naturally fits tasks involving coherent sequence generation.

Both BERT and GPT are examples of LLMs—neural networks with hundreds of millions
to billions of parameters, trained on massive text corpora to understand and generate
human-like language. However, while BERT is optimized for language understanding and
commonly used in discriminative tasks, GPT is designed for generative tasks and typically
features a larger architecture, making it more broadly applicable in natural language
generation.

GPT models are pretrained extensively on diverse textual data using BPE tokenization,
efficiently capturing linguistic patterns and contextual nuances. Compared to BERT, GPT
is typically trained on a much larger corpus and consists of significantly more parameters,
contributing to its broader language understanding and generative capabilities. Their key
advantage for NLU tasks lies in their remarkable flexibility and adaptability to prompt-
driven applications. By carefully engineering prompts, GPT can dynamically produce
structured outputs, such as IC and ER. This capability significantly reduces the need for
extensive task-specific fine-tuning, unlike conventional discriminative models (e.g., DT,
LR, MEMM) or encoder-based transformers like BERT, which typically require additional
task-oriented training layers.

Thus, the generative paradigm of GPT makes it particularly suitable for NLU tasks within
chatbot applications, offering a powerful blend of versatility, simplicity, and effective
contextual understanding [82, 92].

9.2 Motivation for Adopting LLMs
The transition from the conventional approach powered by MindMeld (as presented in
Chapter 8) to a LLM-based solution is driven by two primary motivations: a shift in the
project’s scope and evolving technical considerations.
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9.2.1 Shift in Project Scope
The project initially aimed to build a conversational AI-powered Webex chatbot integrated
with IoT OD EDM, a platform for managing devices in an IoT network. In a subsequent
phase, the focus shifted to a different platform: CCV, a security solution tailored for OT
environments. While the core objective—developing a conversational AI chatbot—remains
unchanged, this transition naturally brought with it an expanded interest in exploring how
GenAI, and more specifically LLM, could be leveraged within this context.

This evolution is not only a response to changing platform requirements but also an
opportunity to investigate modern AI capabilities. LLMs are central to the Assistant
component’s NLG functionality (Chapter 11), and its potential is also examined for
addressing NLU, originally implemented using conventional methods in Chapter 8. The
shift toward generative techniques emerged as a logical progression, aligning with the
expanded project scope and the increasing prominence of these technologies in contemporary
conversational AI applications.

9.2.2 Technical Exploration
While the conventional ML approach described and implemented in Chapter 8 offers several
advantages—including modularity, fine-tuning capabilities, independence from external
services, and solid performance on unseen data thanks to robust transformer-based models
such as BERT—it also presents notable limitations. These include the labor-intensive
process of creating high-quality training data for each NLU task, difficulties in handling
linguistic complexities such as non-standard language and relative formats, limited support
for open-class and optional entities, and, more broadly, the time-consuming nature of
implementing new use cases as the project scales.

It is within this context that the LLM approach is explored, with the aim of both mitigating
these limitations and investigating a novel proof-of-concept technique for implementing
NLU.

9.3 Prompt-Engineering Principles for IC and ER
In this section, we introduce prompts—a foundational concept in GenAI, enabling models
across different modalities to adapt flexibly and efficiently to a wide range of tasks.

9.3.1 Role of Prompts
Prompt engineering arises from the architecture of GPT-type models, which are autore-
gressive language models trained to predict the next token given the preceding context. It
involves the design of input prompts to steer the model’s behavior and shape its responses,
aiming to improve performance on specific tasks. Prompts greatly influence the model’s
performance, emphasizing the importance of carefully crafting them.

One of the key strengths of LLMs like GPT is their ability to generalize across a wide range
of tasks without requiring task-specific fine-tuning such as the ML models we described
in 8. This is largely due to their vast number of parameters and the diversity of their
training data [92, 93].
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Unlike conventional ways humans interact with computers—such as programming languages
or structured query formats—LLM prompts are inherently human-like. They rely on
natural language rather than strict syntax or formal rules. This paradigm arises from
the fact that LLMs are trained predominantly on human-generated text, making them
especially proficient at interpreting instructions phrased in natural language—including
informal or non-standard expressions—thanks to the diversity of their training data.

A notable limitation in prompt engineering is the context window size—the maximum
number of tokens (input plus output) the model can process at once. This means that
all task instructions and generated responses must fit within this limit. In practice, an
additional constraint is often imposed: the maximum number of output tokens the model
is allowed to generate. This setting helps control the length of the response and ensures
it stays within the context budget. As a result, prompt design must be space-efficient,
balancing clarity, completeness, and performance without exceeding these limits. Albeit,
research and development have significantly extended both of these limits. For instance,
context windows have expanded from 16,385 tokens in models like GPT-3.5 to up to
128,000 tokens in advanced models such as GPT-4o. Similarly, the maximum number of
output tokens has increased from 4,096 to 16,384 tokens, respectively [94]. As a result,
these constraints are largely negligible—at least from a technical standpoint—for the NLU
tasks addressed in this work where prompt sizes remain well within these limits.

9.3.2 Prompt Construction
In this section we construct the prompt designed to perform the IC and ER tasks of the
Interpreter component. Unlike for the first approach of implementing the component, we
do not perform DC before classifying the intent. This decision mainly stems from the fact
that the number of distinct intents to recognize is relatively small and does not require an
additional classification layer for domains.

The prompt has been abstactly divided into four parts:

1. General Context Layer: This part introduces the assistant’s role and its oper-
ational setting. It also defines the overall task: to determine the intent of a user
message and extract any associated entities. By framing the assistant’s purpose
early, we provide contextual grounding that helps the model stay aligned with the
task.

2. Intent and Entity Descriptions: This section presents a structured list of all
possible intents the LLM must recognize, along with the corresponding entities (if
any) required for each. It serves as a kind of in-context schema, allowing the model
to understand the expected label space.

3. Specific Instructions: We define constraints and logic that the model should
apply when interpreting user input. For instance, we address how to handle op-
tional entities, how to resolve relative dates, and how to interpret durations in the
subscribe_events intent. These targeted instructions help reduce ambiguity and
improve reliability on edge cases.

4. Output Format: Finally, we specify the expected output structure: a JSON object
with two top-level keys, intent and entities. This format constraint ensures
the model produces machine-readable outputs that can be parsed and processed
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consistently by downstream components.

Figures 9.1-9.4 illustrate how each of these four parts appears, in order, in the actual
prompt implementation.

Figure 9.1. General Context Layer of the prompt.

Figure 9.2. Intent and Entity Descriptions.

61



Figure 9.3. Specific Instructions section, where $current_date is dynamically replaced
with the actual current date at runtime.

Figure 9.4. Output Format specification.

The intent and entity descriptions are derived from their definitions in Chapter 4, where
the use cases and scope of the chatbot were introduced. The output format requirement,
on the other hand, is driven by downstream components—particularly the Handler—which
relies on a structured JSON format to determine and execute the appropriate logic based
on the recognized intent and extracted entities.

In contrast, the specific instructions result from an iterative, hands-on engineering process.
It reflects a set of practical refinements developed in response to inefficiencies and edge
cases encountered during implementation, embodying a form of “brute-force” prompt
engineering aimed at maximizing robustness and reliability.

9.4 Performance Evaluation
To assess the effectiveness of the proposed Interpreter approach, three distinct evaluation
processes were conducted, each addressing a different objective.
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9.4.1 Performance on CCV Use-Cases
The first evaluation measures the performance of both IC and ER using a fixed dataset con-
sisting of 20 message utterances per intent, totaling 520 utterances. These utterances were
partially created manually and then augmented synthetically using an LLM with a prompt,
as illustrated in Figure 9.5. The IC and ER evaluations are conducted independently.

Figure 9.5. Prompt used to generate 16 additional utterances for the list_presets intent
test dataset, based on 4 manually created examples. Other datasets were generated using
the same prompt, adapted to each specific intent. For evaluation purposes, each utterance
is followed by a JSON representation of the expected classification.

For IC, the following metrics were computed as averages across all test datasets:

• Average accuracy: 0.9942

• Average precision: 0.9912

• Average recall: 0.9942

• Average F1-score: 0.9927

The ER evaluation, on the other hand, achieved 99.42% accuracy across all entities.

These results demonstrate the near-perfect performance of the proposed LLM-based
approach for the Interpreter component of the chatbot, with only 3 misclassified intents
out of 520.

While these results provide an estimate of the average performance of the final Interpreter
implementation—within the limits of the test data—they do not offer a basis for comparison
with the first version of the Interpreter from Chapter 8, as the use cases differ. Therefore,
a second performance evaluation is conducted to enable a meaningful comparison.

9.4.2 Application to IoT Operations Dashboard Edge Device
Manager Use Cases

The second evaluation applies the Interpreter to the use cases specific to IoT OD EDM
defined in Section 8.2. This experiment compares the performance of the LLM-based
approach against the conventional method. To that end, the prompt, shown in Figure 9.6,
was adapted to align with the IoT OD EDM use cases, following a format similar to the
one defined earlier. Both IC and ER are evaluated independently.
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Figure 9.6. Prompt used by the LLM-based Interpreter for IC and ER evaluation on IoT
OD EDM use cases.

As illustrated in Table 9.1, which opposes RoBERTa, the best performing model from
the previous chapter and GPT-4.1-mini-2025-04-14, a GPT model from OpenAI [95],
the proposed approach demonstrates strong performance in classifying intents. Indeed,
both approaches demonstrate similar results, the difference in performance not being
representative as it can depend on factors independent from the model, such as the quality
of the testing dataset.

Table 9.1. Performance Comparison of RoBERTa and GPT-4.1-mini Across Intent Classi-
fication Tasks

Domain Model Accuracy Precision Recall F1-Score Support

configuration RoBERTa 1.0000 1.0000 1.0000 1.0000 160
GPT-4.1-mini-2025-04-14 1.0000 1.0000 1.0000 1.0000 160

device RoBERTa 0.9953 0.9953 0.9953 0.9953 640
GPT-4.1-mini-2025-04-14 0.9875 0.9908 0.9875 0.9891 640

greeting RoBERTa 0.9854 0.9856 0.9854 0.9854 480
GPT-4.1-mini-2025-04-14 0.9979 0.9979 0.9979 0.9979 480

operation RoBERTa 1.0000 1.0000 1.0000 1.0000 320
GPT-4.1-mini-2025-04-14 1.0000 1.0000 1.0000 1.0000 320

Additionally, in terms of ER, the LLM-based Interpreter outperforms the conventional
ML approach by achieving 100% accuracy. This improvement is attributed to the strong
contextual understanding capabilities inherent in GPT models.
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9.4.3 Noise Impact Comparison with RoBERTa
The final performance evaluation aims to assess the robustness of this approach to noisy
input utterances.

As depicted in Figure 9.7, the GPT-based model, fed with the prompt from Figure 9.6,
demonstrates the strongest robustness to noise, surpassing the already strong performances
of RoBERTa.

Figure 9.7. Recall values for the classification of the greet intent by RoBERTa and
GPT-4.1-mini-2025-04-14 on identical test sets infused with random character noise. Noise
levels (0-0.25) indicate the proportion of inserted characters relative to the input length.
Trend lines are included to improve readability.

Full results for IC on CCV use cases and IoT OD EDM, as well as robustness-to-noise
evaluations for IC, are provided in Appendices C.4, C.5, and C.6, respectively.

9.5 Advantages and Limitations of LLMs
The LLM approach has proven to be a strong choice for both IC and ER, consistently
outperforming, on average, the method presented in Chapter 8. This section outlines the
key advantages and limitations of the LLM-based Interpreter unrolled in this chapter.

9.5.1 Advantages
• Performance: As demonstrated by the evaluation experiments conducted in this

chapter—both within the project scope and for the IoT OD EDM use case—the
LLM approach delivers convincing performance across all test datasets. Even in
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noisy environments, such as those involving non-standard language, the GPT models
exhibit strong robustness.

• High Flexibility, Adaptability, and Reduced Training Overhead: Intro-
ducing new use cases—mainly in the form of new intents—requires only minimal
modifications to the prompt. Typically, this involves adding a new intent and, if
necessary, updating the instructions. Unlike conventional approaches, there is no
need to collect new datasets, retrain the model, or perform extensive validation for
every update. This makes the system highly adaptable and significantly accelerates
development. As a result, the overall training overhead is greatly reduced, which is
particularly beneficial in dynamic environments with evolving requirements.

• Accurate Entity Recognition: The results show near-perfect ER performance,
despite the open-class nature of most entities. While BERT already achieved solid
results, open-class entities introduced uncertainty and challenges in curating accurate
training datasets. The LLM approach handles this more effectively.

• Optional Fine-Tuning: Although fine-tuning remains a possibility—further dis-
cussed in Section 9.6—the GPT-based model evaluated in this chapter already
delivers strong out-of-the-box performance. This enables fast extension to new use
cases and reduces dependence on high-quality, task-specific training data.

• Built-in Handling of Relative Entity Formats: A key limitation discussed
in Chapter 8 was the handling of relative entity formats. In contrast, the LLM-
based Interpreter, as detailed in Section 9.3.2, handles these cases through prompt
instructions. Specifically, the prompt for CCV use cases includes detailed guidance
on how to normalize date entities such as yesterday, 17 of April, or 17/04/2025
into a consistent format (i.e., YYYY-MM-DDTHH:MM:SSZ). This ensures consistency in
downstream components, such as the Handler.

• Support for Optional Entities: Just like relative entities, optional entities can be
effectively managed by adapting the prompt. By explicitly describing the optionality
of specific entities, the model can be instructed to handle them gracefully without
needing structural changes to the implementation.

9.5.2 Limitations
Despite its many advantages, this method also presents several limitations that may justify
choosing the original Interpreter approach instead.

• Prompt Sensitivity: LLMs are highly sensitive to the prompts they are given.
While prompt engineering follows certain best practices, it remains a non-deterministic
and task-specific process. There is no strict or standardized methodology for de-
signing prompts, and crafting an effective one often involves iterative refinement.
As new use cases emerge, the prompt must be continuously adapted to incorporate
task-specific requirements and edge cases.

• Non-Determinism: Although prompts can instruct the GPT model to follow
specific formats—such as returning output in a defined JSON structure—the model’s
behavior is inherently probabilistic and not guaranteed. This non-determinism
can result in variability due to factors such as hallucinations, where the model
generates plausible but incorrect information, or prompt injection (both intentional
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and unintentional), where inputs manipulate or override the prompt’s intended
behavior. These issues emphasize the need for robust prompt design and system
safeguards to ensure outputs remain consistent, secure, and user-transparent.

• Computational Cost: One of the main limitations of this approach is its signif-
icantly higher computational demand. The advanced capabilities of GPT models
come at the cost of substantial processing power. For example, inference with
GPT-3 can require approximately 350 TFLOPS, compared to just 680 GFLOPS for
the base BERT model—making GPT-3 roughly 515 times more computationally
intensive [96].

Note that, in this work, access to GPT models was implemented through OpenAI’s API,
which introduced a financial cost not present in the first Interpreter approach. However,
this cost is not strictly tied to the use of LLMs; it results from the choice to use a
service-based deployment. A similar cost could have arisen if the first approach had
used cloud-based models instead of running locally. Conversely, LLMs—particularly
open-access variants—can also be deployed locally, thereby eliminating or significantly
reducing service-related expenses. Benchmarks have shown that open-access models can
perform competitively with proprietary models such as those from OpenAI on a wide
range of tasks [97]. A dedicated performance evaluation would be required to formally
assess whether such models could effectively replace OpenAI’s API in the context of this
chatbot. Therefore, the financial cost is more a consequence of the deployment strategy
than of the model type itself, and is thus not considered a limitation.

9.6 Directions for Improvement
Additionally to improving the already existing components of the Interpreter implemented
in this chapter such as improving the prompt or chosing a better performing models,
which evolve rapidly, this section presents potential design or functional directions for
improvements. Note that this section groups a list of potential improvements and does not
have the vocation to be exhaustive but to provide insight into the extensive possibilites
GenAI offers.

9.6.1 Few-Shot Prompting and Fine-Tuning
The prompt designed in this chapter follows a zero-shot setting, meaning it does not
include any examples or demonstrations. This approach is feasible due to the large-scale
pretraining of models such as those based on GPT, which have been further fine-tuned
to follow natural language instructions effectively [98]. While this prompt is capable of
accurately classifying intents, recognizing entities, and consistently producing structured
JSON output, a potential improvement would be to adopt a few-shot setting. Few-shot
prompting enhances model performance by providing concrete examples that clarify task
expectations, reduce ambiguity, and guide the model toward more consistent behavior.

For instance, adding an example such as the one illustrated in Figure 9.8 demonstrates
how to extract both the correct intent and the associated entity. Including several such
examples can help the model better generalize to new inputs, particularly in edge cases or
with non-standard phrasing [99].

67



Figure 9.8. Example that can be added to the existing prompt in a few-shot setting.

Further improvements can also be considered through model fine-tuning. Similar to
other LLMs such as BERT, the GPT model used in this work could be fine-tuned with
task-specific training data. While few-shot prompting is often effective, it also comes
with limitations: it increases the token count of the prompt, which reduces scalability,
extends the required context window, and may degrade model performance in accurately
recognizing intents and extracting entities [100].

In this work, fine-tuning was not pursued, as the out-of-the-box performance of the GPT-
based model was sufficient for the defined use cases. However, if future work involves
more complex or numerous use cases and a drop in performance is observed, a promising
direction would be to combine the zero- or few-shot prompt with a fine-tuned version of
the LLM.

9.6.2 Hierarchical Separation of NLU Tasks
In Chapter 8, NLU was implemented using a hierarchical structure based on domain,
intent, and entity recognition. Specifically, when the Interpreter receives a message, it first
uses a DC-trained model to infer the domain of the message, representing a broad topical
category. Within the inferred domain, a separate IC-trained model classifies the intent
of the message. Finally, if the identified intent involves entities, an ER model is used to
extract them. This modular design enhances modularity and scalability by allowing new
use cases to be added independently and reduces the complexity of IC by narrowing the
set of possible intents for each domain.

This structure can also be adapted to the current approach by employing a dedicated LLM
for each of the DC, IC, and ER tasks. This separation not only preserves the benefits of
modularity and scalability but also reduces the prompt size for each model, potentially
improving performance and efficiency through a clearer division of responsibilities.

Additionally, beyond the advantages offered by this hierarchical separation, it is also
possible to combine both Interpreter approaches. As demonstrated in the performance
evaluation of the first Interpreter in Section 8.8.2, the RoBERTa-based model performs
nearly perfectly on the DC task. This indicates that, at least for the IoT OD EDM use
cases, employing a more computationally intensive model such as GPT for DC is not strictly
necessary. Therefore, to optimize resource usage and reduce computational cost, a hybrid
configuration could be considered: a lightweight model such as RoBERTa can be used for
DC, while GPT-based models handle the more complex IC and ER tasks. Variations of
this mixed approach can be implemented depending on specific requirements.
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9.6.3 Input Sanitization
Before passing a user message to the LLM responsible for the NLU tasks in the Interpreter
component, input sanitization can help improve both the model’s effectiveness and its
resilience to prompt injection attacks1. This process may involve basic text cleansing, such
as removing unwanted or potentially harmful characters, or more advanced techniques
such as gibberish detection [101]. Another approach is to delegate the sanitization task to
an LLM itself, by prompting it to translate the input into a cleaner version that retains
the original meaning [102].

In this work, the latter approach—using an LLM for sanitization—was implemented
experimentally. However, it was not retained in the final configuration. The reason is that
certain open-class entities, such as device names, can be atypical and may be mistakenly
classified as gibberish or noise, leading the sanitization model to remove or alter them,
which distort the original message and negatively impact the performance of the Interpreter
model. Therefore, if input sanitization is to be reintroduced, this method should be further
refined to preserve the integrity of the message.

9.7 Chapter Summary and Practical Considerations
Throughout this chapter, we have shown that GenAI-based models—and more specifically,
LLMs—can be effectively employed as the core engine for the Interpreter. Performance
evaluations presented in Section 9.4 demonstrate that, even without fine-tuning, a model
such as GPT-4.1-mini-2025-04-14 slightly outperforms the best-performing models from
the first Interpreter approach—RoBERTa for IC and BERT for ER. The combination
of strong performance, accelerated development—enabled by the ease of adding new use
cases through prompt engineering—and future improvement potential led to the adoption
of the LLM approach in the final implementation of the chatbot’s Interpreter.

Similarly to how MindMeld inherently provides seamless integration of NLU logic with
the rest of the system, the new LLM-based Interpreter also integrates smoothly with
the existing architecture. It enables easy selection of the most suitable OpenAI model,
leveraging OpenAI’s API service, with the only constraint of having an API key.

When a Webex room message reaches the Chatbot Server component, it is forwarded to the
Interpreter, as illustrated in Figure 9.9. The Interpreter processes the message by sending
it, along with the prompt defined in Section9.3.2, to the selected OpenAI model. The
model’s response is then parsed as JSON and forwarded to the Handler component.

1While system security was not the primary focus of this thesis, it is worth noting that prompt
injection attacks are inherently mitigated by the design of the pipeline. Responses from the Interpreter
LLM are not shown directly to the end user; instead, they are passed to the Handler, which expects a
strictly formatted JSON structure to process the request. Any deviation from the expected format—such
as might occur from malicious prompt injection—will be rejected by the Handler, effectively discarding
unexpected output.
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Figure 9.9. Message processing flow within the Interpreter component. The message is
combined with a prompt and sent to the selected OpenAI GPT model.
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Chapter 10

Handler

The Handler is the component responsible for determining which function to invoke based
on the intent classified by the Interpreter.

In this chapter, we describe the overall structure of the Handler component. We explain
the general design of a handler function, whose purpose is to manage a specific use
case—namely, an intent—and introduce additional concepts that enhance the content and
formatting of the chatbot’s responses.

10.1 Component Structure
Once the Interpreter has classified the intent of the received message and recognized the
relevant entities, the Handler is invoked. The Handler serves as a central dispatcher,
determining which action to execute based on the intent previously identified by the
Interpreter (as described in the previous chapter).

It uses a decorator-based approach to register each handler function in a function registry—
a dictionary that maps intent names (e.g., list_presets or explain_vulnerability) to
their corresponding function.

When the Chatbot Server forwards a message to the Handler along with the classified intent
and recognized entities, the Handler checks if the intent exists in the registry. If a match
is found, it calls the corresponding function; if not, it returns a fallback response.

Intent functions are logically organized by domain, following the structure depicted in
Figure 10.1.
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Figure 10.1. Logical organization of handler functions by domain.

10.2 Handler Function Structure
Handler functions can be categorized into three groups, corresponding to the three NLG
techniques described in Section 3.3: template-based, rule-based, and LLM-based ap-
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proaches.

10.2.1 Template-Based Approach
The template-based NLG approach consists in generating responses using predefined
sentence patterns with placeholders that are filled in dynamically based on context. While
this approach is very limited in flexibility and variability, it remains sufficient for simpler
use cases represented by the unknown, greet, exit, and help intents from the basic
domain. These use cases are not central to the chatbot’s scope and necessitate little
logic.

All four intents follow a simple, predefined sentence structure. For example, when re-
sponding to a greeting, the chatbot randomly selects a message from a predefined list to
deliver.

While this approach is sufficient for simple use cases, a more flexible rule-based strategy is
necessary to handle most intents.

10.2.2 Rule-Based Approach
The rule-based approach consists in constructing responses through conditional logic and
hand-crafted rules that adapt output based on specific input data or conditions. This
method offers greater flexibility than template-based approaches but typically requires
more implementation effort.

While the complexity of rule-based intent functions vary, most follow a consistent struc-
ture:

• When required by the use case, retrieve the recognized entities provided by the
Interpreter to use in the logic of the subsequent steps.

• Retrieve the required data from the CCV Center’s API.

• When required by the use case, the recognized entity is mapped to actual CCV data
in order to filter and adapt the response to the specific information requested—such
as providing details for a given device or baseline.

• Define fallback logic to gracefully handle errors that may occur during the message
process—such as unrecognized entities.

• Format the response to include the relevant content, dynamically inserting data
retrieved from the API where appropriate.

While the rule-based approach is sufficient for many intent functions, some use cases
require external GenAI assistance—particularly those involving the on-the-fly generation
of new content that is not present in CCV. These use cases are addressed by the third
NLG category: the LLM-based approach.

10.2.3 LLM-Based Approach
The LLM-based approach uses LLMs such as GPT models to generate a response given
an input, instructed by a prompt. This method is used by the functions of the following
intents:
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• list_devices_components

• explain_tag

• explain_vulnerability

• vulnerability_component

• similar_vulnerabilities

• vulnerability_anecdote

While the handler function is responsible for invoking this functionality based on a given
intent and using its output as a response, the actual content generation is delegated to a
separate component—the Assistant. Due to its pivotal role in enabling the chatbot’s more
advanced and novel functionalities—beyond what is possible through direct interaction
with the CCV web UI—this approach will be discussed in detail in the next standalone
chapter, which focuses on the LLM-based Assistant component.

10.3 Robustness and Extensibility Enhancements
To increase the chatbot’s tolerance to imperfect input and extend its feature set, several
enhancements were implemented across the handler functions. These improvements focus
on making entity handling more resilient and expanding the system’s capabilities in terms
of time-aware queries, user event subscriptions, and flexible entity matching.

10.3.1 Time-Aware Entity Handling
Several use cases—such as retrieving activities or subscribing to events—require interpreting
user-specified time constraints. These time-related entities are extracted by the Interpreter
as part of the ER process and follow the ISO 8601 format (YYYY-MM-DDTHH:MM:SSZ).
Internally, these date-time values are converted into Unix timestamps to enable accurate
range filtering and temporal comparisons.

For example, the Handler function for the list_activities intent supports temporal
filtering by processing optional start_date and end_date entities. These values are parsed
and converted to timestamps that define the boundaries of the query. If no starting date
is specified, the system defaults to retrieving all activities up to the current moment.

Similarly, the Handler function of the subscribe_events intent allows users to subscribe a
room to periodic event notifications by specifying a time interval. This interval is validated
and converted into a natural language expression (e.g., “every 2 hours”) to improve the
clarity of the chatbot’s response.

These mechanisms enhance the chatbot’s ability to accurately process time-sensitive input
and deliver user-friendly responses.

10.3.2 Persistent Event Subscriptions
In addition to responding to direct user queries, the chatbot is also capable of delivering
periodic, event-driven updates to subscribed rooms. This functionality is supported by a
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dedicated subscription mechanism that allows users to register and unregister their room
for automatic notifications based on a predefined time interval.

Users interact with this mechanism through the subscribe_events intent, which validate
the provided interval and add subscription metadata—including the next scheduled event
time—in a dedicated database table. If the interval is missing or invalid, the system falls
back to a default frequency.

For this use case, a background thread continuously monitors upcoming subscription
triggers. When a subscription’s next scheduled event time is reached, the system retrieves
relevant data from CCV—such as baselines and vulnerabilities—and sends an adaptive card
update to the subscribed room. The card includes key metrics computed from the retrieved
data, highlighting recent baseline changes or newly discovered vulnerabilities.

Subscriptions are stored persistently in a PostgreSQL table, allowing the mechanism to
operate independently of the chatbot’s core request-response cycle.

10.3.3 Fuzzy Matching for Entities
To enhance robustness against misspellings and input variability, the chatbot employs
fuzzy matching to resolve user-provided entities—such as device labels, tag labels, or
vulnerability CVEs—that do not exactly match their actual label. This mechanism is
particularly valuable in intents where precise identification is essential but exact string
matches cannot be assumed.

Fuzzy matching relies on computing similarity scores between the user input and a set
of candidate terms using Levenshtein distance—the minimum number of single-character
edits required to transform one string into another [103]. The chatbot uses the fuzzywuzzy
library [104] to perform these calculations. For example, a user input like “devic1” instead
of “device1” may still yield correct results if the match score is sufficiently high.

To avoid unreliable matches, the system only accepts results that exceed a defined similarity
threshold (e.g., 60%). Moreover, if multiple top-scoring candidates have identical scores,
the match is discarded to prevent ambiguity.

This strategy ensures that minor input errors do not prevent the chatbot from handling a
use case, while also safeguarding against incorrect or ambiguous matches.

10.3.4 Country-Aware Entity Handling
The list_devices_components intent supports filtering devices and components based
on the country of origin of their vendors, whose names are specified in the device and
component details.

To interpret country-related user inputs—whether specified as “DE”, “DEU”, or “Ger-
many”—the chatbot applies a two-step normalization process. It first attempts to re-
solve the input using a custom dictionary that maps ISO 3166-1 alpha-2 and alpha-3
codes to full country names. This dictionary is derived from data provided by World-
Data.info [105].

If no match is found, the system falls back to fuzzy matching against standardized country
names using the pycountry library [106]. This ensures that a wide range of country input
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formats can be correctly interpreted before proceeding with vendor-based filtering.
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Chapter 11

Assistant

The final component of the chatbot system is the LLM-based Assistant—referred to
simply as Assistant throughout this chapter. This component is invoked by the Handler
whenever a use case requires a LLM-based approach to NLG. Such use cases are typically
characterized by the need to generate textual responses that cannot be fully predefined or
reliably constructed from static templates or structured data alone.

Tasks such as explaining a vulnerability or a tag, identifying similar vulnerabilites, or gener-
ating anecdotes could, in principle, be handled using rule-based systems and curated data
sources. However, implementing such logic that way demands significant engineering effort
and results in rigid, hard-to-maintain pipelines. By contrast, GenAI models—particularly
LLMs—offer a more flexible and scalable solution. They simplify implementation while
delivering natural, human-like responses. Although the use cases themselves are not
inherently new, they are significantly enhanced by the expressive and adaptive nature of
modern LLMs.

This component was designed to support that enhancement, helping address specific intents
defined in the scope presented in Chapter 4. The handler functions that delegate to the
Assistant are linked to the following intents:

• list_devices_components

• explain_tag

• explain_vulnerability

• vulnerability_component

• similar_vulnerabilities

• vulnerability_anecdote

In this chapter, we first describe the design and integration of the Assistant component
within the Handler’s logic, highlighting its role in generating rich, natural language
responses for intents that extend beyond rule-based or templated outputs. We then
examine two functional extensions developed to enhance the Assistant’s capabilities: an
intermediate database for caching responses, and a web search module for supplementing
the LLM with up-to-date information. Building on this, we explore future directions
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for improving the Assistant’s reliability and performance through Retrieval-Augmented
Generation (RAG).

11.1 Component Design and Integration
The Assistant component is engaged by the Handler when an intent requires content
generation that goes beyond predefined templates or rule-based responses—typically in
cases where rich, natural language output is desirable.

The Assistant interfaces with an LLM (e.g., GPT) to generate context-aware responses.
It constructs a prompt tailored to the specific interaction context—as illustrated in
Figure 11.1—which is then processed by the underlying model to produce a dynamic
reply.

During execution, the Handler gathers the relevant contextual information—such as a
vulnerability entity requiring explanation—and delegates the task of response generation
to the Assistant.

This design makes the Assistant a modular and reusable bridge for incorporating LLM
capabilities into various intents.

Figure 11.1. Example prompts constructed by the Handler for the Assistant, corresponding
to the explain_tag and vulnerability_anecdote intents, respectively. The tag descrip-
tion in the first prompt has been intentionally abbreviated for illustrative purposes.

11.2 Functional Extensions
This section describes two extensions built on top of the Assistant’s LLM-based capabilities:
an intermediate database used to cache its responses, and a web search integration that
allows the model to retrieve up-to-date information in real-time when needed.
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11.2.1 Intermediate Database for Response Caching
The explain_vulnerability, explain_tag, and vulnerability_anecdote intents share
common characteristics: their responses do not depend on the room-specific authenticated
CCV center, their responses are unlikely to change within a short timeframe, and they
tend to produce relatively large outputs in terms of token count. This results in higher
computational and financial costs when invoking the model. While this is an inherent
consequence of using LLMs as opposed to smaller models, it is further amplified by relying
on a paid OpenAI service in this particular implementation. Therefore, it is worth exploring
ways to mitigate this cost.

Although several straightforward strategies exist—such as optimizing response length or
selecting less resource-intensive models—the approach adopted in this thesis involves intro-
ducing an intermediate database to cache previously seen request responses. This database
is shared across all chatbot rooms, allowing cached content to be reused globally.

When a message is classified as one of the above intents, the handler first checks whether
an explanation for the given vulnerability—identified by its CVE identification value—or
the specified tag is already present in the database, before invoking the Assistant to
resolve the use case. If a cached explanation is found, it is used as the response to the
room. Otherwise, the Assistant is used, and the resulting response for the given entity
is subsequently cached in the database. Each entry is assigned a configurable expiration
time to limit retention time and prevent information from becoming stale.

While caching provides notable performance and cost benefits—particularly in the context
of frequently accessed data—it also introduces challenges, especially in maintaining data
accuracy and freshness. This highlights the importance of carefully balancing the trade-off
between expiration time (i.e., data freshness) and cost efficiency.

11.2.2 LLM Temporal Limitations Addressed through Web Search
LLM Temporal Limitations

An important consideration when using LLMs is the limitation of the information they
implicitly capture from their training data. Since LLMs generate responses based on
statistical patterns rather than verified facts, their outputs are not guaranteed to reflect
ground truth. As a result, these models can produce inaccurate or fabricated information—
a phenomenon known as hallucination. This issue becomes more likely when the model
encounters inputs involving information that was not well represented or sufficiently learned
during training [107].

While the inaccuracy of generated content must be acknowledged as a general limitation of
GenAI in resolving the use cases addressed in this work, it becomes an even greater concern
when dealing with information that the model definitively could not have encountered
during training—specifically, data that appeared after the model’s training cutoff date,
such as newly disclosed vulnerabilities. For example, GPT-4.1-mini-2025-04-14, which was
used in the implementation of the LLM-based Interpreter, is unable to accurately fulfill the
explain_vulnerability intent if the specified vulnerability was discovered after April
14, 2025, which marks the end of the model’s training period.
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Dynamic Web Search with LangChain

To overcome the limitations of the fixed training data, the Assistant is extended with
dynamic web search capabilities. This allows it to retrieve up-to-date information in real
time when needed, extending its knowledge beyond the static scope of the underlying LLM
and enabling accurate responses on, for example, newly discovered vulnerabilities.

This functionality is implemented using the LangChain framework, which facilitates
integration of LLMs with external tools like web search APIs [108]. In this implementation,
the Tavily Search API is used [109]. When a search is triggered, real-time queries to Tavily
retrieve relevant results, which are then incorporated into the prompt provided to the
Assistant, which it uses to enhance its responses, ensuring they are grounded in the most
current information available.

11.3 Directions for Improvement Using Retrieval-
Augmented Generation (RAG)

Out-of-the-box LLMs are limited to the data they were trained on. To address this,
web search capabilities were integrated, as described in Section 11.2.2. While effective
for retrieving dynamic content—such as up-to-date CVEs—this approach introduces
variability, latency, and reliability issues. As an alternative, this section explores the use
of RAG, which offers a more structured and extensible method for incorporating external
knowledge.

RAG enhances the system by retrieving relevant information from a curated knowledge base
and combining it with the user’s message to produce grounded, context-aware responses.
As illustrated in Figure 11.2, the RAG process proceeds as follows:

1. Indexing: External sources—such as CVE entries (e.g., from the National Vul-
nerability Database [110]), CCV documentation, vendor advisories, and device
specification sheets—are chunked, embedded, and stored in a vector database for
similarity-based retrieval.

2. Retrieval: At query time, the user’s question is embedded and matched against
the database. This may retrieve CVE-related content.

3. Prompt Construction: The retrieved content is combined with the original query
to form a structured prompt, which serves as input to the language model.

4. Generation: The LLM uses this context-rich prompt to generate a response
grounded in the retrieved documents—reducing hallucinations and improving factual
accuracy.

By combining precise retrieval with controlled generation, RAG offers a robust and scalable
alternative to the less predictable web-based approache [111].
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Figure 11.2. Overview of the RAG pipeline used to enrich LLM responses with external
knowledge. This figure is adapted from Figure 2 of the paper Retrieval-Augmented
Generation for Large Language Models: A Survey [111], and contextualized for the
chatbot’s vulnerability explanation use case. The CVE-2025-4433-specific information was
retrieved from the official advisory [112].
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Chapter 12

Final Use Case Demonstrations:
Webex User Viewpoint

This chapter presents visual examples of the use case resolutions defined in Section 4,
demonstrating the system’s capabilities through screenshots captured from the Webex
user’s perspective. These snapshots illustrate how the chatbot responds to various classified
intents across different domains, as outlined in Figure 10.1.

The focus is on showcasing the user-facing interactions without delving into internal system
logic. For clarity and conciseness, some screenshots have been cropped while preserving
the essential content of each exchange.

The LLMs used for the Interpreter and the Assistant are, respectively, GPT-4.1-mini
-2025-04-01 and GPT-4.1-2025-04-14.

12.1 Basic Use Cases
Figure 12.1 shows example interaction snapshots between a Webex user and the chatbot.
These correspond to the greet, exit, and help intents. When the chatbot classifies a
message as an unknown intent, it responds with a message similar to that used for the
help intent.
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Figure 12.1. Illustrative chatbot interactions for the greet, exit, and help intents.

12.2 Use Cases Related to Presets
Figures 12.2-12.4 illustrate how the chatbot handles various preset-related intents. These
include listing available presets, retrieving preset details, and activating or deactivating
presets. For the list_preset intent, users may specify one or more tags to filter the
presets. If no tags are provided, all presets from the CCV center are returned.

When a preset is activated, its ID is stored in the corresponding room database entry, and
subsequent chatbot responses for other use cases are interpreted within the context of that
preset—much like how, in the CCV web UI, selecting a preset applies a predefined set of
filters that scope the displayed data.

Figure 12.2. Illustrative chatbot interaction for the list_preset intent.
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Figure 12.3. Illustrative chatbot interaction for the preset_details intent.

Figure 12.4. Illustrative chatbot interactions for the activate_preset and deactivate
_preset intents.

12.3 Use Cases Related to Tags
Figures 12.5 and 12.6 show chatbot interactions related to tag-based functionality. The
list_tags intent allows users to retrieve all relevant tags associated with an active preset.
The explain_tag intent enables users to get descriptions or explanations for specific tags,
assisting in better understanding and selection.

Figure 12.5. Illustrative chatbot interaction for the list_tags intent.
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Figure 12.6. Illustrative chatbot interaction for the explain_tag intent.

12.4 Use Cases Related to Baselines
Figures 12.7 and 12.8 demonstrate how the chatbot supports baseline-related func-
tionality. The list_baselines intent retrieves a list of available baselines, while the
baseline_details intent provides additional information about a selected baseline.

Figure 12.7. Illustrative chatbot interaction for the list_baselines intent.

Figure 12.8. Illustrative chatbot interaction for the baseline_details intent.
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12.5 Use Cases Related to Groups
Figures 12.9 and 12.10 illustrate the chatbot’s functionality for managing groups. The
list_groups intent allows users to retrieve an overview of available groups, while the
group_details intent provides detailed information about a selected group.

Figure 12.9. Illustrative chatbot interaction for the list_groups intent.

Figure 12.10. Illustrative chatbot interaction for the group_details intent.

12.6 Use Cases Related to Sensors
Figure 12.11 shows an example of how the chatbot handles sensor-related messages.
Specifically, the list_sensors intent allows users to retrieve a list of sensors currently
available in the system.

Figure 12.11. Illustrative chatbot interaction for the list_sensors intent.
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12.7 Use Cases Related to Devices
Figure 12.12 illustrates the chatbot’s support for device-related messages. The list
_devices_components intent enables users to retrieve available devices and components.
A vendor origin may be specified to filter the results; if omitted, all devices and components
from the CCV center are returned.

Figure 12.12. Illustrative chatbot interaction for the list_devices_components intent.

12.8 Use Cases Related to Activities
Figure 12.13 presents an example of how the chatbot handles activity-related messages.
The list_activities intent allows users to retrieve a list of activities, optionally filtered
by up to two devices or components and a timeframe. If no filters are provided, all
activities from the CCV center are returned.

Figure 12.13. Illustrative chatbot interaction for the list_activities intent.

12.9 Use Cases Related to Vulnerabilities
Figures 12.14-12.18 illustrate how the chatbot handles vulnerability-related intents. The
list_vulnerabilities intent enables users to retrieve vulnerabilities, optionally filtered
by a specific device or component and a CVSS score. The explain_vulnerability
intent provides a plain-language description of a given vulnerability. The vulnerability
_component intent allows users to find vulnerabilities associated with a specific component,
while the similar_vulnerabilities intent returns related or similar issues. Lastly,
the vulnerability_anecdote intent presents contextual anecdotes or historical notes
associated with a particular vulnerability.
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Figure 12.14. Illustrative chatbot interaction for the list_vulnerabilities intent.

Figure 12.15. Illustrative chatbot interaction for the explain_vulnerability intent.
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Figure 12.16. Illustrative chatbot interaction for the vulnerability_component intent.

Figure 12.17. Illustrative chatbot interaction for the similar_vulnerabilities intent.
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Figure 12.18. Illustrative chatbot interaction for the vulnerability_anecdote intent.

12.10 Use Cases Related to Events
Figure 12.19 shows how the chatbot supports event subscription management. The
subscribe_events intent allows users to subscribe to system or component-related events,
while the unsubscribe_events intent enables them to opt out of such notifications.

Figure 12.19. Illustrative chatbot interaction for the subscribe_events and unsubscribe
_events intents.

12.11 Use Cases Related to Disconnection
Figure 12.20 illustrates the chatbot’s handling of disconnection commands. The disconnect
intent allows users to end their session or connection with the chatbot gracefully.
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Figure 12.20. Illustrative chatbot interaction for the disconnect intent.
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Chapter 13

Conclusion and Reflection

13.1 System Achievements and Design Insights
In this thesis, we designed and implemented a conversational AI-powered chatbot for
the CCV platform, integrated with Webex, to allow users to interact with their CCV
center through natural language. The development process followed several structured
stages.

The initial phase involved understanding the integration environment and defining the
chatbot’s technical and functional requirements. This included analyzing the CCV platform,
the OT environment it supports, the Cisco Webex interface through which the chatbot is
accessed, and the role of NLP in enabling conversational AI. Establishing these foundations
clarified user needs, the value CCV offers, and potential use cases, thereby guiding the
chatbot’s design and scope.

The goal extended beyond simply replicating existing CCV functionalities via a conver-
sational interface. The chatbot was designed to enhance user experience with natural
language interaction and to introduce new, valuable capabilities—such as explaining
vulnerabilities or tags, grouping vulnerabilities by mitigation strategies, and handling non-
standard inputs like typographical errors or informal phrasing. This required continuous
iteration and refinement based on feedback and a deep understanding of CCV’s role in
strengthening security insights for OT systems.

To address privacy concerns in Webex spaces, the chatbot uses adaptive cards—an inter-
active Webex utility—for authentication to the CCV center. This approach ensures confi-
dentiality while preserving usability. Additionally, adaptive cards enabled the development
of event subscription features, providing timely notifications of emerging vulnerabilities
and improving user situational awareness.

The chatbot’s conversational capabilities are realized through three key components: the
Interpreter, the Handler, and the Assistant.

The Interpreter is responsible for IC and ER. Two approaches were evaluated: a conven-
tional machine learning pipeline using models like RoBERTa, CNN-LSTM, or LR, and a
prompt-based LLM approach using GPT. While the LLM-based solution was ultimately
chosen for the chatbot’s NLU component, it does not represent a universal improvement
over conventional methods. Instead, it was selected to address specific limitations relevant
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to the scope of this work—particularly the significant overhead inherent in data generation
and training, processes that are highly sensitive to data quality. Moreover, the LLM
approach provides greater flexibility in handling optional open-class entities (e.g., device
names) and relative expressions (e.g., time references), both of which pose challenges for
dataset-driven systems.

However, conventional models remain valuable, especially in resource-constrained envi-
ronments where high-quality training data is available. The modular architecture of the
system—separating DC, IC, and ER—enables hybrid solutions by employing simpler
models where they are sufficient and reserving LLMs for tasks where they offer a clear
advantage, such as ER.

The output of the Interpreter, a structured format containing the detected intent and
extracted entities, is forwarded to the Handler. The Handler manages interactions with
CCV’s API, ensuring queries are correctly formatted. It incorporates enhancements like
fuzzy matching and context-aware parsing (e.g., country and time disambiguation) to
bridge the gap between user-friendly language and strict API requirements, allowing
natural interaction without compromising technical precision.

The Assistant, used by the Handler when generative responses are required, leverages an
LLM with a flexible prompt structure. It is designed for scenarios where static templates
or structured data are insufficient—for instance, generating explanations or performing
reasoning tasks. Unlike the Interpreter, which operates under strict prompt guidelines
that tightly constrain the response window, the Assistant benefits from expanded context
and the addition of extension modules such as web search and the envisioned RAG system
to boost accuracy and relevance.

Overall, the chatbot supports a diverse range of use cases: accessing device inventories,
monitoring network activity, retrieving vulnerability insights, subscribing to event notifica-
tions, and more. The chatbot can be integrated within both direct messaging and Webex
spaces, the latter of which uniquely allows for multi-user collaboration around shared
information provided by the chatbot, a feature not available in the CCV web UI. Recent
advances in GenAI—especially the accessibility of powerful LLMs—enable the chatbot to
perform previously impractical tasks. These include inferring device origin from vendor
names, interpreting relative time expressions, and generating coherent natural language
explanations, all without extensive training or bespoke logic.

The system’s zero-shot IC and ER capabilities, although more computationally demanding,
significantly accelerate development by eliminating the need for fine-tuning. Coupled with
dynamic prompt augmentation through tools like web search, the chatbot is equipped to
handle both predefined and emergent user needs with a high degree of flexibility.

13.2 Limitations and Future Work
While the chatbot successfully fulfills its defined functional scope (Chapter 4) and makes
progress in improving technology accessibility and perceivability by enabling human-like
interaction—a design goal inspired by the conversational computer of the USS Enterprise
in Star Trek—several limitations remain. These highlight opportunities for improvement
and point to future directions.

A primary limitation stems from the Handler’s design. For many use cases not delegated
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to the Assistant, the Handler returns fixed, rule-based responses. Though precise and
reliable for tasks such as listing devices, activities, or vulnerabilities, this rigid approach
undermines the goal of conversational fluidity, resulting in outputs that may feel mechanical
rather than natural.

Expanding the Assistant’s role in these scenarios could help produce more dynamic and
contextual responses. However, such enhancements face practical constraints. Listing
tasks often generate verbose outputs that risk exceeding current LLM context limits.
More importantly, LLMs may introduce inaccuracies—a critical concern when handling
sensitive data such as security vulnerabilities. Ensuring information integrity in these
contexts requires a conservative, accuracy-first design, which necessarily limits the role of
LLMs.

Furthermore, despite mitigation strategies, the risk of hallucination—where models generate
plausible but incorrect content—remains a known limitation. This is especially critical in
tasks like vulnerability explanation, where misleading or overly prescriptive advice can have
unintended and potentially harmful consequences. While generative models are valuable for
providing contextual insights or summarizations, their role must be carefully constrained.
The Assistant should enhance understanding, not replace authoritative sources or offer
definitive actions that could mislead users.

A broader design limitation lies in the chatbot’s focus on read-only interactions. The system
currently supports information-retrieval use cases but deliberately omits modification
capabilities. This restriction stems from a concern over ambiguity in natural-language
commands, which could lead to unintended or irreversible changes to the CCV system.

As a result, users may experience a fragmented workflow—switching between the chatbot
for queries and the UI for actions—thereby reducing the overall usability and coherence of
the platform. Enabling safe, controlled modification capabilities through natural language
remains a promising direction for future work, potentially supported by confirmation
flows.

This constraint also highlights the potential for rethinking the chatbot’s integration model.
Instead of Webex, integrating the chatbot directly into the CCV web UI is an alternative.
This shift would eliminate the need for the chatbot to support modification use cases,
as users could continue making changes directly through the existing UI. It would also
unify natural-language interaction and web-based control within a single environment. In
this configuration, the chatbot could expand its functionality by serving as a contextual
assistant—similar to tools like GitHub Copilot [113]—supporting the user with in-place
suggestions, surfacing relevant system information, and assisting with tasks based on the
current interface context.

In conclusion, this thesis successfully designed and implemented a conversational AI chat-
bot that significantly enhances user interaction with the CCV platform. While this work
marks progress in its field, it also underscores several limitations—from rigid responses
and hallucination risks to functional scope and system integration—presenting important
opportunities for future research and development. This project emphasized key consid-
erations for chatbot development, explored critical design and implementation decisions,
and demonstrated a successful implementation of the defined functional scope.

The chatbot’s source code is publicly available on GitHub [10], providing a robust founda-
tion for continued research and future improvements.
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Appendix A

Webex Bot Creation

Cisco Webex simplifies the bot creation process, which can be initiated through its
developer portal [41]. As illustrated in Figure A.1, to create a bot, one needs to provide a
name, a unique username, an icon, and a description of the bot’s purpose. The bot’s name
determines how it appears within Webex, while its username is used to invite it into either
a Webex space or a direct message with a user. Additionally, the process generates an
access token, which is essential for creating webhooks and enabling bot interactions.
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Figure A.1. Webex bot creation interface. This form collects basic bot details and generates
an access token for integration. Note: The bot shown is for illustrative purposes only and
may no longer be available.
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Appendix B

Webex Bot Webhook Configuration

The setup of webhooks can be accomplished via the Webex Webhooks API [47]. Each
webhook requires a name, a target URL (where messages or events are sent) and a specified
resource type.

For the bot developed in this thesis, we use the following cURL command to establish two
webhooks: one for receiving text messages and another for handling card interactions.

Message Webhook
To receive plain text messages from Webex users or spaces, the following example cURL
command creates the appropriate webhook.

Figure B.1. Example cURL command for creating a message webhook, with placeholder
values for the access token and target URL.

Card Webhook
To receive card interactions from Webex users or spaces, the following example cURL
command is used to create the appropriate webhook.
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Figure B.2. Example cURL command for creating a card interaction webhook, with
placeholder values for the access token and target URL.

Once these webhooks are configured:

• All messages sent to the bot are forwarded to the specified message endpoint.

• Similarly, all attachment actions (i.e., card interactions) are forwarded to the desig-
nated card endpoint.
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Appendix C

Performance Evaluation Tables

C.1 Performance Evaluation Results for Domain Clas-
sification (Conventional NLU Interpreter)

C.1.1 Model Comparison Summary

Table C.1. Average Metrics for Domain Classification Models

Model Accuracy Precision Recall F1-Score Support

Decision Tree (DT) 0.6613 0.7080 0.6613 0.6518 1600
Random Forest (RF) 0.8394 0.8834 0.8394 0.8385 1600
Support Vector Machine (SVM) 0.9506 0.9544 0.9506 0.9508 1600
Logistic Regression (LR) 0.9775 0.9785 0.9775 0.9775 1600
RoBERTa 0.9994 0.9994 0.9994 0.9994 1600

C.1.2 RoBERTa

Table C.2. Performance Metrics - RoBERTa

Domain Accuracy Precision Recall F1-Score Support

configuration / 1.0000 1.0000 1.0000 160
device / 1.0000 0.9984 0.9992 640
greeting / 1.0000 1.0000 1.0000 480
operation / 0.9969 1.0000 0.9984 320
Avg / Total 0.9994 0.9994 0.9994 0.9994 1600
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Table C.3. Confusion Matrix - RoBERTa

Actual / Predicted configuration device greeting operation

configuration 160 0 0 0
device 0 639 0 1
greeting 0 0 480 0
operation 0 0 0 320

C.1.3 Logistic Regression (LR)

Table C.4. Performance Metrics - Logistic Regression

Domain Accuracy Precision Recall F1-Score Support

configuration / 1.0000 0.9938 0.9969 160
device / 0.9494 0.9969 0.9726 640
greeting / 0.9978 0.9375 0.9667 480
operation / 0.9969 0.9906 0.9937 320
Avg / Total 0.9775 0.9785 0.9775 0.9775 1600

Table C.5. Confusion Matrix - Logistic Regression

Actual / Predicted configuration device greeting operation

configuration 159 1 0 0
device 0 638 1 1
greeting 0 30 450 0
operation 0 3 0 317

C.1.4 Support Vector Machine (SVM)

Table C.6. Performance Metrics - Support Vector Machine

Domain Accuracy Precision Recall F1-Score Support

configuration / 1.0000 0.9437 0.9711 160
device / 0.8980 0.9906 0.9421 640
greeting / 0.9840 0.8958 0.9378 480
operation / 1.0000 0.9563 0.9776 320
Avg / Total 0.9506 0.9544 0.9506 0.9508 1600
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Table C.7. Confusion Matrix - Support Vector Machine

Actual / Predicted configuration device greeting operation

configuration 151 8 1 0
device 0 634 6 0
greeting 0 50 430 0
operation 0 14 0 306

C.1.5 Random Forest (RF)

Table C.8. Performance Metrics - Random Forest

Domain Accuracy Precision Recall F1-Score Support

configuration / 1.0000 0.8063 0.8927 160
device / 0.7156 0.9984 0.8337 640
greeting / 0.9904 0.6458 0.7818 480
operation / 1.0000 0.8281 0.9060 320
Avg / Total 0.8394 0.8834 0.8394 0.8385 1600

Table C.9. Confusion Matrix - Random Forest

Actual / Predicted configuration device greeting operation

configuration 129 31 0 0
device 0 639 1 0
greeting 0 170 310 0
operation 0 53 2 265

C.1.6 Decision Tree (DT)

Table C.10. Performance Metrics - Decision Tree

Domain Accuracy Precision Recall F1-Score Support

configuration / 1.0000 0.7937 0.8850 160
device / 0.5688 0.8781 0.6904 640
greeting / 0.7584 0.4708 0.5810 480
operation / 0.7647 0.4469 0.5641 320
Avg / Total 0.6613 0.7080 0.6613 0.6518 1600
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Table C.11. Confusion Matrix - Decision Tree

Actual / Predicted configuration device greeting operation

configuration 127 25 5 3
device 0 562 47 31
greeting 0 224 226 10
operation 0 157 20 143

C.2 Performance Evaluation Results for Intent Clas-
sification (Conventional NLU Interpreter)

C.2.1 configuration-Domained Intents
Model Comparison Summary

All five classification models achieved identical, perfect performance on the configuration-
domained intent classification task. This is explained by the fact that there is only a single
intent (get_all_configuration_groups) in this domain, making it impossible for the
models to misclassify. Therefore, only one shared performance table and confusion matrix
are presented.

Table C.12. Performance Metrics for All Models - configuration-Domained Intents

Model Accuracy Precision Recall F1-Score Support

RoBERTa 1.0000 1.0000 1.0000 1.0000 160
Logistic Regression (LR) 1.0000 1.0000 1.0000 1.0000 160
Support Vector Machine (SVM) 1.0000 1.0000 1.0000 1.0000 160
Random Forest (RF) 1.0000 1.0000 1.0000 1.0000 160
Decision Tree (DT) 1.0000 1.0000 1.0000 1.0000 160

Table C.13. Confusion Matrix - Shared by All Models (configuration-Domained Intents)

Actual / Predicted get_all_configuration_groups

get_all_configuration_groups 160
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C.2.2 device-Domained Intents
Model Comparison Summary

Table C.14. Average Metrics for device-Domained Intent Classification Models

Model Accuracy Precision Recall F1-Score Support

RoBERTa 0.9953 0.9953 0.9953 0.9953 640
Logistic Regression (LR) 0.9891 0.9891 0.9891 0.9891 640
Random Forest (RF) 0.9266 0.9287 0.9266 0.9254 640
Support Vector Machine (SVM) 0.9734 0.9737 0.9047 0.9735 640
Decision Tree (DT) 0.5422 0.6423 0.5422 0.5333 640

RoBERTa

Table C.15. Performance Metrics - RoBERTa (device-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_device_applications / 0.9938 1.0000 0.9969 160
get_all_device_locations / 0.9938 0.9938 0.9938 160
get_all_devices / 1.0000 0.9875 0.9937 160
get_device_by_name / 0.9938 1.0000 0.9969 160
Avg / Total 0.9953 0.9953 0.9953 0.9953 640

Table C.16. Confusion Matrix - RoBERTa (device-Domained Intents)

Actual / Predicted get_all_device_applications get_all_device_locations get_all_devices get_device_by_name

get_all_device_applications 160 0 0 0
get_all_device_locations 0 159 0 1
get_all_devices 1 1 158 0
get_device_by_name 0 0 0 160

Logistic Regression (LR)

Table C.17. Performance Metrics - Logistic Regression (device-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_device_applications / 0.9875 0.9875 0.9875 160
get_all_device_locations / 0.9875 0.9875 0.9875 160
get_all_devices / 0.9812 0.9812 0.9812 160
get_device_by_name / 1.0000 1.0000 1.0000 160
Avg / Total 0.9891 0.9891 0.9891 0.9891 640
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Table C.18. Confusion Matrix - Logistic Regression (device-Domained Intents)

Actual / Predicted get_all_device_applications get_all_device_locations get_all_devices get_device_by_name

get_all_device_applications 158 1 1 0
get_all_device_locations 0 158 2 0
get_all_devices 2 1 157 0
get_device_by_name 0 0 0 160

Support Vector Machine (SVM)

Table C.19. Performance Metrics - Support Vector Machine (device-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_device_applications / 0.9809 0.9625 0.9716 160
get_all_device_locations / 0.9684 0.9563 0.9623 160
get_all_devices / 0.9455 0.9750 0.9600 160
get_device_by_name / 1.0000 1.0000 1.0000 160
Avg / Total 0.9734 0.9737 0.9047 0.9735 640

Table C.20. Confusion Matrix - Support Vector Machine (device-Domained Intents)

Actual / Predicted get_all_device_applications get_all_device_locations get_all_devices get_device_by_name

get_all_device_applications 154 3 3 0
get_all_device_locations 1 153 6 0
get_all_devices 2 2 156 0
get_device_by_name 0 0 0 160

Random Forest (RF)

Table C.21. Performance Metrics - Random Forest (device-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_device_applications / 0.9222 0.9625 0.9419 160
get_all_device_locations / 0.9080 0.9250 0.9164 160
get_all_devices / 0.9704 0.8187 0.8881 160
get_device_by_name / 0.9143 1.0000 0.9552 160
Avg / Total 0.9266 0.9287 0.9266 0.9254 640

Table C.22. Confusion Matrix - Random Forest (device-Domained Intents)

Actual / Predicted get_all_device_applications get_all_device_locations get_all_devices get_device_by_name

get_all_device_applications 154 2 1 3
get_all_device_locations 3 148 3 6
get_all_devices 10 13 131 6
get_device_by_name 0 0 0 160
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Decision Tree (DT)

Table C.23. Performance Metrics - Decision Tree (device-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_device_applications / 0.7683 0.3937 0.5207 160
get_all_device_locations / 0.7228 0.4562 0.5594 160
get_all_devices / 0.6667 0.3750 0.4800 160
get_device_by_name / 0.4114 0.9437 0.5731 160
Avg / Total 0.5422 0.6423 0.5422 0.5333 640

Table C.24. Confusion Matrix - Decision Tree (device-Domained Intents)

Actual / Predicted get_all_device_applications get_all_device_locations get_all_devices get_device_by_name

get_all_device_applications 63 12 14 71
get_all_device_locations 8 73 16 63
get_all_devices 11 7 60 82
get_device_by_name 0 9 0 151

C.2.3 greeting-Domained Intents
Model Comparison Summary

Table C.25. Average Metrics for greeting-Domained Intent Classification Models

Model Accuracy Precision Recall F1-Score Support

RoBERTa 0.9854 0.9856 0.9854 0.9854 480
Logistic Regression (LR) 0.9438 0.9456 0.9437 0.9440 480
Random Forest (RF) 0.9000 0.9020 0.9000 0.9004 480
Support Vector Machine (SVM) 0.9146 0.9193 0.9146 0.9151 480
Decision Tree (DT) 0.6354 0.7229 0.6354 0.6339 480

RoBERTa

Table C.26. Performance Metrics - RoBERTa (greeting-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

exit / 0.9936 0.9688 0.9810 160
greet / 0.9695 0.9938 0.9815 160
help / 0.9938 0.9938 0.9938 160
Avg / Total 0.9854 0.9856 0.9854 0.9854 480
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Table C.27. Confusion Matrix - RoBERTa (greeting-Domained Intents)

Actual / Predicted exit greet help

exit 155 4 1
greet 1 159 0
help 0 1 159

Logistic Regression (LR)

Table C.28. Performance Metrics - Logistic Regression (greeting-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

exit / 0.9494 0.9375 0.9434 160
greet / 0.9006 0.9625 0.9305 160
help / 0.9868 0.9313 0.9582 160
Avg / Total 0.9438 0.9456 0.9437 0.9440 480

Table C.29. Confusion Matrix - Logistic Regression (greeting-Domained Intents)

Actual / Predicted exit greet help

exit 150 10 0
greet 4 154 2
help 4 7 149

Support Vector Machine (SVM)

Table C.30. Performance Metrics - Support Vector Machine (greeting-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

exit / 0.8644 0.9563 0.9080 160
greet / 0.9006 0.9062 0.9034 160
help / 0.9930 0.8812 0.9338 160
Avg / Total 0.9146 0.9193 0.9146 0.9151 480

Table C.31. Confusion Matrix - Support Vector Machine (greeting-Domained Intents)

Actual / Predicted exit greet help

exit 153 7 0
greet 14 145 1
help 10 9 141
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Random Forest (RF)

Table C.32. Performance Metrics - Random Forest (greeting-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

exit / 0.8547 0.9187 0.8855 160
greet / 0.8974 0.8750 0.8861 160
help / 0.9539 0.9062 0.9295 160
Avg / Total 0.9000 0.9020 0.9000 0.9004 480

Table C.33. Confusion Matrix - Random Forest (greeting-Domained Intents)

Actual / Predicted exit greet help

exit 147 9 4
greet 17 140 3
help 8 7 145

Decision Tree (DT)

Table C.34. Performance Metrics - Decision Tree (greeting-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

exit / 0.4982 0.8500 0.6282 160
greet / 0.9091 0.4375 0.5907 160
help / 0.7615 0.6188 0.6828 160
Avg / Total 0.6354 0.7229 0.6354 0.6339 480

Table C.35. Confusion Matrix - Decision Tree (greeting-Domained Intents)

Actual / Predicted exit greet help

exit 136 5 19
greet 78 70 12
help 59 2 99

115



C.2.4 operation-Domained Intents
Model Comparison Summary

Table C.36. Average Metrics for operation-Domained Intent Classification Models

Model Accuracy Precision Recall F1-Score Support

RoBERTa 1.0000 1.0000 1.0000 1.0000 320
Logistic Regression (LR) 1.0000 1.0000 1.0000 1.0000 320
Random Forest (RF) 0.9906 0.9906 0.9906 0.9906 320
Support Vector Machine (SVM) 1.0000 1.0000 1.0000 1.0000 320
Decision Tree (DT) 0.9031 0.9132 0.9031 0.9025 320

RoBERTa

Table C.37. Performance Metrics - RoBERTa (operation-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_alerts / 1.0000 1.0000 1.0000 160
get_all_events / 1.0000 1.0000 1.0000 160
Avg / Total 1.0000 1.0000 1.0000 1.0000 320

Table C.38. Confusion Matrix - RoBERTa (operation-Domained Intents)

Actual / Predicted get_all_alerts get_all_events

get_all_alerts 160 0
get_all_events 0 160

Logistic Regression (LR)

Table C.39. Performance Metrics - Logistic Regression (operation-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_alerts / 1.0000 1.0000 1.0000 160
get_all_events / 1.0000 1.0000 1.0000 160
Avg / Total 1.0000 1.0000 1.0000 1.0000 320

Table C.40. Confusion Matrix - Logistic Regression (operation-Domained Intents)

Actual / Predicted get_all_alerts get_all_events

get_all_alerts 160 0
get_all_events 0 160
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Support Vector Machine (SVM)

Table C.41. Performance Metrics - Support Vector Machine (operation-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_alerts / 1.0000 1.0000 1.0000 160
get_all_events / 1.0000 1.0000 1.0000 160
Avg / Total 1.0000 1.0000 1.0000 1.0000 320

Table C.42. Confusion Matrix - Support Vector Machine (operation-Domained Intents)

Actual / Predicted get_all_alerts get_all_events

get_all_alerts 160 0
get_all_events 0 160

Random Forest (RF)

Table C.43. Performance Metrics - Random Forest (operation-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_alerts / 0.9937 0.9875 0.9906 160
get_all_events / 0.9876 0.9938 0.9907 160
Avg / Total 0.9906 0.9906 0.9906 0.9906 320

Table C.44. Confusion Matrix - Random Forest (operation-Domained Intents)

Actual / Predicted get_all_alerts get_all_events

get_all_alerts 158 2
get_all_events 1 159

Decision Tree (DT)

Table C.45. Performance Metrics - Decision Tree (operation-Domained Intents)

Intent Accuracy Precision Recall F1-Score Support

get_all_alerts / 0.9778 0.8250 0.8949 160
get_all_events / 0.8486 0.9812 0.9101 160
Avg / Total 0.9031 0.9132 0.9031 0.9025 320
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Table C.46. Confusion Matrix - Decision Tree (operation-Domained Intents)

Actual / Predicted get_all_alerts get_all_events

get_all_alerts 132 28
get_all_events 3 157

C.3 Performance Evaluation Results for Entity Recog-
nition (Conventional NLU Interpreter)

C.3.1 Per-Configuration Average F1-Scores for Entity Recogni-
tion Models

Table C.47. Per-Configuration Average F1-Scores for Entity Recognition Models

Model random-random random-realistic realistic-random realistic-realistic mix-random mix-realistic

MEMM 0.988 0.988 0.988 0.988 0.988 0.988
LSTM 0.991 0.991 0.991 0.991 0.990 0.990
CNN-LSTM 0.998 0.994 0.994 0.995 0.992 0.991
BERT 0.993 0.941 1.000 0.997 0.997 0.988

C.3.2 Train: Random Device Names, Test: Random Device
Names

Table C.48. Average Metrics for Entity Recognition Models (Train: random device names,
Test: random device names)

Model Accuracy Precision Recall F1-Score

MEMM 0.988 0.988 0.988 0.988
LSTM 0.991 0.991 0.991 0.991
CNN-LSTM 0.998 0.998 0.998 0.998
BERT 0.993 0.993 0.993 0.993

C.3.3 Train: Random Device Names, Test: Realistic Device
Names

Table C.49. Average Metrics for Entity Recognition Models (Train: random device names,
Test: realistic device names)

Model Accuracy Precision Recall F1-Score

MEMM 0.988 0.988 0.988 0.988
LSTM 0.991 0.991 0.991 0.991
CNN-LSTM 0.994 0.994 0.994 0.994
BERT 0.945 0.945 0.945 0.941
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C.3.4 Train: Realistic Device Names, Test: Random Device
Names

Table C.50. Average Metrics for Entity Recognition Models (Train: realistic device names,
Test: random device names)

Model Accuracy Precision Recall F1-Score

MEMM 0.988 0.988 0.988 0.988
LSTM 0.990 0.990 0.990 0.991
CNN-LSTM 0.994 0.994 0.994 0.994
BERT 1.000 1.000 1.000 1.000

C.3.5 Train: Realistic Device Names, Test: Realistic Device
Names

Table C.51. Average Metrics for Entity Recognition Models (Train: realistic device names,
Test: realistic device names)

Model Accuracy Precision Recall F1-Score

MEMM 0.988 0.988 0.988 0.988
LSTM 0.990 0.990 0.990 0.991
CNN-LSTM 0.995 0.995 0.995 0.995
BERT 0.997 0.997 0.997 0.997

C.3.6 Train: Mixed Device Names, Test: Random Device Names

Table C.52. Average Metrics for Entity Recognition Models (Train: mixed device names,
Test: random device names)

Model Accuracy Precision Recall F1-Score

MEMM 0.988 0.988 0.988 0.988
LSTM 0.990 0.990 0.990 0.990
CNN-LSTM 0.992 0.992 0.992 0.992
BERT 0.997 0.997 0.997 0.997
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C.3.7 Train: Mixed Device Names, Test: Realistic Device Names

Table C.53. Average Metrics for Entity Recognition Models (Train: mixed device names,
Test: realistic device names)

Model Accuracy Precision Recall F1-Score

MEMM 0.988 0.988 0.988 0.988
LSTM 0.990 0.990 0.990 0.990
CNN-LSTM 0.990 0.990 0.990 0.991
BERT 0.988 0.988 0.988 0.988

C.4 Performance Evaluation Results for Intent Classi-
fication (RoBERTa vs. GPT-4.1-mini-2025-04-14
Comparison)

C.4.1 configuration-Domained Intents

Table C.54. Average Metrics for configuration-Domained Intent Classification Models

Model Accuracy Precision Recall F1-Score Support

RoBERTa 1.0000 1.0000 1.0000 1.0000 160
GPT-4.1-mini-2025-04-14 1.0000 1.0000 1.0000 1.0000 160

C.4.2 device-Domained Intents

Table C.55. Average Metrics for device-Domained Intent Classification Models

Model Accuracy Precision Recall F1-Score Support

RoBERTa 0.9953 0.9953 0.9953 0.9953 640
GPT-4.1-mini-2025-04-14 0.9875 0.9908 0.9875 0.9891 640

C.4.3 greeting-Domained Intents

Table C.56. Average Metrics for greeting-Domained Intent Classification Models

Model Accuracy Precision Recall F1-Score Support

RoBERTa 0.9854 0.9856 0.9854 0.9854 480
GPT-4.1-mini-2025-04-14 0.9979 0.9979 0.9979 0.9979 480
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C.4.4 operation-Domained Intents

Table C.57. Average Metrics for operation-Domained Intent Classification Models

Model Accuracy Precision Recall F1-Score Support

RoBERTa 1.0000 1.0000 1.0000 1.0000 320
GPT-4.1-mini-2025-04-14 1.0000 1.0000 1.0000 1.0000 320

C.5 Performance Evaluation Results for Intent Clas-
sification and Entity Recognition on CCV Use
Cases (LLM-Based NLU Interpreter)

Table C.58. Intent Classification and Entity Recognition on CCV Use Cases - Performance
Summary

Metric Value

Total entries evaluated 520
Correct intents 517
Correct entities 517
Global IC Accuracy 0.9942
Global IC Precision 0.9912
Global IC Recall 0.9942
Global IC F1-Score 0.9927
Average ER Accuracy 0.9942

C.6 Robustness Evaluation Results for greet Intent
Classification (Noisy Test Sets)

Table C.59. Per-Model Average Recall for greet Intent Classification with Noisy Test
Datasets

Noise Level Recall (SVM) Recall (LR) Recall (RoBERTa) Recall (GPT-4.1-mini-2025-04-14)

0.00 0.9062 0.9625 0.9938 1.0000
0.05 0.7812 0.9313 0.9625 0.9875
0.10 0.7625 0.9437 0.9812 1.0000
0.15 0.6937 0.9125 0.9500 0.9875
0.20 0.6438 0.9062 0.9500 0.9812
0.25 0.5250 0.8875 0.9625 0.9875
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