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Abstract

The concept of natural human-computer interaction has long inspired both sci-
ence fiction and early AI research. Thanks to advances in conversational AI,
this vision is becoming increasingly practical, enabling more accessible and in-
tuitive ways to interact with complex systems. Building on this progress, this
thesis presents a chatbot designed to interface with Cisco Cyber Vision (CCV),
a security platform for Operational Technology (OT) environments.

The chatbot empowers users to retrieve security insights through natural,
intuitive messages. Integrated into Cisco Webex, it offers a familiar, text-based
environment for questions like “What activities occurred between devices X and
Y this week?”, “Explain vulnerability Z,” or for receiving timely updates on the
industrial network’s security posture. Its purpose is to streamline information
access and reduce reliance on rigid web user interfaces.

This work’s key contributions include an integration environment assessment
encompassing Cisco Webex, CCV, and the OT environment; the definition of
conversational requirements for specifically tailored use cases; and the design
and implementation of the chatbot’s architecture, primarily focusing on its con-
versational AI logic as the central contribution. To this end, we provide a de-
tailed comparison of conventional machine learning models and modern Large
Language Models (LLMs) for natural language understanding, detail how the
chatbot adapts to non-standard language and typographical errors, and exam-
ine how generative AI and prompt engineering foster richer, more explanatory
responses, enabling innovative use cases.

This work conclusively highlights the feasibility and benefits of augment-
ing CCV with a natural language interface via Webex. It also acknowledges
and addresses inherent limitations introduced by specific design choices and the
constraints of the Webex integration model.


