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Abstract

The heterogeneous outputs of specialized forensic tools are a bottleneck in digi-
tal forensics and incident response (DFIR) triage. This thesis introduces UniForeXT,
a tool-agnostic framework that consolidates diverse forensic artifacts into a unified,
searchable knowledge graph, to accelerate triage workflows. UniForeXT comprises
three integrated components: (1) a lightweight ontology that models forensic entities
(e.g., detections, events, processes, users, hosts, etc.) using controlled vocabularies,
(2) a YAML-to-RDF mapping tool driven by configuration and implemented in Java that
generates an RDF graph and validates output using SHACL shapes, and (3) a UniForeXT
tailored JavaFX/HTML visualization client that offers five complementary views to sup-
port analysis from an overview to a drill-down. Evaluation on realistic CERT Belgium
datasets shows ingestion of ∼500 MB in ∼ 31 seconds and full SHACL validation in ∼ 2

minutes (both run offline, ahead of analysis). Representative triage queries return in
under 300 ms. Future directions include web-based, multi-user visualization, entity
reconciliation, RML/YARRLM interoperability, LLM-assisted workflows, and broader user
studies. UniForeXT demonstrates that ontology-driven integration, pragmatic map-
ping, and purposeful visualization can reduce forensic fragmentation and are likely to
improve triage efficiency.


